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EDITORIAL

k. Theability of the
averagecompanyto
defend itself froman
attack by an unknown
virusisnil’?

Evolving Ideas

When auser callsVirusBulletin and asksfor advice on anti-virus software, what he almost certainly
wantsisadvice onvirusscanners. M ost reviewsand discussionsof anti-virustechniquescentre
around the scanner, and it isby far the most common safeguard used against viral attack.

Researchersintheindustry would doubtless point out that ascanner, by itsvery nature, can only
defend against known viruses: it operatesby checking for apredetermined pattern or sequence.
Therefore, for ahighlevel of protection, usersshould employ generic virusdetection techniques, such
asanintegrity checker. Preliminary feedback fromtheVirusBulletinReaders' Survey, however,
indicatesthat for many companies, theonlyline of defenceisavirusscanner.

Asthenumber of bizarre‘ one-off’ virusescontinuesto grow, itisbecomingincreasingly important
that good security practicesarefollowed. Thedevel opment of Windows- and OS/2-specificviruses
meansthat it isvital to amend working practicestofit in with thethreat: it should no longer be
considered sufficient to check theintegrity of amachinefrom aWindows-based package; aclean boot
isnecessary. Theriseinviruscomplexity, coupled with theincreased occurrenceof hitherto unknown
viruses on unsuspecting users’ machines, hasled to asituation wherethewell-prepared I T Manager
must beready for aviruswhichwill not be detected by the scanner of hischoice.

Thereis, however, amomentum which needsto be overcomebefore policy and procedure can be
amended. Firstly, new dangers need to berecognised. Thisisdifficultin the case of avirusthreat: the
chaoswhich can be caused by avirusattack isdifficult to believe unless experienced at first hand.
Secondly, therisk to aparticular company isperceived to bevery small - but inthe event of amajor
outbreak, theresults can be devastating.

If (anditisnot beyond the realms of possibility) one of theviruswriting groupswereto release 100
new polymorphic virusesinto thewild at onetime, without making any announcement to the anti-
virusindustry, theresult would beuniversal panic... because many companiesaretotally reliant on
scanner technology. Theability of theaverage company to defenditself from attack by an unknown
virusisnil.

Aninteresting and often eye-opening test of an anti-viruspolicy isto consider what would happen if
adisk which contained ahitherto unknown viruswere sent to alarge company. Clearly, thedisk
would passthrough any static disk checks, after which theviruswould spread unchecked. If it were
well written, itisconceivablethat thevirus could remain undetected for months, until it triggered.
Hardly an acceptablepropositionfor an 1 T-dependent culture.

At the present time, the computer industry has, to avery high degree, placed all of itseggsin one
basket. Thisispoor practicefrom asecurity point of view: companiesnow rely on computersand
their integrity to do business. The computer systemsof alargecompany are, to avery real extent, the
foundations upon which therest of the businessisbuilt up.

Thisisnot to say that virus scannersare dead. However, everyone should bear in mind that they can
only detect known viruses. Userswill not awake next week in aworld where the scanner isusel ess,
nor next month, nor (probably) next year. However, whatwill happenisthat scannerswill gradually
becomelessreliable. Whether vendorsare capabl e of keeping up with thelarge numbers of viruses

received each monthisimmaterial: therewill alwaysbevirusauthorswho deliberately rel easetheir

creationsinto thewild, without sending asampleto aresearcher.

Thereistremendous benefit in techniqueswhich provideareductioninthethreat from both known
and unknown viruses, such as checksumming and disk authorisation software. Asthe balanceinthe
anti-virusworld shifts, usersmust weigh up the strengths and weaknesses of each line of defence,
and be prepared to changetheir anti-virus policy accordingly. Temporamutantur, et nos mutamur in
illis. Thosewho ignorethisadvicedo so at their peril: remember what happened to the dinosaur.
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NEWS

0S/2 Virus Developed

Thefirst OS/2-specificvirushasbeen devel oped by members
of the US-based Phal con/Skismgroup. Thevirus, named
(rather unimaginatively) OS/2Vir_1lisaprimitiveoverwrit-
ing virus, which takesadvantage of the operating system’s
API functionsto searchfor, open, andinfectfiles.

0OS/2Vir_1 posesaminimal threat to theOS/2 community in
itscurrent form; the danger liesin thefact that the viruswas
publishedwithitsfull source codeintheunderground virus-
writing magazine40Hex. Thiscode, which ‘ should defi-
nitely be hel pful for anyonewho wantstowritevirusesin
OS2, isclaimed to have been written by an individual
named Arthur Ellis. Full assembly andlink instructionsare
included withthevirus.

Steve White, from thel BM TJ Watson Research Center,
explained that thediscovery of anOS/2-based virushasbeen
expected for sometime. ‘ Itisnot surprising that we are now
starting to see OS2-based viruses- we have already seen
that any platform which hasalarge number of usersislikely
tobetargeted by theviruswriters.’

Althoughthevirusisanuisancefor the anti-virus commu-
nity, it will not, according to White, pose much of athreat to
theend user. ‘ Thevirusisnot going to spread intheformin
whichitwas published, anditisnot avery helpful example
of how towritean effective OS2 virus, asitisneither
memory-resident nor stealth. Unfortunately, becausethe
sourcecodeisfreely available, theviruswill havedifferent
binary forms, depending onwhich compiler wasused. This
meansthat it could bedifficult for any one manufacturer to
detect every possiblevariant of thevirus.’ O

Cover Disk Confusion

A report wasrecently received about avirusalleged to have
been found on amagazine cover disk: on 31 December 1993,
an article appeared inthe Norwegian newspaper Verden
Gang, claiming that auser had found aviruson the disk
belonging tothefirstissueof the computer magazine
PC-Gamer, produced by FuturePublishing.

VirusBulletin contacted thejournal and spoketoitseditor,
Gary Whitta, who said that they had received no reports
concerning therumouredvirus. They had published, he
declared, over 90,000 copiesof themagazineworldwide,
and had previously not even been aware of the existence of
theNorwegian article. Heassured VB that every Master Disk
goesthrough aseriesof rigorous checks, both by the Editor
and by thedisk-copyinglaboratories.

VB contacted Verden Gang and spoketo thejournalist who
wrotethearticle, Jorunn Stglan. Shesaid, ‘| contacted
Narvsen, the Norwegian distributorsof PC-Gamer, who

Virus Prevalence Table - December 1993
Virus Incidents (%) Reports
Form 17 40.5%
New Zealand 2 9 21.4%
Flip 2 4.8%
Keypress 2 4.8%
Vacsina 2 4.8%
Anti-CMOS 1 2.4%
Cascade 1 2.4%
Form.B 1 2.4%
Jack Ripper 1 2.4%
Jan800 1 2.4%
Liberty 1 2.4%
Simulation 1 2.4%
Spanish Telecom 1 2.4%
Tequila 1 2.4%
V-Sign 1 2.4%
Total 42 100.0%

said they had noinformation about theincident, nor had they
had any other complaints. Inthe past, they have had other
instances, on other magazines, where oneisolated disk has
beenfoundtobeinfected. Thiscould usually betraced back
toauser’ sinfected computer, and not to the cover disk. In
my article, | wasat painsto makeit clear that it was merely
apossibility that thevirushad comefromPC-Gamer.’

SteveCarey, of Future Publishing, commented: ‘ Werefute
thisallegationtotally. Giventhat thisisindeed theonly
report, | am confident that it is spurious, and hasno basisin
fact. Itismost probably down to misunderstanding on the
part of the consumer, and misunderstanding and ignorance
onthe part of the newspaper concerned.’

Thissituationisfar fromrare: user buysmagazine, inserts
non-write-protected cover disk into (infected) computer, and
executesaprogram, thereby infectingthedisk. Hisfirst
reactionisto assumethedisk wasinfected prior to purchase.

Thereisasimplesolution to thisdilemma: the cover disks
could beshi pped permanently write-protected. Althoughthis
would be no guaranteethat aninfected cover disk had been
sent out by the manufacturer, it would at |east prevent the
all-too-common chain of eventsdescribed above.

Theincident highlightsthe problemsassociated with
gathering evidence after avirusattack, in an attempt to trace
thesourceof infection. When carrying out such aninvestiga-
tion, itiseasy toidentify infected media, but very difficult to
ascertaintheorder inwhichthey becameinfected
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IBM PC VIRUSES (UPDATE

Thefollowingisalist of updates and amendmentsto
the Virus Bulletin Table of Known IBM PC Virusesas
of 17 January 1994. Each entry consistsof thevirus
name, itsaliases (if any) and thevirustype. Thisis
followed by ashort description (if available) anda
24-bytehexadecimal search patterntodetect the

InfectsDOSBoot Sector
(logical sector 0ondisk) N Notmemory-resident
presence of theviruswith adisk utility or adedicated E  InfectsEXEfiles G

scanner which containsauser-updatablepatternlibrary.

Akuku.889.C
AVV.1667

Better World.C
BUPT.1279

Burger

Cascade

Chaos.G

Dark Avenger

DataCrime_11.1514.D

Diamond

DNR

Doteater

Frodo.Frodo.|

Green Caterpillar

TypeCodes

InfectsCOM files M  InfectsMaster Boot Sector
(Track 0, Head O, Sector 1)

L Linkvirus Memory-resident afterinfection

CN: An 889-bytevirus. Detected with the Akuku pattern.

CN: The AVV virus seemsto have been derived from avariant of Pixel, but issufficiently different to
justify the creation of aseparate family. Detected with the Pixel-277 pattern.

ER: Very similar to the other two variants, and detected with the Better World (Fellowship) pattern.
CER: Thisvariant is detected with the BUPT (Traveller) pattern.

CN: Several new 560-byte variants of thisoverwriting virus are now known, but they are all detected
with the Burger pattern. The new variants are 560.V, 560.W, 560.Y, 560.AG and 560.Al.

CR: Several new variants have been found, including the following minor variants, which are detected
with the generic search stringsfor the 1701 and 1704-byte variants: 1701.1, 1701.J, 1701.K, 1704.N,
1704.0, 1704.P, 1704.Q, 1704.R. In addition, five new variants require new search patterns, asthe
encryption loop has been modified. Thefifth new variant, Cascade.1701.H is detected with the same
search pattern asthe ‘G’ variant.

Cascade. 1661. B 012E F687 2201 0174 OF8D BF45 01BC 5A06 313D 3125 474C 75F8

Cascade. 1701. G 3101 2EF6 872A 0101 740F 8DB7 4D01 B982 0631 3431 0C46 E2F9

Cascade. 1704. L 3101 2EF6 872A 0101 9090 8DB7 4D01 BC85 0631 3431 2446 4C75

Cascade. 1704. M 2E01 8DB7 4D01 F687 2A01 0174 OCBC 8206 3124 9031 3446 4C75

CER: A minor variant, detected with the Chaos (Spyer) pattern.

CER: Severa variants have been reported recently. They are all detected with the Father search pattern,
which should be considered ageneric pattern for Dark Avenger-related viruses. With the exception of
the Uriel variant, these viruses are al so detected with the Dark Avenger search pattern. The variants are:
Uriel (1200), Jericho (1365), 1800.H, 1800.1, 1800.Rabid.B, 1800.Singapore and 2000.DieY oung.B.

CEN: Detected with the Datacrime_|| pattern.

CER: Six variants have not been listed in Virus Bulletin before, but all are detected with the Diamond
search pattern. Their names, which indicatetheir infectivelength, are: Diamond.485, Diamond.568,
Diamond.584, Diamond.609, Diamond.614 and Diamond.978.

CR: Thetwo known variants of DNR, which are 331 and 397 bytes|ong, are detected with the Black
Monday pattern, but thisisrather inaccurate. The following pattern will detect only the DNR viruses.

DN\R CD21 3DBA DC75 198B 3601 0181 (G605 018B 048B 5002 A300 0189
CN: In addition to the C and E variants which were included in the large archive described in the

December edition, two other variants have appeared recently: D, which is detected with the Doteater
pattern, and B, which requires anew search pattern. Both are 944 bytes long, like the original.

Dot eater. B 582E 0158 2EA2 0001 B890 O1FF EOB8 9001 A301 01B8 1625 BAA5
CER: A new 4096-byte variant. Detected with the Frodo pattern.

CER: All Green Caterpillar variants known until now were 1575 bytes|ong, but this month a 1989-byte
variant appeared. The names of the older variants had therefore to be changed: Green_Caterpillar.A now
becomes Green_Caterpillar.1575.A and so on. In addition, anew 1575 byte variant, 1575.F has been
discovered, which is detected with the Green Caterpillar (formerly 1575) pattern.

GeenCat. 1989 OELF 0706 BFOO 01BE 3101 B90C 00F2 A406 1FB8 0001 5033 Q0CB
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HLLO

lonkin

Japanese Christmas.600.F

Jerusalem

MG

MGTU

Multi.B
Mur phy

PS-MPC

Rage.486
Red_Diavolyata.830.C
Screen+1.1654
Seventh Son.426
Suriv 1

Suriv 2.B

Syslock

Vcomm.633
VCL

VCS

TheHLLO family contains several overwriting viruses, which aretypically writtenin either C or Pascal.
No search stringswill be provided for these viruses, due to the high chance of false positives. It should
be noted that, just like other overwriting viruses, these are extremely unlikely to spread. Thefollowing
viruses have been added to thisfamily: HLLO.Ondra, HLLO.Cvirus 2.0 (4829), HLL 0.4372,
HLLO.4340,HLL0.3521,HLLO.4778,HLLO.Harakiri.B (5488), HLL 0.3008 and HL L O.4096.

CN: Two new variants of this Russian virus, 218 and 300 bytes|ong. The 300-byte variant is detected
with the lonkin pattern.

I onki n. 218 3F8D 5602 B903 00CD 2173 03EB 5490 8DGE 028B 1F81 FBAD 5A74
CN: A minor, 600-byte variant detected with the Japanese Christmas (Christmas in Japan) pattern.

CER: Most new Jerusalem variants are still detected with the two main Jerusalem family search strings
(Jerusalem-USand Jerusalem.1735). Thisincludesthefollowing: 1765, 1808.Frere.C, 1808.Payday.C,
1808.Payday.D, 1808.Periods, 1808.Sumsdos.AL , 1808.Sumsdos.AM, 1808.URI, Anarkia(1829 bytes)
and 2132. Thefollowing three new variants are al so detected with previously published search patterns:
AntiCad.3012.E (Plastique), GP1.1533 (Jer-GP1) and Sunday.G (Sunday). One new variant,
Mummy.2.1.B, requiresthefollowing search pattern.

Mimy. 2. 1. B 2638 O5E0 F98B D783 C203 B800 4B06 1FOE 07BB 3E04 9C2E FF1E

CR: Two new 500-byte variants which can be detected with previously published patterns: 2.C (MG)
and5.B (MG-3).

CN: Two new variants, 273.D and 269, detected with the MGTU pattern. The 269-byte variant is
actually acorrupted 273-byte variant: one byte has been overwritten, and aB4h changed to CCh, so a
block of 4 bytesisnot written to infected files.

CER: Samesizeasthe original version (2560 bytes) and detected with the Multi pattern.

CER: Only two new Murphy variants have been reported recently, Murphy.Swami.C and
Murphy.Swami.D, both 1250 byteslong. The C version is detected with the HIV pattern.

Mur phy. Swani . D 0306 0600 8302 0029 DB19 CA72 0429 0606 0089 FE33 FFOE 1F81

Thismonth’ s crop of PS-MPC-generated viruses: G2.341 (CN), 344 (CN), 346 (CN), 348 (CN), 361
(CN), G2.425 (EN), G2.429 (CN), G2.438 (ER), Scrunch.458 (CN), Deranged.490 (EN), 565 (CEN),
569 (EN), 572 (CEM), 573.A (CER), 573.B (CER), 577.A (CEN), 577.B (EN), 578.A (CEN), 578.B
(CEN), 578.C (EN), Viraxe (CN 582), Antiprint (ER 583), 598 (CEN), G2.598 (CER), G2.Sucker
(CEN 600), 606 (CEN), Skeleton.626 (EN), Eclypse (CEN 641), Generix (CEN 673), Page.696 (CEN),
Z10.763 (EN), 927 (CEN), McWhale.1022 (CER) and 1706 (CEN).

CN: A 486-bytevariant. Detected with the Rage pattern.

CN: Detected with the Red Diavolyata (ML TI) pattern.

CER: This 1654-byte virusis detected with the same search string as the original 948-byte variant.
CN: Thisnew, 426-byte variant is detected with the Seventh Son pattern.

CR: Two new Suriv 1 variants, which can be detected with old patterns: April_1.D (Suriv 1) and

Xuxa.1405 (Xuxa). In addtion, anew 874-byte variant, named Pizzolla, requires anew search pattern.

Pizzol |l a OE1F B940 00BO 2EF2 AEB9 0300 BEll 04F3 A674 06E9 6D01 E95D

ER: A previously unlisted variant of the Suriv 2 virus. Not significantly different from the original, and
detected with the same pattern.

CER: Two Syslock variants, detected with existing search strings. They are Syslock.C (detected with the
Syslock.D pattern) and Syslock.E (detected with the M acho pattern).

EN: A 633-byte variant, detected with the Vcomm pattern.

New V CL-generated virusesincludefour companion viruses: Poisoning (706), Succubus(776), Teknitov
(969) and Earthquake (1145), four overwriting viruses (347, 409, 429 and 527 byteslong), and the
following non-resident, COM -appending infectors, most of which areencrypted: 380, VF93 (380), 445,
506, 507, Azrl.549, 573, 604, Azrl.606, V pt (606), 610, Anti-gif (628), ByeBye (698), Red Team (716),
Elena (730), Annoyer (756), Mexican (786), 951 and Dragon (1005).

CN: Two new V CS-generated viruses have been reported. The Dr No variant is detected with the VCS
1.0 pattern, but the Sleeper variant has been modified, so anew patternisrequired. As aresult of the
modificationsthe virus does not function properly, and second generation sampleswill probably crash.

VCS. Sl eeper BC20 01B9 OF04 8BF7 AC32 CAAA E2FA C390 5E81 EEO3 0156 ESE2
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Vienna CN: The number of new Viennavariantsis not as great as the number of PS-M PC-generated viruses, but
isnevertheless quite high. Thefollowing Vienna.648 variants are detected with the GhostBalls and
Vienna.1239 patterns (those patterns should be considered ‘ generic’ Viennasearch patterns): AE, J, M,
Q, R, S, Lisbon.F, Reboot.B, Reboot.C, Reboot.H and Reboot.G. Eleven more variants are detected with
‘old’ patterns: 353.B (Vienna-5), 573 (Vienna-1), 648.Abacus and 648.Lisbon.G (Dr. Q), 582.B and
583.C (Interceptor), IWG (Violator-B2), 670 and 758 (Violator), 648.X (Vienna-2) and NTKC.B (Dr. Q,
Interceptor and 623.B). Finally, there are five more variants which are not detected with the Vienna
patternsalready published.
Vienna. 648.H  ACB9 0080 F2AE B904 00AC AE75 EDE2 FASE 0789 BCl6 0089 F781
Vi enna. 435. B 8ELE 2000 AC3C 3B74 093C 0074 03AA 75F4 33F6 1F89 768A 807D
Vi enna. 566 8ELE 2C00 8BFB 83C7 1926 8B77 04AC 3C3B 7409 0ACD 7403 AAEB
Vienna.| T.454  ACB9 0080 F2AE B904 O0AC AE75 EFE2 FAO7 89BE F402 8DBE 2703
Vi enna. 833 5153 50BE ???? OELF 8A44 FF89 F381 EB51 02B9 8B01 3007 43E2

Virdem.1336 CN: Threevariants of the Virdem virus (Bustard.A, Bustard.B and Cheater), are all detected with the
Virdem pattern.

Y outh.580 CR: A 580-bytevariant. Detected with the Y outh pattern.

ERRATUM: The pattern used for the CyberRiot virus (VB, January 1994, p.13) isincorrect. The following pattern
should be used:
Cyber R ot B40D CD21 OEO7 8B5E F8B9 8000 518A D1B9 FFOO 518A E9B3 0203

VIRUS ANALYSIS 1

Jan800 - Cause for Concern

Jim Bates

Thelargemajority of viruseswhich comemy way are
tediously familiar, incompetent lumpsof codewhich succeed
only in confirming theineptitude of the peoplewho write
them. Occasionally, however, thereisonewhich providesa
challenge- usually in trying to deduce what the author was
tryingtodesign.

Thevirusdescribed heredoesnot really fall into either
category. Itisboringly familiar, but notincompetent. It
containsnoilluminating messagesor clever tricks, nor does
itattempt self-conceal ment or Machiavellian corruption. In
fact, thevery straightforwardness of the code hasasinister
feel all of itsown. Examination of thisvirusisalittlelike
meeting abrutal serial killer who seemsto beaperfectly
sane- even likeable- individual. For all itssimplicity, | find
thisvirusoneof themost worrying | haveyet examined!

Jan800, andisamemory-resident, parasitic viruswhich
infectsboth COM and EXE files by appending itscodeto
them. It containsadestructivetrigger routinewhich
overwritespart of thedisk, operating one hour after thevirus
isfirst loaded onthefirst of January (any year).

Installation

Eachtimethevirusisexecuted, it calculatesitsown location
in memory, and setsan index register to avaluewhich

enablesit to accessitsown local dataareas. Oncethisindex
isset, the code accesses|ow memory and checksthevalue of

thefirst byte of theInt 83hinterrupt vector address. This
interruptisnormally reserved for useby BASIC, and
therefore may cause some problemson machineswhich use
thelanguage. If thisvalueis 86 (i.e. theletter V'), the code
assumesthat thevirusisresident, and processing passes
back to the host program.

If thevirusisnot resident, processing passesto theinstalla-
tionroutine. Thischeckswhether thecurrent programis
running inthelast Memory Control Block. If itisnot, the
virusexitsto the host program. Otherwise, thevirussteals
832 bytesfrom thetop of the MCB, copiesall of itscode
(800 bytes) into thisareaand passes control toit.

Onceresident in high memory, the code collectsthetop 16
bits of the main (32-bit) system timer and storesthem for
futurereference. Therelevantinterceptionroutineisthen
hookedintothe DOS servicesfunction at Int 21h and the'V’
marker isloaded into the Int 83h vector. Finally, thevirus
passes control back to the host program, leaving itsel f
resident and activeinthe system.

I nfection

Theinterceptionroutineexamineseach call fortheDOS
servicesandinterceptsthefollowing requests. Open_File
(function 3D, subfunctions00h and 02h),
Get/Set_File_Attributes(function43h) and
Load_and_Execute(function4B00h)

Theaction taken during each intercepted call isthe same,
and the processing proceedsasfollows. First, thecaller's
registersare saved on the stack and aflag is set to indicate
that thevirusisbusy. Then thefilename associated with the
intercepted call isexamined to determineitsextension. If
thisisneither EXE nor COM, control returnsto the DOS
services, otherwise, thevirusmakesfurther checksfor files
matchingthenamesCLEAN???.EXE or SCAN????2.EXE.
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If thetarget filename matcheseither pattern, theoriginal
DOScall isimmediately allowed to proceed. Notethat while
thisdoesprevent infection of thesefiles, it doesnot prevent
thevirusoperating when such programs are being executed.
Should thetarget file be deemed suitable, thevirusinstallsa
dummy Int 24h handler to avoid any disk errorsbeing
reported to the user. Oncethishasbeen carried out, process-
ing collectsthefileattributesand checksto seeif the
infection targetismarked asasystemfile.

If thisisthe case, thefileisrejected, and the original call is
allowedto proceed; if not, thecollected attributesare pushed
onto the stack and thefileisreset to allow modification. The
date and time of thefileare then also collected and stored in
asimilar fashion. Next, thefirst two bytesof thefileareread
into memory and checked for the* MZ’ marker which
identifiesEXEfiles. If itispresent, atypeflagisset.

Thevirusthen readsafurther chunk of thetarget file
(depending upon thetypeflag) and teststhe collected data
for aword value of 5A4Dh (the sameasthe EXE ‘M Z’
marker) at afile offset of 07hfor COM filesand 12h (the
checksumfield) for EXEfiles. Thepresenceof thisvalue
indicatesthat thefileisalready infected and causesthevirus
toabort theinfectionprocess.

“Thisisthefirst time | have seen
thistechnique used: it isanother

Indication that the author is not
one of the usual adolescents”

Depending onthefiletype (asdetermined by aflag set
earlier), processing now branches. For COM files, the actual
sizeof thefileischecked and infection only takesplaceif the
sizeisequal to or lessthan 60,000 bytesin length. For EXE
files, theMinAllocfieldischecked for avalue greater than
14h. TheMinAllocfield within the EXE header isused to
indicateto DOSjust what the minimum memory require-
ments of the program are. Thisisthefirst timel have seen
thistechnique used: it isanother indication that the author is
not one of theusual adol escents.

If thetarget EXE fileisfound suitable, theviruscompletes
variouscalculationstorationalisetheimageandfilesizes
beforerejoiningthe COM infectionroutine. Atthispoint, the
viruscodeisappended to thetarget file and the header (24
bytesfor EXEfiles, 8 bytesfor COM files) isrewritten.

Finally, thevirusrepairsthent 24h vector and completesa
check for thetrigger conditionsbeforereturningto DOSto
completetheoriginal request.

TheTrigger Routine

Whenthevirusisfirst executed, the high word value of the
system timer iscollected from low memory and storedinthe
virusdataarea. Thisisused to determineadelay factor of
approximately onehour frominitial installation.

Oncethisdelay has passed, thevirusinstigates another
check onthe system date. If thisisthefirst of January (any
year), thetrigger routineisactivated. Thisconsistsof
accessing the current default drive and writing garbage code
over itsfirst eight sectors.

Theactual routineusesthe Absolute Disk Writefunction
(Int 26h) to achievethis, and thusthe 8 sectorsin question
will belogical sectors1-9inclusive. Thiswill corrupt the
first part of thefirst File Allocation Tableontherelevant
drive. Recovery may only be possiblewith expert help.

Conclusions

Thisviruscontainsnoneof the histrionic rantingswhich
typify most other viruses| have seen, and goesabout its
distasteful tasksin adisturbingly quiet and unostentatious
manner, which| find strangely unsettling.

Nevertheless, asit standsit represents no real threat to the
computing community at large. Itisnot encrypted and so
will beeasily recognisable by even the simplest of scanners.
Itstrigger routineisreasonably highly targeted, making it
unlikely to beamajor hazard, and once againisof interest
only foritsnuisancevalue.

Jan800

Aliases: None known.

Type: Resident, parasitic appending (800
bytes long).

Infection: COM and EXE files.

Self-recognition in Files:

‘MZ'’ at offset 7 of COM files and offset
18 of EXE files.

Self-recognition in Memory:
56h (V') at address 0000:020Ch.

Hex Pattern (in file and in memory):

8E50 81EE 0301 33C0 8ED8 803E
0002 560E 1F75 3DFC 2EF6 84FC

Intercepts: Int 21h, functions 3D00h and 3D02h
(Open_File), function 43h
(Get/Set_Attributes), and function
4B00h (Load_and_Execute).

Trigger: Approximately one hour after initial
installation on January 1st (any year) the
virus will overwrite logical sectors 1 to 9
inclusive of the current default drive.

Removal: Disinfection of system and files is
possible under clean conditions.
Recovery of machines affected by

trigger routine may be possible.
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VIRUS ANALYSIS 2

3NOP: A Looking-Glass War

Eugene Kaspersky

Regular readersof VirusBulletin should remember the
articleabout the 8888 virus, the‘ poor man’s Commander
Bomber’ (August 1993, pp. 12-13). Thisvirusisaparasitic
fileinfector which appendsitself tofilesin the standard
manner. However, it occasionally callsaroutinewhich
overwritesthemiddle of thehost filewith virus code,
making no changeto the start of theinfectedfile.

Althoughthehost fileisinevitably corrupted after such an
infection, itisoften capableof spreading thevirusfurther
whenitisrun. Asthe start of the file does not point to the
viruscode, itisnecessary to scan every filebyteby byte, to
ensurethat itisnot infected. Thisisthe main feature of
8888. However, 3NOP, anew viruswhich takesthis
technique onestep further, hasbeen discoveredinthewild.

A New Typeof Multipartism

Atfirst sight, SNOP appearsto be merely another 512-byte
variant of the Stoned virus, animpression which holdstrue
for thefirst half of theanalysis. Most of theviruscodeis
fairly standard: onceexecuted, it hooksInt 13h, and infects
floppy disksand the Master Boot Sector (MBS) of thehard
disk. Theremainder of the code comprisesaroutine de-
signedtoinfectfiles.

Themainfunction of 3BNOPistoinfect the boot sector,
althoughit hasatrigger routinewhich overwritesrandomly-
sel ected sectorsof thedisk with the virus code. 8888, onthe
other hand, isonly capableof infectingfiles.

In some cases, filesinfected by both 3ANOP and 8888 have
had no alteration madeto either thefile header, thefileend,
or thelength of thefile. Each virusiscapable of replicating
from suchfiles, albeit in asomewhat erratic way, and both
poseasimilar problemfor scanner devel opers. SNOP
appearstobe, inthedirty looking-glassof the computer
underground, almost themirror image of 8888.

Boot Sector | nfection

Onloading from aninfected disk, 3NOPreduces system
memory by 1K, by decreasing theword at of fset
0000:0413h. Itthen copiesitself into thisfree memory, after
whichithooksInt 13h.

If the system wasbooted from aninfected floppy disk, the
viruschecksif the M aster Boot Sector of the hard disk
beginswith two NOPinstructions(9090h). Should these
instructionsbe present, the virus assumesthat thedisk is
aready infected, and theinfectionroutineaborts. If thisis
not the case, thevirusstoresthe original boot sector inthe

second physical sector beforewritingitself intotheboot
sector location. Control subsequently passestothecodein
theorigina MBS.

Thevirusinterceptsonly two functionsof Int 13h-
Read_Sectorsand Write_Sectors(AH =02h and AH =03h).
Theseare used for stealth and infection.

Onreading fromthefirst cylinder of thefloppy drive, the
virusinfectsthe boot sector of thedisk. Thisoperationis
carried out every timeanew floppy disk isaccessed.
Therefore, if theuser insertsanew floppy disk intothe

A: driveof aninfected machine, and types‘A: <ENTER>’,
thedisk will beinfectedimmediately.

Aswiththe hard disk, the virus checksthe beginning of the
diskette’ sboot sector for the presence of two NOPinstruc-
tions, whichwould indicate that the disk was already
infected. If thisconditionisnot satisfied, the virusthen reads
the parametersof thefloppy disk, cal culatesthe position of
thelast cylinder, and writesthe original boot sector intoit.

“itisimpossibleto repair the

disk simply by using the
command FDISK /MBR”

Thiscodeisrather carelessly written; in some cases, damage
iscaused to the data stored on thefloppy. Thevirus doesnot
savethefloppy disk’ sBIOS Parameter Block (thedisk
structureinformationwhichisstored at the sector begin-
ning). Thiscan confusethe system, and may lead to such
problemsasinaccessibility of floppy disks.

Partition Perils

Thevirususeselementary stealth techniquesin order to hide
itscodefrom prying eyes. When 3ANOPinterceptsan Int 13h
call toread theMBS of the hard disk, it checksthat sector
forinfection. If thisisthe case, thevirusloads and returns
theoriginal contentsof theMBS. Thevirusdoesnot carry
out any such redirection when accessing theinfected boot
sector of afloppy disk.

Thisobviatesthe need for thevirusto keep acopy of the
partitioninformationinthe MBS, asall callstotheMBS
will returnitsoriginal contents. However, thismeansthat
the hard drivewill not be accessibleif the machineisbooted
fromaclean floppy disk, asDOSrequiresthepartition
informationin order to ascertain thelayout of thedrive.

Inaddition, itisimpossibleto repair the disk simply by
using thecommand FDISK /MBR. Onfloppy disksthereis
no such stealth: in these cases, disinfection can be achieved
simply by using the SY Sor FORMAT commands.
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Filelnfection

ThevirususestheInt 13h function 03h (Write_Sector) to
corrupt/infect files. If thevirusinterceptsan Int 13h call to
writetwo or more sectorsto disk, under certain circum-
stancesit will insert itsown codeinto thefile, making BNOP
arather crudemulti-partitevirus.

Theviruschecksthefirst three bytes of thedatabeing
writtento disk for aJM P NEAR assembler instruction
(opcode E9h). If thisfirstinstructionisaJMPto an of fset
greater than 5000h bytes, thevirusoverwrites 200h bytes of
thewrite buffer with itsown code. WhenthelInt 13hcall is
alowedtofinish, thecontentsof themodified writebuffer
arewritten to the disk.

Any fileinfected by thismethod will be permanently
corrupted, because the virus doesnot save datawhich has
been overwritten. When aninfectedfileisexecuted, the
MBS of the hard driveisinfected beforethe host fileis
unceremoniously terminated, and control passedto DOS.

Thecodeplacedinthelnt 13hwritebuffer isdifferent from
that contai ned within aninfected boot sector, asthevirus
usesadifferent installation routinewhen running froman
infected file. The boot sector part of thevirusbeginswith
two NOP instructions, whereasthe virusbeginswithaJMP
instruction to aninstallation routine used when being run
fromafile. Thisisajump to within the virus code, and thus
has an offset value of lessthan 5000h. Thispreventsthe
virusoverwritingitself, though it may bepresentin several
differentlocationsinafile(seebelow).

Implications

Infected filesare capableonly of spreading thevirus, and
will not work asthey did beforeinfection. In some cases,
however, theviruswritesitself into themiddle of afile: if the
sizeof thefile concernedisfairly large, DOS savesit not as
asingleblock of data, but sector by sector. Therefore, there
areseveral Int 13h calls, each of which can causethevirusto
infectthefileat adifferentlocation.

If thelnt 13h Write_Sector call savessectorsintothemiddie
of thefile, and thefirst sector of the databuffer containsa
JMP opcode, theviruscan overwritethat particular sector
withitself, and insert itself into the middle of afile. That file
would then also be corrupted, but could in theory spread the
virusasefficiently asafilewhichisinfected at the begin-
ning: thevirus' hard disk infection routine doesnot depend
ontheoffset of theviruscodewithinthefile.

However, not all filesinfected in such amanner will run
successfully. Thehost filemay jumptoanarbitrary location
withintheviruscode, or the start of the virus code may not
bealigned with aninstruction boundary. In either of these
cases, themost likely result would be that the PC crashes.

Aninfected filedoes not necessarily start withaJM P
instruction pointingtotheviruscode: althoughthevirus
itself alwaysstartswith aJMPinstruction, the code could be

located at any sector beginning withinaninfectedfile. In
theory, afileinfectedinthismanner could work correctly
until aparticular branchinstructionoccurs, whereupon
control ispassed tothevirus. Of course, the probability of
thishappeningissmall. In many cases, infected fileswill
simply causethe computer to hang.

However, thepossibility of thevirusreplicatinginthis
manner exists, and thereforethe problemsraised by it need
tobeaddressed by theanti-virusindustry. Filesinfected with
3NOP may havetheviruscode placed anywherewithin
them, making it necessary for ascanner to examinetheentire
filebyteby byte. Thiswill obviously haveaperformance
impact on many products.

Final Notes

Fortunately, wheninfecting thehard disk by executionof a
corruptedfile, theinstallation routine of theviruschecksthe
DOSaddressof Int 13h handler for specified values. This
meansthat infected fileswill only replicateon certain
versionsof theBIOS. Moreover, thevirushasnotrigger
routine, althoughit containsabout 40 NOPinstructionsat
the end of the boot sector, whichissufficient spacefor either
atrigger routine, or amore sophisticated infection a gorithm.

Although thelength of the standard hard drive sector isvery
short (only 512 byteslong), itisneverthelessonceagain
possibleto seethat brevity of thissort ismorethan sufficient
toencodequiteartful methodsof infection.

3NOP

Aliases: None known.
Type: Memory-resident, multi-partite.
Self-recognition on Disk:

Checks first two bytes of sector for
9090h (NOP, NOP instruction).

Self-recognition in Memory:
None.
Self-recognition in Files:
See analysis.
Hex Pattern:

FA33 CO8E DB8E DOBC 007C 8BF4
FBA1 1304 48A3 1304 B106 D3EO

Intercepts: Int 13h for infection and stealth.

Trigger: No trigger routine, but infected files are
permanently corrupted.

Removal:  Specific and generic removal possible
under clean system conditions.
Infected files should be deleted. See

analysis for further information.
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VIRUS ANALYSIS 3

Lamers Surprise

A recent report from asiteinthe UK Midlandsrevealsanew
virusinthewild, seemingly indicating the emergence of
another viruswriter. Thevirus, which appearscompletely
new, iscalled Lamers Surprisev1.00. ‘ Lamer’ ishacking
slang for afool or ablockhead: inthisinstance, it represents
abarely adequate description of thewriter.

Thevirusisnon-resident and parasitic, infecting EXE filesby
appending 1318 bytesof codeto afile, and modifying the
EXE header to ensurethat itscodeisexecuted first. The
programming isappallingly poor, and seriouserrorsinthe
codewill prevent it penetrating infected machines. Its
principal aim appearsto beto hinder disassembly by using an
index register to refer to data, forcing the disassembler to
maintain detailsof ongoing register valuesto classify various
datastorageareas. Thiscausesonly minorinconvenience
during disassembly andanalysis.

Operation

When aninfected fileisloaded, theviruscodeisexecuted.
Thesystemtransfer buffer addressisthen collected and
stored, and reset to point into thevirusarea. Afterinitialisa-
tion of variousdataareas, processing collectsand storesthe
current directory nameof thedefault disk drive. Thecode
then searchesfor EXE files, using DOSfunctions4Eh
(Find_First) and 4Fh (Find_Next), including those with Read
Only and/or Hidden attributes.

Oncesuch afileisfound, itstimefield ischecked for avalue
of 60 seconds(thevirusself-identification marker). Files
aready infected areignored. Next, acheck ismadeof file
size: thoselonger than 524,287 bytes (07FFFFh) arerejected.
Another check appearsto be an attempt to set aminimum
sizefor infection, rejecting filesof lessthan 17 bytes, aswell
asthosewith arange of intermediate sizes.

If no suitablefilesarefound, thevirus checksthe value of an
internal counter, whichisset tozerowhen aninfectedfileis
first run. Thevirusthen changesdirectory to theroot of the
default driveand attemptsto |ocate another suitablefile. If it
fails, the counter ischecked again. Thistimethevalueequals
one, so processing branchesto another routine, which seeks
an available subdirectory off theroot. Whenthisisfound, a
variableloop sequencecountssubdirectoriesuntil either the
loop count isexhausted, or no more subdirectoriesarefound.
Thevirusthenlogsinto thefound subdirectory and seeksa
suitableEXEfile.

Oncesuch afileisfound, processing passesto theinfection
section and thenceto theexit routine. Thus, only onefileis
infected on eachinvocation of viruscode, but thelocation of
suchfilesisimpossibleto predict. If the search for asuitable

filefails, processing passesto theexit routine, whichis
designedto hand control back to the host program. However,
several bugsprevent the processhappening properly. Effects
aredifficult to quantify, but testsindicate that thereisa 10-
15% chance (moreif thehost program i sWindows-specific)
that the host program will not run properly.

Infectionand Trigger

Theapparent intention of theviruswriter wastoinfect EXE
filesby appending viruscodeand modifyingtheoriginal file
header to ensurevirusprocessing. However, theinfection
routinewill oftenresultinacorrupted header, with unpre-
dictableeffectswhen afileisexecuted.

Thereisnotrigger routineinthisvirus, although thereare
some plaintext messages contained withinthecode. These
includethefollowingkindthoughts:

—OCh No!, All your files are as good as dead,
Data files manipulated (only slightly) and
executabl e infected with a Bl G FAT VI RUS.
—YOU FUCKI NG LAVER—

However, thereisno evidence, either inthe codeor from
tests, indicating that thisvirusdeliberately affectsdatafiles.
Similarly, theassertion, ‘ All your filesare asgood asdead’
isincorrect - most infected filescan be easily disinfected.

Thisvirusrepresentsnoreal threat to users. Itisriddled with
errors, and detectableby eventhepoorest scanner or integrity
checker. Asonly onereport hasbeen received, thewriter
might betraced and identified. If so, he may find that writing
avirusisnot asclever asheoriginally thought.

Lamers Surprise

Aliases: None known.
Type: Non-resident, parasitic.
Infection: EXE files with standard ‘MZ’ header.

Self-recognition in Memory:
None necessary.
Self-recognition in Files:
60 in seconds field of directory entry.

Hex Pattern:

0344 068B 5408 038C 9200 8B9C
9400 83EE 3383 EE20 8944 0389

Intercepts:  None.
Trigger: None.

Removal: Disinfection possible with specific

information on internal virus structure.
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INSIGHT

Fighting Fire with Fire
Megan Palfrey

In 1989, Joe Wellsencountered hisfirst virus: Jerusalem.
Wellsdisassembled thevirus, and from that moment
onward, hasbeenintrigued by the propertiesof these small
piecesof self-replicating code. Inlessthanfiveyearsfrom
thisfirstincident, Wellshasbecome an expert on computer
viruses, andisnow partly responsiblefor the devel opment of
one of the best-known anti-virus products, NAV 3.0.

Genesis

Wells' first brushwith computer virusesdid notimmediately
take himinto acareer inthe datasecurity industry. After
leaving hiscurrent job, he spent eighteen monthsworking as
research editor at abusiness magazine. During that time, his
interest in virusesremained ahobby - but for the fact that he
started to review anti-virusproducts, thismight have
remained the case.

Unsurprisingly, whenwriting reviews, hisexperienceswith
vendorsranged fromoneextremetotheother. Herecalled
two companiessending himtheir ‘ latest’ virusesalongwith
their ‘latest’ scanners. Feeling obliged to befair to other
anti-viruscompanies, Wellssent theviruseshehad received
totwo other vendors, to allow them to amend their products.
Althoughthey gratefully accepted theviruses, they felt
themselvesethically bound not toreleasetheir ownlibraries,
evenif it meant abetter scorein areview of their product.

Even at those early stages, the ethicsof ‘distributing’ viruses
was not confined totheanti-virusindustry. Wellsremembers
acry for help from awoman who asked him to examine her
computer after she had had adisagreement with the‘ consult-
ant” whom she had employed to set up her system. ‘He
insisted on teaching her WordStar, but shewanted
WordPerfect.” recollectsWells. * Shefired him, but he
returned onceto“ finish asetup” . Herebooted her machine
from afloppy disk and |eft. Two dayslater, shewasgreeted
by amessagethat Disk Killer was* processing” her drive. |
gathered evidencefor her, but shewas afraid to pursueit. It
seemed that other “virusthreats’ wereasoinvolved.’

A GrowingPraoblem

It was not long after thisthat Certusand Microcom, the
companieswhich had not passed on any virus samples,
approached Wellswithjob offers. Although heaccepted
Certus’ offer, hiscontact fromMicrocom, Glenn Jordan,
becamehisclosest friend and ally intheindustry.

Wellsstarted at Certusin 1991, asa‘Virus Specialist’.
Soon after hisarrival there, it was decided that anew
product was needed, which would meet the demands of a

burgeoning problem: thus, Novi wasconceived. Hisinvolve-
ment withtheproduct concernedvirus-specificdetection, file
repair, and information systems. Even at thisstage, hewas
moreheavily involved with theresearch sidethan with
programming.

“ Less than one percent of homes
burn down, but | would

recommend that all homes have a
smokedetector”

Among the many tasks Wellswas assigned at Certus, he
wasasked to develop allianceswithintheanti-virus
industry. ThisledtohimbecominginvolvedwithKenvan
Wyk’ sad hoc group, which cooperated in disseminating
anti-virusknowledge. In 1992, they amalgamated with
CARO (Computer Anti-VirusResearch Organisation).

Wellsbelievesthat the CARO cooperativeisone of themost
useful intheindustry: ‘ My rel ationship with CARO has
proven symbiotic, andisquite satisfying, dueto my fact-
processing addiction. Itsstrength liesinthefact that, likea
good marriage or friendship, participantsaretherefor what
they can add, rather than what they can get out of it. Itis
foundedentirely ontrust.’

Mix and Match

Certuswas acquired by Symantecin late 1992, and many of
thetechniqueswhich had been devel oped for Novi went into
Norton Anti-Virus(NAV ) . Theaddition of thePeter Norton
Group’sutility libraries, aswell astheavailability of astaff
of programmersand quality assurance personnel beyondthe
means of Certus, greatly enhanced the systemsbeing
developed for Novi. Wellswasheavily involvedinthe
development of NAV3.0, which (under thenameof ‘virus
sensor’) hasNovi’ sfilewatch builtintoit. The heart of the
NAV 3.0's main scanning engine also has aNovi pedigree: it
isan enhancement of Novi’s‘warp drive'.

AswithNovi, Wells' responsihilitiesinvolvedvirus-specific
systems. Thebasic design of the detection, repair, and
information systemsishis, although shaped and enhanced
by thework of many other programmers.

Symantec’ sinterest intheanti-virusmarketishardly
surprising, according to Wells. Hebelievesthat the anti-
virusmarket isgrowingin proportiontothevirusproblem,
and asthe computer universe acceptsvirusesmoreasafact
of life. Many companies, he says, arealready budgeting for
multipleanti-virusproducts: ‘ M ost peoplewithwhom | deal
already have morethan oneanti-virusproduct, asthey have
morethan one editor, morethan one backup, etc. Asthis
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becomesthenorm, anti-virusproduct concordancebecomes
moreof anissue. Fortunately, nearly all anti-virusproduct
devel opers(except Central Point) haveaccepted responsibil -
ity for keepingtheir product compatiblewith others.’

Although Symantecisafar bigger organisation than Certus,
Wellsisstill very much intouch with the needs and prob-
lemsof the user aswell astechnical developments. Wells
job description at Symantec, according to hismanager
Jimmy Kuo, is‘walking virusencyclopaedia' . A large part
of hisjob (‘Happily!" saysWells) still consistsof answering
virusquestionsand helping users.

Viewson Viruses

‘| tend tolean moretowardsresearch than development,’
said Wells, ‘ but only if theresearch accomplishes something
useful. | once heard knowledgelikenedto apool of water.
Without constant input it stagnates, and without someone
using it, itiswasted. Asaresearch editor and virusre-
searcher, my work seemsalwaysto revolvearound coll ect-
ing, analysing, coordinating, collating, andreleasing
informationfor otherstouse.’

Hefeelsthat virusesare till lessthan a‘ one percent
problem’: lessthan one percent of knownvirusesare
common and are on lessthan one percent of machines- ‘this
isnot to say that the problem isnot critical. Lessthan one
percent of homesburndown, but | would recommend that
all homeshaveasmokedetector,” saysWells. Althoughthe
glut of new virusesis quite out of hand, the number inthe
wildisstill just over 100 and therefore, hefeels, eminently
controllable. Most anti-virusreviewerstoday are‘ stuckin
thescan age’, according to Wells, and have no concept of
how totest and review integrity systems. * So, they keep
feeding their readerstheliethat detectionrateiseverything.’

He seesprevention asbeing moreeffectivethan cure: when
Wellsreceivesanew virus, heinfectsthe system to seewhat
it does, then usesNAV’ sinocul ation system to detect and
repair all theinfections. This, inhisview, isquick, easy, and
effective. Hebelievesthat integrity systemswill betheway
forwardintothenext century, although an anti-virusproduct
should at thevery least know al currently in-the-wild
viruses. It should be ableto clean up asystem, and then
install agoodintegrity management system.

‘Afterinstallation,” heobserved, ‘ thecombinationreal -time
andinteractiveintegrity systemscan handlethenew viruses
that appear.” He believesthat anti-virusproductswill

devel op along both generic and specificlines, but withvirus-
specific detection being crucial only forinstallingamore
intelligent system. Wellsviewsdetection of rarer virusesas
lessimportant, and ableto be donegenerically: ‘Werecently
received 151 new virusesfrom aresearcher, and detected
150 of themwith acurrent “fuzzy” signature.’

Educationisauseful mediuminthefight, but althoughit
helpsusersdeal intelligently with viruses, itisnot thewhole
solution:  Education may limit the number of virusdisasters,

but not the number of incidents,” saysWells. ‘It should be
focused towardspreparing users, dispelling myths, and
maybeteaching computer ethics.’

Per sonal Points

Wellsplansto continuein virusresearch, and hopesto
expand hisinformational roleinthefield, by pursuing more
projectssuch asthe‘IntheWild' and ‘ Frequency’ lists
whichhecurrently collates. Hebelievesthat misinformation
and bad adviceisstill widespread: ‘ Just yesterday | saw a
horrifying post on CompuServe. A virus“ expert” wastelling
auser to use FDISK /MBR to remove M onkey, which would
leavethedisk with scrambled partitioninformation. The
sametrick isoften suggested to remove Form, which doesn’ t
infecttheMBR at all!’

Although heisvehementin hisbelief that virusesarea
problem which must be controlled by any and every means
possible, healsofeelsthat thewriting and perpetration of
virusesisan ethical issue, not alegal one; therefore, he does
not view viruswriting asacrime. However, hewould
probably supportlegislationabout virusprogramming and
virusdamages.

“ productswill develop along
both generic and specific lines,

with virus-specific detection
being crucial only for installing a
moreintelligent system”

‘Evenif suchlegislationfailed topass,’ hesaid, ‘at least it
would succeed inraising afact-based awareness of thevirus
problem. The ERA [Equal RightsAmendment] failed to
passinthe USA, but thediscussionssurroundingit did
much toincrease public knowledgeand changeattitudes
aboutreal problems.’

‘Allinall,” said Wells, ‘ the perspectivel’ vedevelopedin my
career isperhapsabit odd. Asa“techie”, | still use DEBUG
morethan any other tool, but when | read areview that rates
aproduct highly because of theinterface, the editorin me
hasto nod in agreement. For M1 Speoplewho have Windows
on 80% of their systemsand viruseson few, compatibility
and usability arethedominant prerequisites. That perspec-
tive hasbeen acquired both from the views of asmall
company, trying to survive, and from ahugecorporation,
tryingtothrive- twovery different vantage points. | liked the
family feel of asmall company likeCertus, and | missthat.
But, despitethe corporate atmosphere, | prefer thereach of a
company aslarge as Symantec, simply becausetheinforma-
tion| processnow can benefit far morepeople.’

Wellsfightsfirewithfire, bringing hisexpertiseand the
wealth of hisexperienceto bear upon the problemsof the
user. Can he continueto do so?‘Yes,” he promised.
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FEATURE

Morality versus Legality

Simon Halberstam

It seems preposterousthat virusauthors should have any
rightswhatsoever over their creations. However, itisnot
unheard of for aviruswriter to threatento sueVirusBulletin
for publishinginformation ontheir handiwork, arguing that
they owned copyrightintheviruscode.

Thisbegsthe question asto whoisactually inthewrong:
thevirusauthor for writing thevirus, and having contra-
vened accepted computer ethics, or the scanner manufac-
turer, for using viruscode belonging tothevirusauthor ina
program essentially designed to seek and destroy thevirus.
Canthemorally wrong belegally right?

Thefact that virusauthorshave any legal rightswhatsoever
intheir work isdueto the Copyright, Designsand Patents
Act 1988, which states, ‘ the author isthefirst owner of
copyright’. Itisthusconceivablethat avirusauthor could
suethe author of ascanner program, whichincludes part or
thewholeof theviruscode, for breach of copyright. The
virusauthor would havetoidentify himself in such acase,
risking prosecution under the Computer Misuse Act. Should
healready have been the subject of action taken under this
act, however, hemay feel that he haslittleleft tolose. Does
thelaw provideany protectionfor thescanner manufacturer?

Comfortfor theRighteous

If thevirusauthor isbased in acountry whichisnot aparty
totheInternational Copyright Convention, the UK may not
recognise him asthe copyright owner, and copyrightinthe
searchstring might then vest inthe author of the scanner
program. The EC Database Directiveshould also help the
authorsof searchstringlibraries.

ThisDirective, dueto be adopted by the EC Council inthe
next few months, isal so expected to apply to pre-existing
databases. To qualify for protection, adatabasewill haveto
betheauthor’ sownintellectual creation. It will be necessary
toestablishtheoriginality of the selection or arrangement of
the compilationto passthistest.

It would beinsufficient to compilean unoriginal set of
contentsinan original way. If adatabaseis protected by
virtueof itsoriginality of arrangement, therightsof the
owner will not beinfringed if someone copiesthe contents,
but arrangesthem differently. Thus, if thecompiler of a
searchstringlibrary candemonstrateoriginality, heshould
own aright which he can protect. However, hewould have
rightsonly in the compilation asawhole and not in the
component parts. In such circumstances, it would only be
worth considering suing someonewho copiesall or a
substantial part of thecompilation.

Whereoriginality islacking, theremay still becomfort for
searchstringlibrary compilers: theDirectivewill probably
introducean ‘unfair extraction’ right. Thiswill entitlethe
author of any databaseto prevent unauthorised extraction or
re-utilisation from that database, of itscontents, wholly orin
part, for commercial purposes. Thisright will not apply if the
contentsarealready protected by copyright. Theexact effect
of theright isstill amatter of some debate.

“Itisconcelvablethat a virus
author could sue the author of a

scanner program ... for breach of
copyright”

Finally, scanner program authorsshould notethat, whereas
screen display isnot the subject matter of thecopyrightina
computer program, it may, if original, enjoy aseparate
copyright which may beinfringed and thusal so protected.

FalsePositive?

Evenif an author could establish that he ownscopyrightina
scanner program, hisprotectionisfar from complete. From
itstitle, you might expect theEC Directiveonthelegal
protection of Computer Programs’ tobeexclusively infavour
of the softwareauthor. However, inlinewith the open
systemsphilosophy, theDirective(whichtook effectinthe
UK at the start of 1993, courtesy of the Copyright Computer
Programs Regulations 1992) permits an authorised user of a
programto decompil etheprogram code, without obtaining
authorisation from the copyright owner, inorder to create an
independent andinteroperableprogram.

Suchleeway wouldbeallowed providing thefollowing
conditionsweremet: thatinformati on necessary toachieve
suchinteroperability wasnot previously ‘readily available’,
that reproduction and translationwere confined tothose
program partsnecessary to achieveinteroperability, and that
theinformation obtained woul d not beused for devel opment,
production or marketing of aprogram substantially similar
inexpressiontothedecompiled program. Unfortunately,
some might think, UK regulationsdo not preclude the use of
information for the creation of aprogramwhich competes
withthedecompiled program without being substantial ly
similar initsexpression to theoriginal program. We await
withinterest test caseswhichinterpret the meaning of this.

If thelicensor ownscopyrightintheoriginal program, he
could sue, should the competing program be* substantially
similar’ to hisown. However, itisnot difficult to createa
competing programwhichisnot substantially similarinits
expressiontotheoriginal program.
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TheDirectivein Practice

Thestipulationsof theDirectivehaveforced many software
supplierstoamend their standard forms of licence, to
eliminatedecompil ation bansand other outlawed provisions.

Onefactor which must be considered iswhether or notitis
possibleto prevent alawful user of aprogram from using the
decompilation right asaspringboard to write and market
upgrades and add-onsto aprogram.

If the program author ownscopyright inthe program (which,
asdemonstrated, may be dubiousin the case of scanner
programs) and the lawful user copiesasubstantial part of the
original program inthe upgrade, update, or add-on, then the
copyright owner may consider suing. If the program owner
doesnot owntherelevant copyright, hemay try topreventa
user purchasing upgrades etc from athird party, but might
fall foul of competitionrulespreventing an upstream
producer tying customersup in adownstream market.

Inview of this, authors of scanner programswho fear the
ramificationsof decompilationwould bewell-advised to
consider the get-out provided by theSoftware Directiveand
the UK implementing provisions. Thisprovidesthat theright
todecompilemay becontractually excludedwherethe
interfacespecificationsof itsprogramsaremade ' readily
available' tolicensees. Itisnot yet possibleto say how this
will beinterpreted.

Useof theinformation must beregulated very carefully, as
the Directive suserestrictionswould not apply toinforma-
tionreleased inthisway. It would be advisable (dare | say
it!) for anyonewho decidesto take thisapproach to seek
legal adviceinadvance.

However, theDirectiveispermissivein respect of error
correction by thelicensed user, and of other actsnecessary to
enablethelicenseeto usethe program for itsintended
purpose. Thismay well cover alawful user who wishesto
copy aprogram inorder to send it off to theviruslab for a
health check.

AvoidingL eaks

L eaking employees(sic) arealargerisk for software
companies, whether they produce scanner programsor any
other software. Employeesoften passonvaluableinforma-
tiontothird parties, knowingly or unknowingly. When an
employeeor ex-employeecopiescodeinwhichtheemployer
ownscopyright, theempl oyee may be sued for breach of
copyright, but itisrarethat the situation isso clear cut.

Itisimpossibleto prevent employeesleaving withacertain
amount of know-how. Nevertheless, therearevariouslegal
and practical waysinwhich an employer can attempt to
prevent theconfidentiality of hismost val uableassets,
including searchstrings, being jeopardised by employees
both present and past. These measures should systematically
addressthevariousstages of theterm of employment.

Atthestart, theincorporation of appropriateand reasonable
restrictivecovenantsinto contractsof employment should be
considered. Another measureto berecommendedisthe
institution of appropriate company security procedureswhich
limitaccessto confidential informationstrictly tothose
employeeswho need to have such accessfor the purposes of
theemployer’ swork.

Employersshould al so takerigorous stepstoimpressupon
employeestheconfidential natureof theinformationwhich
they arehandling and, in particular, should makeemployees
signappropriateconfidentiality undertakingsbeforethey
gainaccesstoany confidential information.

Beforethe door slamsshut, an employer should attempt to
ensurethat adeparting employeehasreturned everything
relevant in hispossession, whether storedin ahome compu-
ter or at work, and impress upon him that failureto do so
may resultin criminal proceedingsagainst him for theft
under the Computer Misuse Act. Finally, after the departure
of anemployee, hisemployer shouldimmediately cancel all
his passwordsand any user IDs.

TheConsequences

Anti-viruscompanieshavean understandabl ethirst for new
knowledge and may betempted to sign up employeesof

rival companieswho might be ableto extend their
searchstringlibraries. But beware! If theemployeewas
subjecttoappropriateconfidentiality controlsby hisprevious
employer, thedisclosureof any such confidential information
might not only make him liableto hisex-employersbut
could also makethe new employer liablefor inducing breach
of contract.

Theseriskswill not disappear becausethe ex-employer has
goneintoliquidation, astheliquidator will probably defend
thecompany’ scontractual interestswith considerablerigour.

Theeffect these new lawswill haveisstill not totally clear,
and it remainsto be seen how policy will bedelineated and
implemented. Until thishappens, no firm statementscan be
made: any conjectureswe might make must stay withinthe
realm of supposition. How much protectionistherefor the
righteous? Wemust wait and see.
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Simon Halberstam trained in the City, holdsboth
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TUTORIAL

From Little Acorns Mighty
Viruses Grow

Alan Glover
Pineapple Software

Althoughthevast majority of all computer virusesare
written for thelBM PC, itisnot theonly computing platform
which hasbeen affected - every popular machine hasits
share of viruses. The Acorn Archimedesisno exception, and
whilethe Archimedesviruses are nowhere near asadvanced
asthose on PCs, anumber of interesting contrasts can be
drawn between thetwo systems.

At present (January 1994) 52 virusfamiliesaffect the
Archimedes, atotal of 84 virusesif variantswithin each
family areconsidered. Twocommercial anti-viruspackages
exist (oneof which | maintain), and aconstantly changing
number of PD and Shareware packages are al so marketed.

Background

TheAcorn Archimedesisdifficult machinefor viruswriters.
Itismuch harder for avirusto gain control inanAcorn
system than on a PC. Both the Operating System (OS) and
thewindowing environmentson theArchimedesareheldin
ROM, makingitisimpossiblefor avirustoinstall itself into
those parts of the system which are guaranteed to bere-
loaded after areset. Virusesmust thereforeget into the
system later, asapplicationsare set up.

Thereisnoway towritethe equivalent of aBoot Sector
virus, asafreshly formatted disk containsonly data. Al-
though the current OS automatically detectsand accesses PC
disks, the Boot Sector of thedisk isinterrogated rather than
executed. Although the most successful PCtacticisunwork-
able, therearestill three common classes of Acornviruses:

IBoot Infectors: A windowing application consistsof a
directory with an exclamation mark asthefirst character, the
contentsof which arepartly pre-ordained by thewindowing
system. Oneof thesefilesisthe!Boot file, whichisexecuted
(if present) when adirectory viewer containing that applica-
tionisfirst seen onthescreen. Thus, viruseswhichinfect
IBoot filescanbecomeactiveevenif theapplicationthey
haveinfected hasnot been used. If theinfectionalgorithmis
well-coded, thiscanbeavery effectiveway of infectingthe
machine. The!Bootinfectorisgenerally theeasi est type of
virusto detect, sinceitisconventionally plaintext and can
beeasily parsed by asignature scanner.

AbsoluteFilelnfectors: AnAbsoluteisamachinecodefile
assembled to beloaded at aspecificlocation, commonly
used for the main program of an application (called
IRunlmage) toidentify it tothewindowing environment.

Viruseswhichinfect Absolutesare harder to detect, but
slower to spread, asthey rely ontheinfected application
actually beingused.

RelocatableM odulel nfectors: A RelocatableModuleisa
machinecodefilewhich providesadditional commandsor
facilitiesavailablethroughout the system. The code must be
writtenin arelocatablefashion, sinceone memory areais
used for all modules. Thisapproach shares some of the
weaknesses of Absolute Fileinfectors, but will spread more
quickly ascertain modulesareloaded by morethan one
application: thusthey havemorechanceof beinginmemory.

TheBeginnings

Thefirst Acornviruscametolight in February 1989, at
whichtimel wasrunning abulletin board. A fellow SysOp
circulated amessagethat avirus had been uploaded, and
that he had written aprogram to removeit and to inoculate
files. | managed to obtain acopy of thevirus, and called it
FF8(itinfected Absolutefiles, whosefiletypenumber

is OFF8h). That name has since been changed to Archie, to
fitinwith the messageit displays.

In January 1990 Paul Vigay announced that he had written a
program called Virus_Zap; it later became apparent that he
had also written avirusto test the program. Theviruswas
initially called Datadgm after itsfilename, but wasrenamed
Vigay whenvirusnameswere standardised. Virus_Zap
gradually turned into aprogram called Guardian, thelatest
incarnation of whichisInoc3.

Writing aresearch virusmay bejustifiable, but thisvirus
was observed inthewild at | east twice (on one of these
occasions| suspect it wasreleased through amajor BBS).
Therearenow also two new strainscreated by other authors,
sotodate, this‘research’ virus has spawned four virusesin
thewild, showing thedanger of creating ‘test’ samples.

Towardstheend of 1990, aviruscallingitself |con ap-
peared. Theoriginal versionisunknown; it waspopularised
in November 1990 when aparticularly ill-informed person at
aschool in Wakefield added hisown detailsto thefileto
‘seehow far it gets'. Thevirusischildishly simpleto alter (it
iswrittenin uncompiled BASIC!), and hasthelargest
number of variantswithin afamily. It has al so spawned
additional viruses, whicheither behavesignificantly differ-
ently totheoriginal, or are modelled onitscode.

Changes, Developmentsand Novelties

Thefirst maliciousvirus, later named Thanatos, waswritten
inlate 1990, and marked achangein viruswriters' coding
ability. Itsmessageswererude and often vulgar, and it could
damageor destroy data.
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Duringthat year, virusspread wasgenerally slow: there
werefew bulletin boards, and most of these were run by
peoplewiththenecessary ability to spot suspiciousbehav-
iour in an uploaded file. Asbulletin boards became more
widespread, thischanged. Thelargest Acorn-related bulletin
board system wasAcorn’sSID, which | took overin April
1990. In March 1991 | was contacted by adisgruntled user
who had an infected appli cation, which hethought had
originated from the Acorn BBS. | reassured him that this
was not the case, but the event made merealise that a
capablevirusremoval program was needed to check and vet
filesonSD. Killer and VProtect, complementary programs
specifically tailored totheAcornarena, eventually evolved
fromthisincident.

VProtectisaRelocatable M odulewhich, aswell performing
asother checks, parses!Boot filesbeforethey areexecuted.
Killer goesonestep further, detecting and removing all
virusesknownto date. It also has some generic detection
facilities, and can disablememory-resident viruses. Asthe
year passed, the need for aviruskiller outsideAcorn became
obvious, soKiller wasmadeavailableexternally.

Extend, anew virus, appeared in July 1991. It wasgenerally
harmless, but spread faster than those previously known. A
copy was sent to Richard L1oyd (astudent at Liverpool
University) for analysis: hewrotethe program VKiller in
response. Inlater versionshe expanded VKiller to cover
other virusesincirculation. Meantime, Killer/VProtectwere
expanding similarly, but wererare outsidetheAcorn arena.

A New Scenario

At theturn of theyear another program, and another re-
searcher, appeared. Tor Houghton, wholivedinNorway,
wrotethe program Scanner to deal with theviruses he knew:
for atimeit wasthe most capable alternativetoKiller/
VProtect. However, hisother accomplishment, theconcep-
tion and authorship of thefirst Archimedes Virus Reference
Document (AVRD), iseven morevaluable. It still existsnow
(albeit much changed), edited by Tor and myself. Itisat
present shipped with Killer/VProtect, and made availableon
variouspublicBBSsandfileservers.

Theappearance of the AVRD madeit obviousthat thetime
had cometo standardise on virusnomenclature - at this
point, FF8 became Archie, and Datadgm, Vigay.

During that period, it also became apparent that thetime
neededto maintainKiller/VProtectwasbecoming excessive
(the programswerenot my only occupations), and it was
eventual ly decided to commission anoutsidecompany,
Pineappl e Softwar e, to take over and market the products.
Arrangementsweremadefor an annual subscription scheme
tocommencein May 1992. Despitethischange, | retained
my involvement withtheprograms.

During the early months of that year anew virus, called
Module, cametolight: it made an extremely good job of
appendingitself to Rel ocatable M odul es, and did muchto

Knoun viruses

These viruses are knoun to 'Killer version 1,683 (15-Jan-1994)

Icon variant with a few nasty tricks, and a randow choicel
fron 320 filenanes and 320 filetypes

Hinp task called April Fool, Very unlikely to actually
Hork, but there is a chance of data loss if it does.

ﬂ firchie  fppends to absolute (RFFB) files, 1210 at end of a file |
shows infection (HypolZ10 is an innoculation), i

ﬂ frcusbus  Spreads using false NetStatus module, which may use
one of eight filenanes,

Vigay variant which triggers on Saturdays,

fippends to absolute (&FF8) files, and spreads using a
trojan BBCEconet nodule which it installs,

Only ahandful of viruseswhichbeginwiththeletterA’! The
Archimedeshasescaped theworst of last year’ sviruswriting mania.

alert usersto the dangers of computer viruses. It did nothing
todraw attention toitself until 6 September 1992, when it
displayed amessage. Unlikemost previously-knownviruses,
it created no additional files, so many people missedit. That
year al so heralded other infections: two magazinecover
diskswereaffected, at | east onecommercial package,
computers on aroadshow, and (worst of all) an EPROM
containing driver softwarefor an IDE hard disk. Version
1.26 of Killer was made avail abl e for through the magazines
concerned to ship on the succeeding month’ sdisk. Fortu-
nately, it proved possibleto removetheviruscleanly.

Of virusprogramsavailableat thisstage, Richard LIoyd’s
VKiller wasinfrequently updated, and soon became obso-
lete. In 1992 Tor Houghton started studiesat Brighton
University, so updatesto Scanner have also becomerarer (it
tooisnow considered obsolete). However, it wasstill being
produced, aswas, sporadically, Vigay’ sGuardian.

AsthePineapple Virus Protection Schemegained momen-
tum, more and moreviruseswere flushed out. Many had
previously gone unreported, asthere had been no central
body to collate data. Amongst the viruseswhich cameto
light inthefirst few months of the schemewas T2 (thought
to have been written by the author of Thanatos): thefirst, and
sofar only, virusto cause Pineappl e Softwareto perform an
immediate updateto all users. Even so, we narrowly missed
updating everyonebeforethe July 4thtrigger went off.

Thisdelay occurred primarily becausethe personwho found
theviruschosetotakeit apart himself beforereportingit.
Luckily, damageto hard diskswaspartly reversible, sothe
effectsweretosomeextent nullified.

Thisyear, thenumber of both original and modified viruses
hascontinuedtorise. However, the surgeof activity result-
ing from flushing out viruseswhich were undetectable by
any softwarebeforeKiller wasreleased hasdied down. And
what will thefuturebring?1 am confident that moreviruses
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will appear, and that they will grow in complexity. Another
point to be considered isthat many commonplace PC tactics
haveyet to beemployedinAcornviruses.

Of Peopleand Pr ograms

Thisisashort biography of peoplewho have beeninvolved
with the anti-virus scene at some point, and contains notes
on programsthey havewritten. | have concentrated solely on
central characters, and offer my apol ogiesto anyonewho
thinks he should have beenincluded. It may seem something
of arogue’ sgallery, but thisishow it really happened! The
history of the Acornvirussceneisfar from clean and decent.

Alan Glover (author): Involvement began 1989 and
continues. Co-author and maintainer of theAVRD. Author of
Pineapple Software sKiller and VProtect, first written at
andfor Acorn. Killer dealswith every knownvirus, andis
(inmy opinion!) thedefinitiveprogramavailable. Itis
distributed by asubscription (£24.00 per singlecopy), with
site/arealicencesavailable.

“ My own belief isthat the Acorn
scene can beregarded asa

microcosm of the early days of
the PC scene”

Tor Houghton: Involvement beganlate1991, and contin-
ues, albeit at areduced level. Tor’ sPublic Domain pro-
grams, Scanner and I nterferon, were generally the second
most capabl e, after Killer/VProtect, and benefited from
accessto theinformation which cameintoPineapple
Software. Although the programsare now obsol ete, his
lasting contributionisthebirth of the Archimedes Virus
Reference Document, which enabled standardisation
amongst Archimedesvirusresearchers. TheAVRD remains
thebest source of information about viruses. LikeVirus
Bulletin, itinforms, without giving enough detail toaid a
potential viruswriter.

Richard Lloyd: Involved 1991-1992. For much of thistime
hisVKiller wasthe best anti-virus program which was
widely available. However, inmid-1992 support for the
programtrailed off inexplicably, and he hasnow all but
disappeared fromthescene.

Jon Ribbens: One of agroup of teenage programmerscalled
Doggy<oft. Hisanti-virus PD program, VEnd, wasrel eased
invariousBetaversionslast year. Sincethen, little hasbeen
heard of it, with further updatesunlikely, as Jon has now
gonetouniversity. Unfortunately, acrimoniousdebateson
bulletin boards|ed to anumber of peopleintheAcornfield
refusing to have anything to do with Jon or DoggySoft.

Paul Vigay: Involved late 1989 to present. Author of the
Vigay virus, and of an anti-virusprogram called, at various
times, Virus_Zap, Guardian, GuardianPROand Inoc3.

Despiteregular claimsthat hisprogramsdeal with all
known viruses, only asmall subset of theviruseswhich ||
know seem to be covered. At varioustimesthe program has
been PD, Shareware, PD again, and isnow commercial
(forming part of thelnvestigator 3 package). Although he
hasdenied writingtheVigay virus, thefollowing quotefrom
thedocumentationwithversion 2.10 of Guardian (30/1/92)
saysitall (it also appearsinversion 3.09 on 14/10/92):

Virus Nane Version of !'Guardian that deals with it
Dat adgm Al'l versions

This is not a virus as such, due to the fact no actual
harmis done to your disks. It is nerely a desktop
silly that is capable of replicating anbngst any
application not already having a ! Boot file.

This demp was actually witten by me, as a short denp
to test early versions of !Guardian. Only four people
wer e given copies of it, soit shouldn't be too widely
spread. The effect is a screen ‘wobbl e’ every Thursday
(Friday on sone versions and only Friday 13th on the
final version).

Whilewe can argue about semantics, avirusisanything
whichreplicateswithout permission: Datadgm certainly
doesthat. The screen wobbl e has caused peopleto take
monitorsto dealers, believing themtobefaulty. Thesecond
paragraph hasbeen deleted inlater versionsof the software.

Despitetheabove-quoted comments, twodifferent Thurs-
day’ versionshavebeenreportedinthewild. Thevirushas
been sufficiently widespread to suspect that it was at some
point availableonalarge BBS. Theviruscontinued to
evolveafteritfirst escaped. Sofar, there havebeen no
reportsof ‘ Friday’ versionsinthewild (although one of the
strainsupon whichitisbased doestrigger on aFriday).

Conclusion

At the moment, the Acornvirus sceneisdominated by
Killer/VProtect, themain contender being theenthusi asti-
cally advertised Paul Vigay program. Thedifferenceinscale
isprobably to be expected - the Acorn sceneissmaller than
the PC one. Similarly, activity levelsare such that one person
canstill keep upwithall thetechnical developments.

Newsgroups such ascomp.virus, and other sources of
information about the present state of the PC anti-virus
industry, point to the fact that the Acorn scene can be
regarded asamicrocosm of the early days of the PC scene.
Techniquesarestill quiteprimitive, and many viruswriters
areundoubtedly bored schoolkids(which givesrisetoa
notableseasonal patterninactivity levels). Thesituationis
still calm compared to the state of siege some PC users
envisage, but seriousenough that precautionsshould be
takenwherever asituationwhichislikely to encourage
infectionexists.

Usersrequiring further informationonAcornviruses
should contact Pineappl e Software: 39 Brownlea
Gardens, SevenKings, IIford, IG39NL.

Tel +44 (0) 81 599 1476.
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PRODUCT REVIEW 1

ViruSafe - True to its Name?

Mark Hamilton

ViruSafe, initsvariousincarnations, hasbeenreviewed
twicebeforeinVirusBulletin. My co-reviewer, Dr Keith
Jackson, looked at itin April 1990 (pp.18-19) and | re-
viewedit, asAllSafe, in January 1992 (pp.19-22).

ViruSafeisproduced by thelsraeli anti-virusdevel opers
EliaShim. Theproduct first becamewidespread when Xtree
decided tojointheanti-virusgoldrush and launched All Safe,
licensing the code from EliaShim (the Xtree product was
withdrawninearly 1993). Previousreviewsof EliaShim’'s
scanner havefound the product to bereasonable, if slightly
lackinginvirusdetection capability. HasEliaShimmanaged
to keep up withitscompetitors?

ThePackage

Theproductisdelivered oneither a5.25-inch or 3.5-inch
floppy disk (but not both). It comeswith a216-page A5
manual, thelargefont size of which (it appeared to be about
16 or 18 points) | personally found rather obtrusive. The
book doesafair job of describing variousfunctionsprovided
by the software, despitethe fact that many of the screen
capturesused arepoorly reproduced.

Another visual distractionisEliaShim’ sinsistenceon
suffixing the nameof any product for which aRegistered
Trademark existswiththesymbol ‘®’ every timeit appears.
Inthe case of ViruSafe [®. Ed.], thiscan be as often as
several timesper page. Other than these niggleshowever,
the manual tellsthe user what he needsto know, and
thereforeservesitspurpose.

Thesoftware part of the package consi stsof thefollowing
components:

» PCC.EXE, which providessysteminformationlike
Norton'sSl.

 PIC.EXE, agenericfilechecker.

* VSMENU.EXE, themenu-drivenfront-end.
* VC.EXE, thememory check program.

» VS.EXE, a1l6 Kbyte TSR monitor program.

* VREMOVE. EXE, themain scanner and virusremoval
program (formerly knownasUNVIRUS).

» VSCOPY .EXE, which checksfor viruses, providedthe
ViruSafe TSRisinstalled, whilst copyingfiles.

Apartfromaniconfile, noWindows-specific elementsare
included with thisversion. | understand that thereisa
Windowsversion of the software, which containsboth DOS
and Windowsversionsof themain programs.

Installation

| rantheinstallation program, which copied thefilesto my
hard disk. ViruSafethen requested aregistration number,
which wasto consist of oneletter and six digits: it was noted
neither onthe disk label, in the manual, nor in the letter
which accompaniedthepackage.

| attempted to circumvent thisrequest by hitting the enter
key, which caused the softwareto prompt methat ‘ all fields
must be completed’. A call toEliashim’ sUK distributor was
required, whereupon | wasinformed that any seven charac-
terscould beentered for packagesbought inthe United
Kingdom, ascopy-protection had beenremoved fromthe UK
version - adetail which should have been stated somewhere
inthe documentation. Thisalso raisestheworry that
ViruSafemay be soldinacopy-protected form elsewhere-
prospectivebuyersareadvised to check withtheir local
distributor beforepartingwiththeir money.

TheScanner

Eliashimclaimsthat its scanner, VREM OV E, will scan files
contained in awiderange of archiveformats, such asthose
created with ARC, PKZip, LHA, ARJand so on. Although
thisistrue, EliaShimhas, by arather artful dodge, managed
to pass compatibility problemsinto thelap of the user.

When acompressed fileisdetected, VREMOVE callsa
batchfile, whichinturn callstheappropriatearchiving
software. Thisdecompressesthearchive, which canthenbe
scanned. Samplebatchfilesare provided withthe product,
but will haveto be configured on amachine-by-machine
basis. Obviously, thissystem relieson thefact that the user
hasthe appropriate archiving softwareon hismachine- a
reasonable assumption, ascompressed filesareof littleuse

ViruSafe(tn) - Virus Safety Software v5.4 (c) 1993 EliaShin Inc.

Main Menu ——

Virus Protection

—— dvanc
Add Virus Signatures
| Progran Integ

onfigurati| Signatures file not found or empty!
Press:
<Ins> - to add a new signature manually, or
F5 - to learn from infected progran, or

F7 - to import viruses from files.

Signature:

ViruSafeiscapableof automatically extractingasignaturefroman
infectedfile. Thiscould beof helpintheevent of anew virus
runningriotinasystem.
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without it! Thisisasimpleyet effectivetechnique, and | am
surprisedthat other anti-virussoftwaredevel opershave not
yet adoptedit.

ViruSafe' shandling of dynamically compressed executabl es
wasfar less successful. When acompression program (such
asLZEXE) producesadynamically compressed executable
file, it modifiestheexecutabl etoincludethe decompressor
and atable used by the decompressor to reconstruct the
original executableasitisreadinto memory. Thedocumen-
tation claimsthat VREM OV E can scan such dynamically
compressed executabl es: thisproved not to bethecase.

VREM OV E seemsto haveaproblem decompressing these
filesreliably. If it fails, it simply hangsthe program. | tested
VREM OV E on anumber of drives, al of which contained
dynamically compressed executables(my hard drivecontains
several examplesof commercially obtained programswhose
executablesarecompressedwithLZEXE). Every timel
attempted to scan thesefiles, VREM OV E hung the compu-
ter. EliaShimsaysthat no other user hasreported problems
of thisnature, though | found the problem repeatabl e.

InOperation

ViruSafefloundered somewhat when run against the‘ Inthe
Wild' test-set, identifying just 66 out of the 80 samplesas
infected. Thisisadisappointing result, placing the product
well down the batting order when compared with the other
productsinlast month’ sComparative Review (Virus
Bulletin, January 1994, pp.14-19).

Incommon with several other productsreviewed at that
time, it missed Quox and Monkey |1 boot sector viruses
(both of which areknown to beinthewild). ViruSafefared
better against the* Standard’ test-set in percentageterms,
finding 359 of the 371 infections. Importantly, however, it
failed miserably inthetortuous‘ Mutation Engine (MtE)’
test, scoring 1,746 out of 1,926: inreal life, onefailed
detection herecould cause severeheadachesfor users.

VREMOVE providesanumber of optionscontrollingwhat
isscanned, how it is scanned, and how resultsare provided.
When scanning adisk, itsfirst action isto scan the boot
sector. Thisisfollowed by along pause, beforefile scanning
commences. At first | thought the PC had hung, asthe delay
lasted for several seconds: | wasmistaken, however, and
scanning continued. Execution speed seemsotherwise
acceptable, although usersmust notethat it appearsto
default to checking only COM and EXEfiles.

Oneof VREMOVE' soptionsistoremovesomevirusesit
detects. Thisrequiresthat theanti-virusprogram uniquely
andabsolutely identifiesthevirusesconcerned.

Such an option isone aspect of any anti-virus product which
fillsmewith deep suspicion, and onel would not encourage
anyoneto use. | have said thismany timesbefore, and
reiterateit here: if your machineisinfected withavirus,
replacetheinfectedfiles, either from master disksor from
known clean back-up copies.

Thispoint of view wasjustified when checking thevirus
reportsissued by ViruSafe: on more than oneoccasion, the
product identified morethan one‘removable’ virusinafile
knownto contain only oneinfection. How doesthe software
decidewhichvirusremoval algorithmtouse? Theonly
circumstanceinwhichremoval should even beconsideredis
if thevirushasbeenidentified precisely - thisdid not seem
tobehappening.

Other Components

PCCisaninformational utility, alongthelinesof Norton's
SY SINFO program, providing detailedinformation about
the computer hardwareand system software. Thisallowsthe
user todisplay configurationinformation such asthe
contentsof thecomputer’ senvironment - for example, the
PATH, COM SPEC and PROMPT settings. Other menu
optionsprovideanoverview of thecomputer (processor type,
memory installed, number and type of 1/O portsetc); a
memory map for thefirst megabyteof physical memory
used; identification of those adaptor cardsfitted inthe PC
which have an onboard ROM; and full details of the hard
disk parameters.

Sofar, thereisnothing uniquely anti- or counter-virusabout
all this, and certainly nothing not otherwise provided by
sharewareor by acommercial SystemsInformation utility.
However, EliaShimincludesafacility for repairing boot
sectorscalled HDFix which, inthe company’ sownwords
‘providesalast ditch method of repairing damaged Partition
Tablesand Boot Sectors'. Themanual warnsthat these
methods should be used only if all elsefails, asthe program
rebuildseither the Partition Tableor theBoot Sector com-
pletely fromscratch.

In certain cases, the user isprompted to contact EliaShimfor
acode number in order to proceed - why? They may havea
perfectly reasonableexplanationfor this* safeguard’, but |
seeno reason why auser should need to contact asoftware
company for aspecial code number, particularly whenthisis
in order to continuewith afunctionwhichinany caseis
provided by the software. [EliaShimexplainsthat users
would occasionally try to ‘fix' an undamaged disk. In such
acase, PCC can do more harmthan good. For thisreason,
certain functions of the program are designed to be used
onlyin conjuction with technical support. Ed]

Inmy previousreview two yearsago, | mentioned that the

V C.EXE component (the memory check program) setsoff a
mechanism, whilst scanning memory for viruses, which
attemptsto unearth (unknown) memory-resident viruses.
When anew virusisdiscovered, acopy of itscodeissaved
to VIRUS.PGM. ViruSafehastheability to ‘learn’ new
signaturesfrom suchfiles. This‘learn’ mode selectsa
sixteen-bytesignaturefromthefile, which canthen beused
to scan other fileson thedisk. Although thissoundslikea
wonderful idea, and may well work very well for asimple
unencrypted virus, thereader should beawarethat it will not
work when dealingwith polymorphicviruses. Thefacility is
auseful addition, not acure-all.
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Theuser can also enter any hexadecimal signature, such as
those publishedinVirusBulletin. However, thesearelimited
tosixteen bytes, increasing therisk of false positives.
Nevertheless, thisisauseful tool.

Further Attractions

A new segment of VREMOV E, whichEliashimcalls
‘Correlation’, analysesafew bytesfrom anumber of COM
and EXEfilesfor similarities: such analysiscould provide
evidenceof infection by anunknownvirus. It may also throw
up false positivesif the programsit compares happento be
created with the same compiler, and therefore containthe
samestart-up code.

Thisisexactly what happened when | tried thefunction on
some fileswhich had all been compiled withBorland C -
but inthe ‘real world’, it isunlikely that many userswould
have anumber of filesall compiled inthe sameway, so
EliaShim’ sanalysingtechniquesmight well provebenefi-
cial. It should be noted, however, that such atechniquewill
notwork with polymorphicviruses.

Thegeneric checker, PIC, workslike many others, inthat it
createsadatabase containing essential fileinformation
against which filesare subsequently checked. PIC was
capable of detecting subtle one-bytechangesmadetofiles.
Inaddition to checking files, PIC will keep copiesof the
boot sectorsand CMOSRAM, and can replaceinfected boot
sectorswith original copiesor rewritethe CMOS settings. A
hel pful and effectiveprogram.

A useful option buried away inthe‘ Advanced Features’
menuistheability to createa‘rescue diskette' . If thisis
done, thediskettewill contain copiesof theboot sector(s),
CMOSRAM information, and asmall utility to replacethe
(infected) boot sectorsand rewritethe CM OS. Ideally, such
adisk should be made bootable. The authors of the manual
seemto have overlooked thisprerequisite: suchanotewould
beaniceaddition to the documentation.

Conclusions

ViruSafevbs.4isamoderately effective package- infact, its
mediocrity seemsto beits principledrawback, asit haslittle
torecommendit over itscompetitors. Althoughthe product
hasaninteresting range of generic detection programs, the
system must bevirus-freeat installation: thiscan only be
ensuring by using agood scanner. User Friendly
MicroSystems, thecompany’ sUK distributor, hasinformed
VirusBulletinthat ViruSafe vé would be available shortly.
Thiswill hopefully improve matters.

Theproblems| experienced when usingViruSafewere
rather disappointing. Thecontinued crasheswhen scanning
dynamically compressedfiles, theconcernsover theremoval
mechanism, and the remains of acopy protection mechanism
all gavemereason toworry. EliaShimmust deal with these
problems soon: inamarket full of competitors, theproductis
innoway noteworthy.

ViruSafe

Scanning Speed
Hard Disk:

Turbo Mode
Secure Mode

unable to complete
unable to complete

Floppy Disk:

Turbo Mode 32 seconds

(45.2 KBytes/sec)

Secure Mode 45 seconds

(32.2 KBytes/sec)

Scanner Accuracy

‘VB Standard’ Test-Set ™ Turbo 359/371
Secure 359/371

‘In the Wild’ Test-set Turbo 66/80
Secure 66/80

‘MtE’ Test-set 1 Turbo 1746/1926

Secure 1746/1926

Technical Details
Product: ViruSafevs.4
Serial Number: Not provided

Author: EliaShimMicrocomputersLtd, 5Haganim Street, PO
Box 8691, Haifa, Israel.

Telephone: +9724516111

Fax: +972 4528613

Distributor (UK): User Friendly Microsystems, 22A Bartleet
Road, Washford Industrial Estate, Redditch, Worcestershire, UK.

Price: £79DOSonly

£99 (DOS and Windows)
Telephone:  +44 (0)527 510105
Fax: +44 (0)527 514229

Distributor (US): EliaShimMicrocomputersinc, 1236 West
Highway 436, Altamonte Springs, FL 32714, USA.

Telephone:  +1 407 682 1587
Fax: +1 407 869 1409

Hardwar e Used: Compaq 386 running at 16 MHz. The hard disk
speed test wasunabl eto becompl eted (seetext); thefloppy disk
speed test measured thetimeto scana3.5-inch high-density diskette
which containedforty-threefiles(1,446,811 bytes), al of which
wereexecutable.

WFor completedetail sof thetest-setsusedin preparing thisreview,
please see page 19 of January 1994 edition of VirusBulletin.
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PRODUCT REVIEW 2

F-PROT Professional

Dr Keith Jackson

Thisreview discussestwo versionsof the same product:
F-PROT Professional - oneas supplied by Command
Software, and the other distributed by Data Fellows. The
scanner component of the packageisdevel oped and main-
tained by Fridrik Skulason, VB’ s Technical Editor,andis
from the same stable asthe shareware product of the same
name. Thetwo companiesmentioned abovesell F-PROT
throughout theworld, though the United Kingdomisthe
only country wherebothversionsareavailable.

DataFellows' version of F-PROT wassupplied ontwo 1.44
Mbyte, 3.5-inchfloppy disks; onelabelledF-PROT Profes-
sional, the other, F-Scheduler. Command Software’ s
F-PROT wasonasinglelow-density (720 Kbyte) 3.5-inch
disk. Why Data Fellows’ versionissupplied onahigh-
density (1.44 Mbyte) floppy disk isbeyond me: Command
showsthat the same softwarefitsonto a720 Kbytefloppy
disk. Thisensuresthat it works even on computerswith no
high-density disk drive. Being aWindowsprogram, the
scheduler islarger, and will not fit on a720 Kbyte disk.

Documentation

Thedocumentation supplied with each product varies
enormously. DataFellowsprovidesapoorly-indexed, loose-
leaf A5 manual, over 200 pageslong, which explains
everythingindetail, andincludesseveral F-PROT Update
Bulletins. Explanationsof use occupy 46 pages, andinfor-
mation onvirusesknownto F-PROT takes 163 pages.

Command suppliesasmall (30 page) non-indexed A5
booklet, which doeslittle morethan explain how to ‘ drive’
thevarioussoftware components. A six-page‘ Addendum’ is
included. Itisrather strangethat the variouscommand-line
switchesand return codesare better documented inCom-
mand’ ssmall bookl et than in thevoluminousdocumentation
provided by Data Fellows.

All support detailsprovided withCommand’ sF-PROT refer
to telephone numbersand contact addressesinthe USA;
those provided withData Fellows' version, to Finland. The
softwareauthor livesin Iceland, so there seemsto bealong
chainof distributioninvolved withthisproduct.

Installation

Productinstallation wasmarred by niggly problems. | first
installedtheversion of F-PROT distributed by Data Fellows:
duringtheinitial part of theinstallationit stopped, refused to
continue, and displayed theerror message, ‘ TheFly virus
search pattern hasbeen foundinmemory ... (it) might have
beenleft ... (by) CPAV or MSAV' . Neither Central Point

Anti-Virus(CPAV) nor Microsoft Anti-Virus(MSAV) had
been executed, sothey were obviously not toblame. Detec-
tivework showed that the error was caused by executing
Sophos’ Sweepimmediately beforetheF-PROT installation
program. Fly ishighly polymorphic, soitisunlikely that this
falsepositiveissimply apatternleftin memory.

Thishitchwasovercomeby powering down and rebooting.
F-PROT wasthen executed from floppy disk, and Install’

sel ected fromthemain menu. Unfortunately, theonly options
provided by the sub-menuwere L anguage (only Englishwas
available) and Setup. Nothing permittedinstallationto
proceed under F-PROT’ scontrol and | hadtoresort to
followingtheinstructionsfor manual installation by ad-
vanced users. Thereisno excusefor getting installation
instructionswrong: itisconfusing and unnecessary.

Command’ sF-PROT had the missing Install option, but
exhibited other foibles, such as producing an error message,
‘Cannotinstall VIRSTOP.EXE-wrongversion’.VIRSTOP
isF-PROT’ smemory-resident anti-virussoftwareprogram
(seebelow). After completing automaticinstallationand
testing the scanner, | found asmall section inthe manual
explaining that installation should not be donethisway
(eventhoughthe documentation explainshow todoit!), and
that thefileINSTALL.BAT should beusedinstead.

Thisbatchfilehasthe‘whizzo’ featureof trying to execute
F-PROT, evenif theinstallation program hasbeentermi-
nated beforedoing anything. Not very satisfactory. Italso
addsand altersvariousfiles, so VIRSTOPworkscorrectly
when Windowsisrunning. VIRSTOP doesnot now com-
plain about awrong version, and the VIRSTOP menu option
providedwithin F-PROTworkscorrectly if thisnew installa-
tion programisused. | would suggest that only oneinstalla-
tion method be made available: the one that works.

[—————=—= F-PROT Professional from Command Softuare Systems ——=
| Version 2.18 - November 1993 Author: Fridrik Skulason

Virus in memory - 11. January 1994 206:38

The Fly virus search pattern has been found in memory.
This does not necessarily mean that the virus is active:

The search pattern might have been left in memory if you just
ran CPAV or MSAV without rebooting afteruards.

You might just have accessed an infected diskette, uhich may
result in a virus being loaded into memory, but not executed.

You should reboot the computer from a “clean" system diskette, as
scanning and disinfection may not be successful if a virus is
active in memory. If you are certain this is a false alarm, use
——I| the /NOMEM suitch to skip the memory scan.

Theheart of the F-PROT packageisthescanner. Thisiscapableof
detecting most commonvirusesinmemory, reducing therisk
associ ated with using thescanner without clean booting.
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Scanning

TheF-PROT scanner providesaninitial menu showingthe
chosen scanning method, the disk to be scanned, the action
tobetakenif any virusesarefound, and thefilesto be
searched. The user can set thesein any desired way before
scanning commences. Thescanning component of both
versionsof F-PROT appeared to beidentical, and theresults
reported bel ow werethe samefor both versions.

Threemethodsof scanning areprovided: Secure Scan, Quick
Scan and Heuristics. Secure Scan usestwo different signa-
turesfor each virus, and reportsthe exact strain of virus
found. It candisinfect some(most?) virus-infectedfiles.
Quick Scanisfaster, but not asthorough. It usesonly one
virussignature, doesnot offer disinfection, andidentifiesa
virusasbeing from afamily, rather than detecting the exact
variant. Heuristics(science-speak for guessing) followsits
ownrulestotry toidentify suspiciousfiles.

| tested F-PROT’ sscanning speed whileit searched the
contentsof my test PC’ shard disk. Using Secure Scan, this
took 1 minute 48 seconds, and just 28 secondswhen Quick
Scanwas used - very quick indeed. For comparison pur-
poses, Dr Solomon’ s Anti-Virus Tool kit scanned the same
hard disk in 1 minute 20 seconds, and Sophos' Sweepin

2 minutes 16 seconds on aquick scan.

The set of viruses used for testing purposes hasto be
updated from timeto time, and this month the test-set has
been expanded by the addition of 12 parasitic virusesand
two boot sector viruses. A completelist of thevirusesused
for testing purposesisincluded intheTechnical Details
section, but for therecord, the new additionsto the test-set
are: 8888, Butterfly, Coffeeshop, Fish.1100, Halley,
HideNowt, InvisibleMan, Monkey, NukeHard, Quox, Satan
Bug, Sibel Sheep, Starship and Willow.

Secure Scan correctly detected all bar two test samples. All
1024 M utation Engine (MtE) sampleswere detected
correctly. Quick Scanreduced overall detectionto 86%, and
prevented detection of MtE samples. TheHeuristic method
did not find the two undetected virustest samples- infact, it
reported nothing at all on my hard disk (areassuring false
positiverate of 0%). | am not certain what the Heuristics
method does, asthe documentation doesnot explainits
‘rules’ indetail. However, it took several secondsthinking
about STACKER.COM (fromthedisk compression utility of
the same name), beforegivingit aclean bill of health.

Thetwo viruses not detected (8888 and NukeHard) arein
thismonth’ saddition to the test-set, and are both compara-
tively new. GivenF-PROT sexcellent virusdetectionrecord,
these omissionswill no doubt berectified soon.

| find noreal fault with F-PROT sspeed, or itsaccuracy.
However, when areport of thevirusesdetected isviewed on
screen, if the PageUp/PageDn keysareused repetitively,
somereported infectionsdisappear fromview. Thisfaultis
not exhibited by the scanner report filewhen written to disk,
and so must beaquirk of thereport viewer. It does not

alwaysoccur and | cannot pinit down precisely. Also, one
MtE test samplewaswritteninto thereport fileasbeing
detected twice- but only onefileexisted on disk.

Memory-Resident Anti-V irusSoftwar e

VIRSTOP, F-PROT’ smemory-resident utility, candetecta
virus-infected filenot only whenitisexecuted, but also
whenitisfirst opened (e.g. asapreludeto afile copy). It
occupiesonly 4K bytesof conventional memory, createsa
19 Kbytehidden filein theroot of drive C, and hasvarious
run-timeswitchesto configureitsmany features.

Theimpact of VIRSTOP on PC operation was estimated by
copying many small filesboth with and without VIRSTOP
present. Without VIRSTOP, aset of 41 files, occupying 1.49
Mbytes, took 27.4 secondsto copy from one hard disk
subdirectory toanother. The sameoperationtook 29.4
secondswith VIRSTOP active, an overhead of 7% - far
lower than most memory-resident anti-virussoftware
programs| havetested.

Thepercentageof infectedfilesdetected by VIRSTOP
appearsto havestrong linkswith to thevirus' age(i.e. date
of development/discovery) and complexity. My virustest
samplesarearranged in separate subdirectories, according to
whenthey werefirst introduced astest samples. The
detection rate of thevery ol dest sampleswas 98%; good to
say theleast, especially giventhat arecent VB survey of
memory-resident anti-virusprogramsshowed that such
productsrarely achieveadecent detectionrate.

Asmorerecently introduced test sampleswereinspected, the
detectionrateprovided by VIRSTOPfell inthefollowing
sequence; 93%, 93%, 69%, 28%, 22%. Thisisunsurprising,
asmorerecently developed virusestendto bepolymorphic
and/or encrypted, and cannot bedetected simply by scanning
for known patterns. If such virusesweredetected, theimpact
on PC operation would be much larger.

[——————————— F-PROT Professional anti-virus progran ———
| Uersion 2.18d - December 1993 Portcullis Computer Security

Method: Secure Scan

Search: Hard disk
Action: Report only
Targets: Boot/File/Packed

Files: Standard executables

Start the virus scan.

ENTER - Select ESC - Main menu

Bothversionsof F-PROT arevery similar, totheextent that screen
shotsappear identical except for thecompany nameinthetopright-
had corner of thescreen.
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| didfind afew quirksassociated with VIRSTOP. Firstly,
thefileextensionisused to tell whether or not afileis
executable, andfilesare not scanned when opened unless
they arethought to be executable. Thisisreasonable, but
needsclear explanationinthedocumentation. Secondly, |
normally usethe shareware command interpreter ADOSasa
replacement for COMMAND.COM. Withthisinuse,
VIRSTOPfailedto detect any virusesby inspecting filesas
they wereopened, irrespectiveof the copy method used.

When the sametestswere carried out using the more usual
MS-DOScommandinterpreter (COMMAND.COM),
virusesweredetected when infected fileswere opened, but a
multiplefilecopy alwaysstopped after thefirstinfectedfile

wasdetected and an * Unableto openfile’ error wasreported.

Thisisafeature of COMMAND.COM, not of VIRSTOP.

Theseactionsarenot thefault of VIRSTOP alone, but
probably aninevitableconsequenceof interaction between
theoperating system and add-on memory-resident software.
| amimpressed by VIRSTOP ssmall size, itsvery low
impact on normal PC operation, and itshigh rate of virus
detection. TheData Fellowsdocumentati on explainsthat
VIRSTOP usesasimplefast search algorithm, which will
not detect all viruses. If such adisclaimer appearsin
Command Softwar e’ sdocumentation, | cannot find it.
Limitationsof partsof the product must be brought out fully
inthedocumentation: VIRSTOPisvery good at what it
does, but itisnot apanaceafor al ills.

Other Points

F-PROT assupplied by Data FellowsincludesaWindows-
based scheduling program, which permitsaflexibly selected
regime of scansto beimposed. It iseasy to use: when first
executed, it requeststhepathnamefor theF-PROT execut-
ablefile, and from that point on remembersthe setting and
any chosentimesat which F-PROT should beexecuted.
However, it did not remember how the Schedul er window
had beenre-sized, and alwaysinsisted on starting execution
withthedefault size.

Bothversionsof F-PROT includeachecksum program,
albeitdifferently named. TheData Fellowschecksum
program isnot declared as part of F-PROT and isonly
described inan easy-to-miss Appendix: thisdespitethefact
that both checksummerslook very similar.

Conclusions

Userswho only know how to use mouse-drivenWindows
programswill strugglewith thisprogram. F-PROT does not
useamouse and isacursor-driven DOS program which will
runinabDOS box under Windows. Thiswill betheir loss, as
F-PROT isoneof the best scannersaround at the moment. It

comes packaged in variousways, and combined with various

other products. It can betailored for useinteractively or
through command-lineswitches, and mostimportantly is
fastin executionand accurateat virusdetection. These
virtuesareworth far more than aswish user interface.

Bothversionsof F-PROT Professional reviewed exhibit
someminor problems, and theinstallation routine needs
tidyingup. Theprincipal differencebetweenthetwoversions
of the productsisthe price, which variesby up to £100.
Regardlessof this, the core product iswhat theuser is
purchasing: that appearsto beconsistently good.
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END NOTES AND NEWS

Copiesof the VirusBulletin book, the Survivor’ s Guide to Computer
Virusesareavailablefrom VB, priced at £19.95. Discountsareavailable
for bulk purchases. Tel. +44 (0)235 555139.

For thosewho haveawaysfound cryptography to beablack art, do not
despair - helpisat hand.  Codemaker sversusCodebreakers: a
Layman’sIntroductiontoCryptography’, ageneral interestlectureon
thesubject, will begivenby Prof. Fred Piper, on Tuesday, 15 February, at
theL ecture Theatre, Founder’ sBuilding, Royal Holloway, University of
London, Egham. Tel. +44 (0) 784 443004.

Central Point continuesitsbuying spree, thistimeacquiring LANLord,
theworkstation management product from Microcom. Asaresult of the
deal, Central Point hasalso acquired al of theassetsof Microcom's
Client-Server Technology Group. Isno-onesafe...

Cheyennehasextended thelicenceof InocuLAN, itsNetwork-based anti-
virusproduct, toincludehomeand remoteuse. Thecompany will make
thenew licenceagreement avail ableto all registered usersof theproduct.
Paul Dunford, Cheyenne’' sEuropean M anager, commented, ' Webelieve
that alargenumber of viruseswereintroduced by usersworking off-site,
soreally thisisjust tolegaliseunauthorised useof thesoftware’.

SECURE Computing (thesuccessor to S& SInternational’ smonthly
publication VNI) isnot now owned by theanti-virussoftwarebehemoth
& S, but by West Coast Publishing, acompany owned by themagazine's
editor Paul Robinsonand hiswife. Robinson believesthat thechangewill
befor thebetter, allowing himand histeamtoinvestigateawider range of
issues. Tel. +44 0(792) 324000.

The Association of British Insurers has produced a Data Protection
Codeof Practice, inorder to outlinethewaysin which the personal
information held on policyholdersmay beused. Thecodegovernsnot only
how personal information can beused, but al so how it should be protected
frombothunauthorised accessand destruction.

The University of Tampere, Finland, planstofound aVirusTest

L aboratory initsComputer Science Department. Thosewishingto have
aproduct reviewed can pay afeeto theorganisation, whowill thentestit.
Thelaboratory will berun by Markko Heleniusand Pertti Jarvinen, and
aimsto provideonly hardtechnical dataon products, rather thanany
opinionor comment.

Accordingtoareportin Corportate Security Digest, three Colorado
teenager shavebeen arrested for allegedly setting up asystemwhich
illegally linked peopletolongdistancetel ephonelines. Detective Greg
Bohlen of the Littleton Police Department, theteenssoldthecodes
primarily to peoplelinkedtothecomputer underground. ‘ Thesekidsare
amazing' commented Bohlen. ‘ Whenit comesto computer technology,
their knowl edgeand experienceisamazing. Butwhenit comesto
everythingelse, they’ reout of touch.’

Twomen already convicted of hackinginto Boeing Co. and Federal
Court computershave now pleaded guilty tofelony char gesinvolving
stolen credit card numbersand altered cellular phones. Gig Harbor,
CharlesAnderson, and CostaG. K atsaniotisused amodemto accesscredit
cardrecordsat the Red Lion Inn at Bellevue, then used the credit card
numbersto purchase pizzaand computer equipment [ Thepurchasesarea
dead giveaway. Ed.]. Andersonand K atsaniotisfacepenaltiesof upto
fiveyearsinprison, andfinesof up to $250,000.

A oneday seminar on theforensic examination of personal
computers, aimedat internal auditorsand security managerswill beheld
at Hambro’ s Conference Centre, London, on Friday 8 April 1994. The
course, led by noneother than Edward Wilding and Jim Bates, costs
£270+V AT . For further information, contact Rachel Forrest.

Tel. +44 (0)71 344 8100. Fax +44 (0)71 344 8101.

The VB 94 conferencewill beheld on 8-9 September 1994, at the Hotel de
France, Jersey. Tel. +44 (0)235531889.

VIRUSBULLETIN ©1994 VirusBulletin Ltd, 21 The Quadrant, Abingdon, Oxfor dshire, OX14 3Y S, England. Tel +44 (0)235 555139. /90/$0.00+2.50
No part of thispublication may bereproduced, storedin aretrieval system, or transmitted in any form without the prior written permission of the publishers.



