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EDITORIAL

k¢ Ifall anti-virus
productsareequal,
someproductsare
mor e equal than
otherd?

Washes Whiter

No doubt everyone hastheir own favouritetel evision or cinemaadvert - possibly theCoke commer-
cialsfeaturing ‘Vicarswho surf’ or aplug for afavourite beer spring to mind. In most cases, these
advertsareaimed at either associating aparticular imagewith aproduct or (just asimportantly in
marketing terms) simply ‘ getting the nameout’. In atightly squeezed market, good advertising can
makethedifference between successand failure. Nowhereisthismoretruethaninthehighly
competitiveanti-virusindustry.

Asaninteresting experiment, VirusBulletin (posing asaprospective customer) requested further
informationfromseveral companieswhich market anti-virussoftware. Theresponseranged from
receiving noreply at all (the guilty company will not be named, in order to protect its sales staff!) to
being sent afully working copy of the product.

Thefirst step towards making asaleisto generatetheinitial enquiry. Thisismost often done
through advertisementsin the computer press, aswell asviadirect mail campaigns. M ost peoplewill
doubtlessremember theearly S& Slnternational advert, which pictured a5.25-inch disk spattered
with egg, under the headline‘ M ost computer vandalismisnot thiseasy to spot’. Excellent, eye-
catchingandeffective.

However, the VB prizefor themost memorabl e advert hasto beawarded toTotal Control. Featuring
two floppy disks (one pink, oneblue) reclining in abed, the poster led with the caption  Beforeyou
putitin... makesureyouknow whereit’ sbeen’. The advert was banned almost immediately after
release. Back tothedrawing board...

When acompany hasconverted a‘ suspect’ toa‘ prospect’ (to use marketing jargon), it must then
convincetheuser that its product offers something which othersdo not. For example,| BM attempts
topush the* consultancy’ aspectsof itsservice, showing thereader that support and expertiseisjust
asimportant as software, whereas Symantec uses the Peter Norton name and imageto sell NAV. The
S& Ssalespitchisvery much morefocused. The advertising style of the company hasalwaysbeen
hard-hitting and to the point. ‘ Dr Solomon’ srange of Anti-Virus Toolkitsprovidestheanswer in
almost every situation’, readersareinformed in asaccharin-sweet |eafl et. Thisaside, theadvertise-
ment informswithout making too many excessiveclaims.

Intel’ sinformation pack consistsof apastel greenflyer anda‘ Test DriveKit’ - thetry beforeyou
buy’ approach. Theflyer informsreadersthatIntel LANDesk™ isthe' Industry’ smost advanced
detectiontechnology’. Somethingisawry here:Norton Anti-virusis(accordingtoitsflyer) ‘ The Best
Defence’. However, Central Pointis‘theonly ... product to providetrueglobal virusmanagement.’
Infact, just about every packageiseither ‘unrivalled’, ‘themost advanced’ or ‘thebest’.

The problemisthat going by the advertsaloneleavesonelittle or no ideaabout which product isthe
most suitablefor aparticular site. Theonly way to make an unbiased, objectivedecisionisto
evaluate product performance. Sadly (or, for somecompanies, fortunately), most userscanonly
evaluatethelook and feel of the software, not how well it actually works. Buyersarethus saved the
‘doorstep challenge’ type of marketing (‘ We scanned thisdisk withAcme VirKill Plus, and thisdisk
with another top virusscanner...”) - but the most important parts of the product go untried.

If al anti-virusproductsare equal, some products are more equal than others. One needsonly to
glanceat theresults of thismonth’ scomparativereview to seethat certain packagesconsistently
perform better than others. Purchasing agood virus scanner isstill ahit and missaffair: the overall
standard of anti-virus software hasvastly improved over thelast few years, but thereare still afew
productswhich arepoor valuefor money. Although performanceisnot theonly criterionfor choosing
aproduct, it must be remembered that the purpose of anti-virus softwareisto detect viruses, not to
look pretty. Themost important facts about each product are shown on page 15. Thesefiguresarethe
onlyway totell which product ‘ washeswhiter’ . Happy shopping.
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NEWS

CD-ROM Virus Bonanza

December wasaparticularly bad month for viruseson CD-
ROM. Four different incidentshavebeen reported, and users
would bewell advised to ensure that CD-ROMsare scanned
just likeany other incoming disk. Thisprocessisfurther
complicated by thelargenumber of compressed filesthat
such CDsarelikely to contain.

Theonly CD sofar published which deliberately contains
viruscodeisproduced by Profit Press. TheCD iscalled
Forbidden Subjects, and claimsto containinformation on
hacking, phreaking, and viruscode, in additiontoalong list
of other assorted subjects. However, itisno causefor alarm,
asalthough it does contain the source codeto somesimple
viruses, most of theinformation on PC virusesiscontained
in anumber of back issues of 40Hex. Copies of thesefiles
arealready freely availableviaanonymousftpfroma
number of Internet sites.

Thetwo shareware CDsreportedly infected withvirusesare
causefor concern. Thefirst of thetwo, Software Vault,
Collection 2is published by American Databank Corp,
USA, and according to areport intheF-Prot 2.10 Update
Bulletin, isinfected with the PS-M PC.Math-test virus.

Thisvirusactivatesbetween 9:00am and 10:00am every day,
requiring the user to enter the answer to asimple mathemati-
cal problem beforeheisallowed to executeany other
program. Theinfectedfileislocatedinthedirectory ‘ 18’ of
theCD-ROM, insidethezippedfile64BLAZER.ZIP.

The second CD-ROM isNight Owl #10, which containsa
fileinfected withthe Lapsevirus. Thisisasimple EXEfile
infector, writtenin Canada. Thevirusdoesnot containa
trigger routine, and isnot capabl e of remaining memory-
resident. Theinfectedfileislocatedinthe‘ Games' directory
inthefileSF2_UP.ZIP.

Accordingto areport published by F-Prot distributor, Data
Fellows, both manufacturersadmit theinfections, and the
CDswill probably bewithdrawn.

Inaseparateincident, Apple Sweden sent out an alert,
concerning theMerryxmasvirus, whichwasbelieved to be
present onaCD-ROM, shipped to all Appledistributors.
Dealersin most Nordic countrieswerewarned about the
virus, and instructed not to copy filesfrom the CD.

Whileinvestigating thestory, VirusBulletindiscovered that
the CDswere not infected, and that the alert was simply the
result of afalsepositive. Apple Swveden was notified, and the
alert hasnow been dropped. However, theincident high-
lights both the need to scan all softwarefrom CD-ROMs,
and the confusion which can be caused by afal se positive.
Theprincipal problem with aninfected CD isthat thefile
cannot be deleted; the entire CD must be destroyed

Virus Prevalence Table - November 1993
Virus Incidents (%) Reports
Form 21 43.8%
New Zealand 2 6 12.5%
Cascade 3 6.3%
V-Sign 3 6.3%
Helloween 2 4.2%
Nolnt 2 4.2%
Parity Boot B 2 4.2%
Dir Il 1 2.1%
Eddie 2 1 2.1%
Exebug 1 2.1%
Maltese Amoeba 1 2.1%
Piter 1 2.1%
Spanish Trojan 1 2.1%
Stoned-O 1 2.1%
Tequila 1 2.1%
Yankee.2C 1 2.1%
Total 48 100.0%

Virus Bulletin '94

The 1994 Virus Bulletin Conferenceisset toreturntoits
birthplace: the conferencewill be held on September 8thand
9th at the Hotel de France, Jersey. Last year’ sVB Confer-
encein Amsterdam attracted del egatesand speakersfrom
over 25 countries, making it the biggest and best European
gathering of anti-virusexpertsin 1993.

Speakersat previousVirusBulletinconferenceshave
included Fridrik Skulason, Fred Cohen, V esselin Bontchev
and Steve White. However, the conferenceisfar morethan
just agathering of virusresearchers. The programmeis of
immediaterelevanceto anyonewhoisresponsiblefor virus
preventionwithintheir organisation.

The 1994 conferencepromisestobedifferentfromits
predecessors, bothin content and in cost. Not only isthe
registration feelower thanin 1993, but the overall cost of
attendance hasdropped: acomplete packageincluding
registration, aflight from London and two nights' accommo-
dationwill cost under £800.00.

For thefirst time, the VB Conferencewill feature an exhibi-
tion by anti-virusproduct vendors, providing del egateswith
anunparalleled opportunity todiscusstheir requirements
withthemajor suppliers.

For detailson the conference and theexhibition, please
contact PetraDuffield on Tel. +44 (0)235 531889 or
Fax +44(0)235559935 [
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IBM PC VIRUSES (UPDATE

Thefollowingisalist of updates and amendmentsto
the Virus Bulletin Table of Known IBM PC Virusesas
of 10th December 1993. Each entry consistsof thevirus
name, itsaliases (if any) and thevirustype. This
isfollowed by ashort description (if available) and a
24-bytehexadecimal search patterntodetect the
presence of theviruswith adisk utility or adedicated E
scanner which containsauser-updatablepatternlibrary.

Arriba.B
Baobab.2304
Barrotes.1310

Better World.B
Bupt.1220.B

Dark Apocalypse

Dark Avenger.1800.J

Deicide.665

Deicide 11.2569

Du

Freew.718.B
Friday the 13th.417

Gergana.182.B
Hi.895

Infector

Internal.1459

Kernel

Knight

TypeCodes

InfectsCOM files M  InfectsMaster Boot Sector
(Track 0, Head O, Sector 1)

InfectsDOSBoot Sector
(logical sector 0ondisk) N Notmemory-resident
InfectsEXEfiles Companionvirus

L Linkvirus Memory-resident after infection

CER: A minor variant, detected with the Arriba pattern.
ER: Very similar to the 1635-byte variant. Detected with the Baobab pattern.

CER: Several new 1310-byte variants (B, C, D, E and F) have been reported, but they are all detected
with the Barrotes pattern.

ER: Very similar to the A variant. Detected with the Better World (Fellowship) pattern.

CER: Thisvirusisamost identical to Bupt.1220.A, except that atext message at the end has been
partially overwritten. Detected with the Bupt (Traveller) search pattern.

CEN: A 1020-byteviruswhich activateson Monday 10th (any month), overwriting critical partsof the
hard disk.
Dark Apocal ypse B42A CD21 3001 7528 80FA 1075 23B4 19CD 218D 9EBB 02B9 0100

CER: A minor variant, detected with the Dark Avenger pattern.

CN: Thisoverwriting virusisaminor variant of the original Deicide virus, but one byte shorter. It is
detected with the Deicide pattern.

CN: Very similar to the Commentator viruses reported in December 1992, but has a different length.
Deicide 11.2569 B440 BAOO 01B9 EE09 CD21 B457 BO01 5A59 CD21 BA3E CD21 8BLE

ER: A 725-bytevirus. Awaiting analysis.

Du B8FO FACD 213D DDDD 7503 E9AC 001E 33Q0 8EDB Al64 008B 1E66

CN: Detected by the pattern provided for the A variant, which was originally named ‘ Bob'.

CN: Thisvariant might have been created from the same source as the 416-byte version, but using a
different assembler. Detected with the Friday the 13th (formerly called South African) pattern.

CN: A minor variant, detected with the Gergana pattern.

ER: Thisisanew variant of the Hi virus, which was originally reported in August 1992. This 895-byte
long sampleis much shorter than the original. Detected with the Hi pattern.

CN: Four new variants of the Infector virus are now known.

I nfector. 676 A200 01A0 2F03 2EA2 0101 A030 032E A202 01B9 8000 BBOO 002E

I nfector. 759 A200 01A0 DQD2 2EA2 0101 AODD 022E A202 01B9 0001 BBOO 002E
Infector.822. B A200 01A0 8703 2EA2 0101 A088 032E A202 018C CBA3 3603 B980

I nf ect or . 962 A200 01A0 A503 2EA2 0101 AOA6 032E A202 01B9 0001 BBOO 002E

ER: A 1459-bytevirus. Awaiting analysis.

I nternal . 1459 1E06 8CC3 8ED8 B840 008E QOFC E8A6 0480 3EAF 0000 740B ESCL

CR: This608-byte virus was named after theword ‘ KERNEL’ it contains, but it also contains another,
encrypted text string: ‘ Dedicated to tfe 13021 | ost sheep. Please God, do help them. I!” (sic).

Ker nel 9C80 FCAB 7403 9DEB EE50 5351 0656 571E 52B4 04CD 1A81 FAO8
CN: Anencrypted, 1136-byteoverwriting virus, which containsthestring ‘ -KNIGHT-".
Kni ght 8B1C 31D8 8905 4681 FE11 0175 03BE 0701 81C7 0200 81FF 7005
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L eprosy CN/EN: Several new variants of thisfamily of overwriting viruses have been reported recently:
Leprosy.Fratricide (CEN, 647 bytes), Leprosy.Clinton (EN, 654 bytes), Leprosy.H (CN, 666 bytes),
Leprosy.Surfer (EN,946 bytes) and L eprosy.5600 (EN, 5600 bytes). The Clinton variant isdetected with

the standard L eprosy pattern.
Fratricide 8B1E 3D02 53E8 1400 905B B987 0290 90BA 0001 90B4 4090 (D21
Leprosy. H 8BlE 6E01 FA53 FBES 1600 905B FBB4 40FA BAOO O1FA B99A 02FB

Leprosy. Surfer A127 0350 ES8OF 005B B9B2 03BA 0001 B440 CD21 E801 00C3 BB30
Lepr osy. 5600 8B1E 8101 9053 90E8 1500 905B 90B9 E015 90BA 0001 90B4 4090

Little Girl.949, Little Girl.985 CER: Two new variants, both detectable with the Little Girl pattern.

M anuel CR: Nine new variants of thisvirus have been reported recently. They are 777, 814, 840, 858, 876, 937,
995, 1155 and 1388 bytes|long. None of them are detected with the Manuel search pattern.
Manuel (2) FOC3 A675 FBF8 C3FC 268A 2547 AC3C 0074 143A CA75 F757 56E3

March 25th CER: Thisvirusisprobably of Italian origin. It activates on March 25th, trashing the hard disk.
March 25th 80FC 3074 2D3D 003D 7428 3D00 4B74 232E FF2E 3200 B42A D21

Mel EN: A 1536-byte Polish virus. Awaiting analysis. The nameisderived from atext string the virus

contains: ‘All in All, You arejust another BRICK inthe WALL (MEL)’. Thevirus contains other text
stringsaswell, including the following messagein Polish: ‘ Wirus calkowicie nieszkodliwy, jak jestes
enough dobry to napisz szczepionke' .

Milan.WWT.67.C, Milan.WWT.125.C CN: The WWT viruses have now been re-classified as members of the Milan family. They are
primitive overwriting viruses, 67 and 125 byteslong. The new variants have been modified slightly,
probably to avoid detection by some scanner.

WAT. 67. C B901 OOBA 3D01 B44E CD21 7302 EBLE B802 3DBA 9EO00 CD21 7302

WWV. 125. C B901 00B4 4EBA 7101 CD21 7302 EB10 ESOF 00B4 4FBA 8200 CD21
MPS-OPC.754 CER: A Polish virus, detected with the MPS-OPC 4.01 pattern.
Mr.D ER: Thisisanother Polish virus, 1536 byteslong. Two variants are known (A and B), but they are both

detected with the following pattern. Disinfecting the virusis aproblem, asit does not preserve the
original SSregister value.

M. D 9C3D 004B 7539 2E8C 1638 002E 8926 3600 BCAL 052E 8E16 3A00
Mr. G.314 CN: This 314-byte virus seemsto be an improved version of the 253-byte virus reported in June.
M. G314 03FE 8BF7 (21 5EBA 3B02 03D6 B44E 3309 CDR1 B301 43BA 9E00

Murphy.Amilia.B, Murphy.Swami.B CER: Similar to the A variant, and detected with the HIV pattern.

Murphy.Tormentor .E CER: This 1072-byte variant isvery similar to the Murphy.Tormentor.B virus, and is detected with the
HIV pattern.

Nina.D CR: ThisisaSwedish variant which was posted on FidoNet recently. According to the documentation it
was modified to bypass SCAN and Dr Solomon’s Anti-Virus Toolkit. Detected with the Nina pattern.

Npox.963.B CER: A minor variant, detected with the Npox and Npox.900 (previously named ZK-900) patterns.

Old Yankee.Enigma.B, Old Yankee.Enigma.C ER:Similar to the A variant, and detected with the Old Y ankee pattern.

Protect.1323 CER: 1323 byteslong, and detected with the Protect pattern.

Prudents.B, Prudents.C ER: Similar to the A variant, and detected with the Prudents pattern.

Quit-1992.B CER: Detected with the Quit-1992 (previously named 555) pattern.

Red Diavolyata.830.D CR: Thisisthe*SUPER.EXE’ samplefrom the Part1.ZIP collection discussed last month. Detected with
the Red Diavolyata(MLTI) pattern.

Seventh Son.428 CN: Thisviruswas posted on FidoNet by a member of a Swedish virus-writing group. It containsthe
string ARBEIT MACHT FREI!". Detected with the Seventh Son pattern.

Storm.1217 CR: Yet another variant of thisvirus, 1217 byteslong.
Storm 1217 FA9C 3D00 4B74 143D FE4B 9075 07BD 3412 909D FBCF 9DFB 2EFF

Troi.B CR: Similar to the A variant, and detected with the Troi pattern.

Vienna.645.C, Vienna.645.D CN: Two minor variants, 645 byteslong. The C variant is detected with the GhostBallsand Vienna.1239
patterns, but the D variant is detected with the Vienna (1) and Dr. Q patterns.

Zamoy CN: Thisisa587-byte Polish virus. Awaiting analysis.
Zanoy 817D FDAF 4D75 BC2E 8B3E 0601 8B76 0081 068C 0203 F781 7ClA

VIRUSBULLETIN ©1994 VirusBulletin Ltd, 21 The Quadrant, Abingdon, Oxfor dshire, 0X14 3Y S, England. Tel +44 (0)235 555139. /90/$0.00+2.50
No part of thispublication may bereproduced, storedin aretrieval system, or transmitted in any form without the prior written permission of the publishers.



6 VIRUS BULLETIN JANUARY 1994

INSIGHT

Vesselin’s World of Viruses
Megan Palfrey

Bulgaria, alleged viruscapital of theworld! When acountry
has such areputation, itishardly surprising that it also
boastsoneof theworld’ sforemost anti-virusresearchers,
VesselinVladimirov Bontchev.

Workingit Out

Bontchev’ sinterestin computerswaskindled by FOR-
TRAN, thelanguage his mother used in her work at the
Bulgarian Academy of Sciences Asateenager, he asked her
towriteaprogram for him, to make aboard game hewas
playing easier. She gave him the FORTRAN manual and
toldhimtodoit himself.*So,” hesays, ‘I did!’

This pastime soon became aconsuming fascinationin seeing
amachine perform tasksfor which the presence of human
intelligenceisintuitively assumed: ‘ Onefeelsthat oneis
controllinganotherintellect,” explainsBontchev. ‘ If itdoes
somethingwrong, itisone’ sown mistake and iscorrectable,
not something based on abad mood, or becauseit doesn’t
likeyou. | like deterministicthings, things| can control.’

GettingThere

Bontchev decided to study computer science, but wasfirst
obligedtodotwoyears National Serviceinthearmy. This
didlittletodull hisenthusiasm for computers, however.
After gaining hisdegreefrom theTechnical Universityin
Sofia, heworkedintheir [aboratoriesfor ayear beforetaking
up apost at the Institute of Industrial Cyberneticsand
Roboticsin the Bulgarian Academy of Sciences During his
timethere, healso did freelancework for the magazine
Komputar za Vas(Computer for You)... and by pure
chance, encountered hisfirstvirus.

Oneof hiscommissionswasto correct apaper on computer
viruses, which had been transl ated from German by anon-
technical interpreter. Thisunderstandably ledtointeresting
mistranslations: for example, the German for hard disk -
‘Festplatte’ - wastranslated as‘ hard plate’! Thiswas
Bontchev’ sfirstforay intotheworld of computer viruses,
andthephenomenonrapidly absorbed him.

He spent considerabl etimeresearching the subject, reading
everything hecould obtain (‘ therewasn’ t that much avail-
ableat that time’), and eventually decided that viruses,
despite being athought-provoking concept, wereneither an
immediate danger nor areal threat. ‘| even published apaper
onthesubject, explainingwhy,’ laughsBontchev. ‘What |
failed to consider wasthat not every user isasystem hacker.
Most usershavelittle or noideaabout what happensinside
their computers.’

TheVirusTakesHold

Soon after publication of that article, two programmerscame
into the offices of Komputar za Vas, claimingto have
discoveredavirus. Indemonstratingtheir disinfection
program, they eradicated their only copy of thevirus (having
already disinfectedtheir officesystem), leaving themselves
with just apaper with the hex dump of aninfected file
writtenonit. Thisenabled Bontchev to enter theviruscode
byte by byte, and to disassemble hisfirst real virus: Vienna.

Asvirusesbecame morewidespread, and hisinvolvementin
theareagrew, Bontchev wrote articleson virusesand anti-
virussoftware. ‘ M ost peopl econsidered computer virusesto
be somekind of black magic,” hesays, ‘but it wasinterest-
ingto me, and | discovered that | was quite good in handling
virusproblems.” It wasnot |ong bef ore he becamerecog-
nised asan expert inthefield.

Epidemicor Exaggeration?

Bontchev becomesrather annoyedwhen Bulgaria sprolific
virusoutput ismentioned: ‘ Thetruth isthat asignificant part
(about ten percent) of existing viruseshavebeen createdin
Bulgaria, and many of thenovel ideasin viruswriting were
firstinvented and tried out there. The mediareport thisas
“thedeadly computer virusesarecoming fromBulgaria’. It
istruethat lotsof viruseshave been writtenin Bulgaria, but
most have remained there- only afew have been exported!
Furthermore, therearemany other countriesvery activein
viruswriting - Russia, USA, the Netherlands, Italy, to name
just afew. Some of them, such as Russiaand the USA, have
created morevirusesthanBulgaria.’

“ Long-termproblemsare
caused not by polymorphic

viruses, but by the sheer number
of viruses around”

In Bontchev’ sopinion, thereareanumber of factorswhich
contributetothe* popularity’ and pervasivenessof virus
activity inBulgaria. Possibly the principal causeisthelarge
number of disillusionedyoung programmerswholivethere:
they are underval ued and underpaid, in some casesearning
asmuch as 100 to 120times|lessthan their American
counterparts. Bontchev seesthestepfrom embittered young
programmer to viruswriter asasmall one.

Hebelievesthereareal so other influenceson therampant
spread of virus-writingin Bulgaria: the presence of avirus
exchangeBBS, softwarepiracy, lack of softwarecopyright
laws, and lack of legislation against creation and wilful
distribution of viruses, to namebut afew.
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Bontchev: ‘Whenanew virusappears- and thiscouldreach dozens
per day - no-onewill know whether thisisnew or just “ not yet
classified”, and scannerswill becomeuseless.’

Themost famous (or infamous) of theBulgarianvirus
authorsistheDark Avenger, whose* creations’ have spread
far and widefromtheir origins. Bontchev haslittleregard for
the person hiding behind this pompousnomde plume,
viewing him asatroublemaker: ‘He has caused alot of
troublewith hisMtE and Commander Bomber. If he
managesto combinebothideas- aviruswith theinfection
strategy of Commander Bomber and the polymorphism of
MtE-based viruses... | wouldn’t know how to makea
scanner which could detect such avirus.’

The Dark Avenger has produced nothing new in the past
year-and-a-half, and, according to SaraGordon (who claims
to haveinterviewed him), hehasgiven up viruswriting.
Although Bontchev hassuspicionsastotheDark Avenger’s
identity, herefusesto commit himself: ‘ Clues| do have, but
not enough to point to aparticular person “ beyond reason-
abledoubt” - that’ swhy | say that | don’t know who heis.’

IntotheCrystal Ball

| asked Bontchev where he saw thevirusissueleading: his
responsewasthat viruses may soon beinnumerable. ‘When
anew virus appears - and this could reach dozens per day -
no-onewill know whether thisisnew or just “ not yet
classified”, and scannerswill becomeuseless.” Hefeelsthat
anti-virustechniquesmust evolve, andthat theintegrated
systemwill triumph. Thismight consist of componentssuch
asan heuristic analyser, amemory-resident scanner, a
Network L oadable M odule, and somesort of integrity
checker, inaddition to an off-line scanner.

‘Theintegrity checker will probably be both resident and off-
line, and will be abletoidentify and analyse modificationsin
executables. If they appear to be caused by avirus, it will
restoretheexecutabletoitsoriginal state. Therewill be
integrity checking of system memory, to ensurethat no
virusesarememory-resident. Inaddition, futureproducts
will be ableto restorethewhole operating systemto a
known clean statebefore continuing with further checks.

‘Polymorphicviruseswill bedealt with generically.Dr
Solomon’ sGeneric Decryption Engine for example,
decryptsanencryptedvirususingthevirus’ owndecryption
algorithm. It can then be detected with ascan string.’
However, thislatest refinement merely representstherising
escalationof anti-viruswarfare: * Undoubtedly, asother anti-
virusvendorsdevel op moresophisticated products, virus
authorswill dolikewise. Fortunately, most virusauthorsare
merely hobbyists, with bright ideasbut no basic knowledge.’

Heviewsthefutureasbleak. ‘ Long-term problemsare
caused not by polymorphic viruses, but by the sheer number
of virusesaround. How many will ascanner be ableto
handle?5,0007? 10,000?100,000? And, evenif your scanner
can handle 100,000 scan strings, would it be possible to
extract as many as 500 scan strings per day? How much
spacewill just the names of those 100,000 virusestake?

Bontchev sharesthewidely-held belief that computer viruses
will soon becomeacommon ailment. Heforeseesstandard
systemswith somebuilt-in protection, and security products
whichwill be ableto stop most viruses, or at least contain
the damage caused by an attack. One day, therewill be
specialistswhose primefunctionwill beproviding ‘ anti-
dotes' intheevent of aninfection. Hebelievesitisalso
conceivabl ethat insurancepoliciesmight becomeavail able
to compensatefor irrecoverabl e dataloss, the premium based
onhow anti-virusmeasuresareimplemented.

TheBest of All Worlds

Bontchev viewsno singleproduct currently availableasthe
‘best’ anti-virusweapon, but pointsout that each hasitsown
strengthsand weaknesses: ‘| would hateto advertisefor
anybody, butimagineanintegrated product with anintegrity
checker as strong asUntouchable, ascanner that does exact
identification aswell asDr Solomon’ sAnti-VirusToolkit,
detectsvariants of theknown virusesaswell asF-Prot, has
heuristics as strong asF-Prot and ThScan, but with asfew
falsepositivesasthe CPAV heuristics, hasanintegrity shell
assecure asASP, isasunobtrusive asIBM Antivirus, hasthe
nice user interface of CPAV, isasfast as TbhScan, comesin
DOSWindows/OS2/NLM versions, andisascheap as
F-Prot. Well, that would beclosetoideal ...’

Bontchev firmly believesthat preventionisbetter than cure.
Toponhislist of prioritiesareregular backups, but other
thingsarealsovital: oneshould learn how toremove DOS
and Master Boot Sector virusesusing SY Sand FDISK, and
boot only fromthehard disk. Adhering to thesesimplerules
would, in Bontchev’ sopinion, go alongway towards
minimisingtheproblem.

‘Remember, computer virusesare not somekind of black
magic created by computer geniuses, but small, nasty, buggy
programs, written mostly by ignorant kidsshowing

off,” statesBontchev.‘ Supportlocal legislation;insistthat it
passes|lawsagainst virusauthorsand intentional distribu-
tors. Finally, if you have knowledgethat can help other
people, shareit, don’'t keepit toyourself.’
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VIRUS ANALYSIS 1

Barrotes: Wilful Damage

Jim Bates

A recent survey onvirusactivity (VirusBulletin, December
1993, pp.15-16) showed that most virusinfectionsare
caused by ahandful of well-known viruses. Thisismost
likely dueto anincreased level of user awareness, which
preventsthe majority of new virusesfrom becomingwide-
spread. Asidefrom the obviousbenefit, thismeansthat if a
new virusisdiscovered inthewild, thereisabetter chance
of being ableto establish wheretheviruswasintroduced.

Thedecrepitude of most virusesfound inthewild bearsno
relationtotheeffort expended by virusauthors; quitethe
contrary. Broadly speaking, most viruswritersfall intothree
main groups- the‘demovirus’ writer, theso-called ‘re-
searcher’, claimingto advancevirusknowledge, and the
maliciousauthor. Thelast groupisby far thelargest, andis
unfortunately themost likely totry to get their codeintothe
wild. Most new virusesare disseminated, viavirusexchange
BBSsetc, toanever-increasing army of ‘magpie’ research-
ers. Continuing ‘ one-upmanship’ (I have, | find, | know
about morevirusesthan you) only servesto spread new
virusesto acontinually growing audience. Thevast majority
of samples, however, exist only aspart of viruscollections,
and never actually spread to users' machines.

Barrotes (which means‘bars' in Spanish) isan exception to
thisrule. Thevirushasbeen passed between researchersfor
many months, but hasonly recently begunto become
commoninthewild. Theviruscontainsamalicioustrigger
routinewhich attemptsto draw barson the screen while
overwritingthe MBS of thefirst fixed disk.

Overviewand I nstallation

Barrotesisamemory-resident, parasitic virus, capable of
infecting both EXE and COM files(including
COMMAND.COM). It writescopies of itself to the end of
suitableexecutablefiles, and modifiesthe codeentry point to
ensureimmediateexecutionwhenthefileisloaded. The
viruscontainsadestructivetrigger routinewhich attemptsto
overwritetheMaster Boot Sector on January 5th of any year.
During thisprocessit also displaysits name, so the user
knowswhat has caused hisloss of data. Barrotes does not
attempt steal th or polymorphism, and therefore posesno
detection problemswhatsoever.

When executed, thevirus code setsan index to establishits
relativepositioninmemory. An‘Areyouthere? call (which
consistsof placing avalueof EEhintothe AH register and
issuing an Int 21h function request) isthenissued to
determinewhether thevirusisalready resident and activein
memory. Thevirusisassumed to be memory-resident if the
value FEhisreturnedinthe AL register, and processing

returnsto the host program. If the call isunanswered, the
viruscollectsthelnt 21h serviceroutine address (using the
standard DOSfunction call), storing it withintheviruscode.
Thehost program’ smemory control areaisinterrogatedto
locate thetop of available memory andtheviruscodeis
moved upintoit. Next, processing setsaregister to point to
C:\COMMAND.COM, and amarker to indicate that thisis
theinstallation phase of the code.

Execution now passesto that codein high memory used for
systeminterception andinfection. Thiscodefirst checksto
seeif theinstallation flag isset, and if so, processing passes
tothestart of thetrigger routine. Thisclearstheflag and
completesthevirusinstallation, hooking thelnt 21h vector.
Oncethisprocessiscomplete, thedateischecked: if itis
January 5th, thetrigger routineactivates- otherwise,
processing returnstothe host program.

Operation

Whenmemory-resident, Barrotesinterceptsonly twolnt 21h
subfunctions, EEh (used for the* Areyouthere? call) and
4B00h,theDOSLoad_and_Executecall. Thisallowsthe
virustoinfect all fileswhich are executed after it hasbecome
memory-resident. |n an attempt to ensurethat thevirusis
alwaysactive, however, thevirusauthor deliberately invokes
theinfection processwiththetarget filename set to
C:\COMMAND.COM.

“ The decrepitude of most viruses
found inthewild bears no

relation to the effort expended by
virusauthors”

Theinfectionroutinefirst checksthat thereisenough space
onthetarget drivefor theviruscode. If not, theroutine
abortstotheoriginal functionrequest. If thereissufficient
disk space, thevirushooksthe DOS Critical Error Handler
(Int 24h), in order to prevent any DOS error messages being
displayed duringtheinfectionprocess. Beforeinfection, the
virusstoresthetarget file' sdate and time stampsand
attributes: these areall reset at the end of theinfection
routine. Thefileisthen opened, and thefirst two bytesare
read and checked to seeif they arethe*MZ’ marker, which
specifiesan EXEfile.

If thesetwo bytesare not present, thefileisassumedto bea
COM file, and theinfection processbeginsin earnest. The
target fileischecked to ensurethat itslength lies between
254 and 64,000 bytes, and the last two bytes of thefileare
checked to seewhether or not they are‘ SO’, thevirus’ own
infectionmarker. If either of thesetestsfails, theroutine
abortsand allowstheoriginal Int 21h call through.

VIRUSBULLETIN ©1994 VirusBulletin Ltd, 21 The Quadrant, Abingdon, Oxfordshire, OX14 3Y S, England. Tel +44 (0)235 555139. /90/$0.00+2.50
No part of thispublication may bereproduced, storedin aretrieval system, or transmitted in any form without the prior written permission of the publishers.



VIRUS BULLETIN JANUARY 1994 9

Oncethevirus has ascertained that the target fileisa
suitablecandidatefor infection, Barrotessimply appendsits
codetofile. Thefirst threebytesof the host file are stored,
and ajumptotheviruscodeisinsertedintheir place. When
thisprocessiscomplete, thehost file' soriginal attributes,
time and date stamp arereplaced. Only thenistheoriginal
Int 21hcall allowed to complete.

EXEfilesaretreated slightly differently. Thelast twobytes
of thefilearechecked for the* SO’ indicator: if itisnot
found, the next process completesasimilar check, 816 bytes
beforetheend of thefile. Itisunclear why thisisnecessary,
but the code seemsto indicate an attempt to circumvent a
problem thewriter may haveencountered with aparticular
file. If theindicator isfoundin either position, thefileis
consideredto beinfected already, and processing aborts.
Otherwise, infectionissimilar to COM files: viruscodeis
appended and thefileheader modified, to ensurethat the
viruscodeisexecutedfirst.

Thereisno apparent limitationto the size of EXEfiles
infected, althoughtherearesomerudimentary checksto
ensurethat theimage size and thefile size match (ensuring
that hybridfilescontainingadditional resourceor overlay
elementsarenotinfected).

TheTrigger

Thecheck for thetrigger dateismade only whenthevirusis
firstinvoked. Thereforeif aninfected machineisswitched on
(and thevirusbecomesresident) beforethat date and | eft
running until after January 5th, theviruswill not trigger. The
routineitself issimple: ahandler routinefor Int 1Ch (the
system clock) isinstalled, and garbage dataiswrittento the
MBS of thefirst fixed drive.

Themachinewill continueto function after this, but the
Int 1Chroutinewill overwritethe screenwith themessage

Vi rus BARROTES pro OSoft

together with aseriesof multicoloured barsacrossthe
screen, asif it were viewed through abarred window. The
colourscyclerapidly throughtheavailablerange. Oncethe
machineisswitched off, thereisno easy way of rebooting to
accessthe data, since basic information about the disk
structurewill havebeen destroyed. However, sincethedata
itself will beuntouched, recoveryisrelatively painless.

Standard methodsof virusprotection apply to thisspecimen.
An‘Areyouthere? call can beduplicated to detect whether
thevirusisresident and active. For specificidentificationin
filesor memory, asimplepattern recognition sequenceis
enough, and can beincorporated into most basic scanning
engines. Alternatively, acheck might bemadefor the* SO’
marker, but such ashort recognition string, even giventhe
known offset at theend of thefile, couldlead tofalse
positives. Sincethecodeat thispoint isvery specific, itis
acceptableto usealonger pattern located at the end of the
file. However, thepossibility of itsexistenceat adifferent
locationin EXEfilesneedscareful consideration.

AsBarrotesusesno stealth features, it is easy to detect
generically. Any integrity checking softwarewhich com-
pletesasimple ‘top and tail’ check of program fileswill
instantly recognisetheaddition of such code, whether or not
thevirusisresident.

For recovery fromthetrigger effect (overwritingtheMBS), a
genericboot protection programinstalled beforeinfection,
which maintainsacopy of therelevant boot sectorson floppy
disk, would makerecovery virtually instantaneous.

Conclusions

Despiteall theeffort which hasgoneinto production, itis
possible (even probable) that Barrotes' arrival onasystem
would causeonly the slightest pausein normal computing.
Althoughthe symptomsof thetrigger routineappear serious,
itisnot difficult torecover the datafrom thedisk.

Itislikely that asmall outbreak of thisviruswould not be
thought worth reporting to the Police, but | would askall
usersto report virusattacks: thisisthe only way inwhich we
stand any chance of maintaining an accurate picture of the
virus problem and bringing the perpetratorsto book.

Barrotes

Aliases: None known.
Type: Resident, Appending, Parasitic.
Infection: EXE files and COM files between 254

and 64000 bytes long.

Self-recognition in Files:
Value 534Fh (ASCIl 'SO’) located at
either the end of file or at offset 816
from the file end.

Self-recognition in Memory:
‘Are you there?’ call made by inserting
EEh into AH, call Int 21h. Return value
is FEh in AL.

Hex Pattern: In memory and in infected files.

0510 002E 0144 732E 8E54 7333
CO2E 8344 3910 2EFF 6C37 534F

Intercepts: Int 21h subfunction EEh for ‘Are you
there?’ call. Int 21h subfunction 4B0Oh
for infection of target file.

Trigger: If virus becomes resident on 5th
January, displays message and
coloured bars across the screen.
Overwrites MBS of first fixed drive.

Removal: Complete specific disinfection possible
under clean system conditions. Reboot
from clean system floppy, then identify
and replace all infected files. Data

recovery after the trigger is possible.
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VIRUS ANALYSIS 2

AVV - The Anti-Virus Virus

Eugene Kaspersky

Of thethousands of computer virusesnow known, many
haveno function but replication. Thereare, however, afew
viruseswhich haveaparticularly damaging trigger. These
may erase dataon fixed disks, corrupt programs, erasethe
contentsof CM OS memory, or hang the system. Such
virusestendto bewell known - two examplesare
Michelangeloand Disk Killer.

A step down from these blatantly malicioussamplesare
thosewith asupposedly humoroustrigger. Many viruses
display amessage or produce asound effect: for example,
Form causesthe PC speaker to produceaclick whenakey is
pressed, Tequiladisplaysamulti-coloured M andel brot set,
HH& HH launchesaround ball which bounceson thescreen,
and Playgame startsacomputer game - thisis probably
highly amusing for theviruswriter, but an annoying nui-
sancefor theuser.

At the bottom of the damage scale are viruseswith ‘ semi-
beneficia’ trigger routines, suchasY ankeeDoodle, which
announces, ‘it’ stheend of worktime, let’ sgo home’,
accompanied by atune. TheKiev virusalso attemptsto be
useful, by hel ping the user keep track of thetime by beeping
six timesonthehour, every hour. However, the most
potentially useful trigger of any virussofar isCruncher (VB,
June 1993, pp.8-9), which can actually savedisk spaceon
infected machinesby compressinginfectedfiles.

What more can avirusdo to aninfected system? It seems
liketheonly limit to the possibilitiesfor trigger routinesis
theimagination of thevirusauthor. Perhapsthe most
unusual payload of any virusisonewhichidentifiesand
destroysany other virusesit encounters. an anti-virusvirus!

A Brief History

Althoughanti-virusvirusesarearelatively new phenom-
enon, thereare already ahandful of virusesknown to attack
infected programs. Thefirst examplel discoveredwas
Pentagon. When thisvirusinfectsadiskette, it checksfor the
presenceof Brain: if found, PentagonremovestheBrain
virusfromthedisk beforeinfectingit withitself.

A second such exampleisY ankee Doodle (version 44).
When afileinfected with thisvirusisexecuted, the system
memory ischecked for the presence of theltalianvirus. If it
isdetected, thememory-resident component of Italianis
altered so that further infectionsof theviruswill only
replicatethrough 255 generations. Shortly after distribution
of thisversionof Y ankee Doodle, further anti-viruscapabili-
tieswereadded toit: version 46 can disabl e the memory-
resident code used by Cascade.

Thesearetwo examplesof ‘good’ trigger routines, but they
areafar cry from being efficient or dependable, and do not
exoneratetheviruswriter’ sactions. In each case, theviruses
make unauthorised modificationsto code stored on thehost
machine, and are capabl e of dealing with only oneor two
viruses- far bel ow the standard of good anti-virus software.
Now, however, thefirst viruswith ‘ ready touse’ anti-virus
capabilitieshasappeared: AVV, theanti-virusvirus.

Overview

AVV isa2300-bytenon-memory-resident virusinfecting
only COM files. It functions by searching for other COM
filesinthe samedirectory and, whenit findsthem, prepends
itsown code, just likethe Jerusalem virus.

“ The most unusual payload of
any virusisone which identifies

and destroys any othersit
encounters; an anti-virusvirus’

AVV infectsonly filesbetween 2500 and 60000 byteslong.
When asuitablefileisfound, its attributes, time, and date
stamp arestored and cleared beforeinfection. Thesearereset
oncethefilehasbeeninfected. During thisprocess, thevirus
hooksInt 24h (the DOS Critical Error Handler), thus
preventing thedisplay of any error messages produced.

Beforeinfecting host files, AVV ensuresthat it hasunre-
stricted accessto the DOSInt 21h handler. Theoriginal Int
21hvector isobtained, using atracing procedure copied
fromthe Y ankee Doodlevirus. When thisiscomplete, the
virushooks Int 2Ah and replacesthe original handler with
anIRET instruction. Thiswill disablecertainanti-virus
monitors, but can al so cause NetWareto crash when running
onanon-dedicatedfileserver.

Anti-viral Features

Thegeneral aimsof AVV can be seen by examining the
followingtext stringscontained withinthevirus:

The AW version 1.12, Copyright (C 1992 " (ARV)
AW Warning! In file filenane.ext may be virus.

AW Warning! In systemarea may be virus.

AW Warning! In systemmay be virus. AW=of f

The AntiVirus Virus version 1.12 AW112: | am check
200++ viruses

Thank’ s Yankee Doodl e for original vectors

(ARV)
Finally, AVV checksthesystem’ sDOSenvironment: if the
string ‘AVV=off’ isfound, thevirusdisinfectsthe host file
whenitisexecuted. Thisgivestheuser astraightforward
method of cleaningup asingleinfectedfile. Simply typing
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thecommand‘ SET AVV=off’ at the DOS prompt, and
executing theinfectedfilewill causethevirusto remove
itself automatically fromthatfile.

Whenan AV V-infected fileisexecuted, thevirusattemptsto
check that the system containsno other viruses. Several
different methodsof detection (both specificandgeneric) are
used, each of whichislisted below.

When AVV receivescontrol, it first checksthe contentsof
the Sl register. If thisisnot equal to 0100h, thevirus
displaysthewarning message:

AW Warni ng! In system nmay be virus.

Thismethod of virusdetectionrelieson an undocumented
feature of DOS. WhenaCOM fileisloaded into memory,
DOSloadsthe Sl register with thevalue 0100h. If the AVV-
infectedfilesubsequently becomesinfected by another virus
which doesnot explicitly reset thisregister, the contents of
the Sl register will probably have been changed. Therefore, if
Sl isnot equal to 0100h, it isreasonabl e to assumethat the
filehasbeeninfected. Many viruses, including most Vienna
variants, can be detected by thissimpletest.

Virusesmay al so be detected through examination of the
firstinstruction of theoriginal Int 21h handler - thevirus
will calculatethe addressviathetracing routine. If that first
instructionisaJMP FAR (opcode EAh) which does not
pointinto upper memory, thevirusdisplaysthe message:

AW Warning! In systemarea nmay be virus.

Thisroutineisdesigned to detect viruseswhich overwrite
thefirstinstruction of theoriginal DOS Int 21h handler with
afar jump to themselves. The jumpsto high memory are
excluded because DOS 5.0 and 6.0 usethisconstruction to
load the body of its codeinto high memory. Thismethod of
redirecting callsto the DOS handler isused by several of the
morecomplex stealthviruses.

I nfection and Detection

When these generic virusdetection testsare compl eted, the
virussearchesfor other COM filesinthe samedirectory,
reading several bytesat the start and end of each fileinto
memory. Thisisdonefor thedual purposesof infectionand
virusdetection. Checksfor the presence of other virusesare
doneby carrying an elementary hex pattern search onthe
target file. For example, AVV checksthe beginning of the
filefor thetext string ‘ SURIV’ (asfoundin COM files
infected with April 1st). It also searchesfilesfor the
‘MsDos’ text string, or for part of itscode, withwhichit can
identify someversionsof Jerusalem. Through such elemen-
tary methods, AVV iscapabl e of detecting anumber of
virusesand virusfamilies. Where thishappens, AVV
displaysthemessage:

AW Warning! In file FILENAME. EXT may be virus.

whereFILENAME.EXT isthenameof theinfectedfile.
If novirusesarefound, AVV checksthefiledate/time

stamp. When anincorrect valueisdisplayed (eg. 62nd day),
AVYV displaysawarning message. | do not know exactly

how many virusesAVV detects, but the copyright string
states: ‘ AVV112: | am check 200++ viruses' . Two hundred-
plusvirusesdetected by just one other - not abad result.

If afileisnot infected, and thetime and date are correct,
AVV will infectit. However, nowarning messageis
displayedif thefileconcernedisalready infectedby AVV.
Thisshows bias on the part of the author. For example, if an
AVV-infectedfileisrunwheninfected by 4K, afully stealth
virus, AVV will display thefollowing messages:

AW Warni ng! In system nmay be virus.
AW Warni ng! In systemarea may be virus.
AW Warning! In file FRODO COM may be virus.

PossibleConsequences

AVYV isthesecond virus| have encountered with atrigger
routinewhich could be considered beneficial (Cruncher was
thefirst). Itishence possibleto find things other than
destructivetriggersinviruses: inthesetwo, run-time
compression of executablefilesand anti-virusscanners.

What will come next? A Windowsviruswhichincludesa
word processor?[Pleaseinsert Windowsvirusdisk 5 and
pressreturn... Ed]. What isthe borderline between auseful
program and avirus? It iseasy to make DOS self-replicate.
Doesthismean that DOSisavirus? The differencewhich
makes one program aviruswhile another is not seemsto be
oneof intent and motivation. AVV isdefinitely avirus, but
astime progresses, | find it harder and harder to decide
whereto draw theline.

Anti-Virus Virus

Aliases: None known.
Type: Non memory-resident, parasitic.
Infection: COM files only.

Self-recognition in Files:

Checks ID-word ‘AV’ in file beginning at
the offset 8.

Self-recognition in Memory:
None.
Hex Pattern:

BOFF FFF2 AE26 3825 75F6 83C7
03B8 023D 8BD7 061F E8C1 FEOE

Intercepts: Int 24h to disable DOS write-protect
error messages and Int 2Ah to disable
antiviral monitors.

Trigger: Displays warning messages (see text).

Removal: Under clean system conditions, either
identify and replace infected files or
type ‘SET AVV=off' from DOS prompt

and run an infected file.
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VIRUS ANALYSIS 3

Riotous Assembly

James Beckett

When peopleinvolvedinthefight against virusescomplain
that the phenomenaare predominantly rather dull, itismost
certainly not aninvitationto theauthorstotry harder. Now,
however, another ‘wish’ hasbeenfulfilled, intheemergence
of amore advanced virus- Cyber Riot, thefirstwhichis
capableof infectingtheWindowsKernel.

Knowledgeof Windows' internal sisclearly becomingmore
widespread - Cyber Riot usesseveral Windowsfunctionsnot
documentedinany of theDevelopers’ Kits. Viruswriters
haveonceagainfoundtheknowledgethey require, whether
from published books such asPietrek’ sWindowsInternals
and Shulman’ sUndocumented Windows, or through reverse-
engineering Windowscode. Thefact that suchinformationis
not availablefromMuicrosoft’ sdocumentation makesthe
entiredisassembly processdoubly painful.

PreviousWindowsviruseshaveoperatedfairly simply -
WinVir_14wasanon-resident one-shot virus, whilst Twitch
searched systematically through thedisk for targets. InDOS,
thesemethodsof infection havemet withonly limited
success, so most DOS virusesintercept file or disk accesses
toinfect files* ondemand’. Cyber RiotisthefirstWindows-
specificvirustoremainresident and tointercept theexecute
function by infecting KRNL 386.EXE - thisisequivalentto
infectingthe DOS hidden systemfiles(eg. |0.SY Setc.).

WindowsSystem Files

TheWindowssystemisbased largely on special EXEfiles
keptintheSY STEM directory - KRNL386.EXE,
USER.EXE, and GDI.EXE. Functionscalled by Windows
applicationsaredynamically linked to thesefilesat runtime;
for example, GDI.EXE containsfunctionsfor the Graphical
Devicelnterface(basiclinedrawing, window operations,
clipping, palettesand so on). USER has higher-level
functionsfor Dialog boxes, Cursors, Icons, etc. The KER-
NEL module(fromKRNL286.EXE or KRNL386.EXE)
providesfor fundamental sliketask switching, memory
alocationand event handling. All thesefunctionscombine
tomaketheWindows* set-up’.

Oneparticular function of theK ernel module
KRNL386.EXE, WinExec, isused for starting up new
applications. Thisistypically called by Program Manager or
File Manager when anicon or nameisdouble-clicked, or
when the Run command in the File menuisused. In DOS,
virusesnormally intercept Int 21h, subfunction 4B00h (the
DOSLoad _and_Executecommand). Thecomparable
WindowsfunctionisWinExec: thiscannot beintercepted by
anactiveapplication. Therefore, theauthorshavehadtofind
an alternativemethod of subvertingit.

I nfection Procedure

When an application infected with Cyber Riotisrun, the
virussearchesfor thefilefromwhich the KERNEL module
came, using theWindowsfunction designed for that purpose.
It opensthefile, checksthat it isasegmented executable and
not already infected, by looking for achecksum valuewhich
correspondstothetext‘LROY’ (thevirus' infectionmarker).
Before proceeding, it attemptsto back thefileup by chang-
ingthe EXE extensionto EXF.

I nfecting Windows executabl esisacompl ex task - asubset
of operations performed by thelink stageinaprogram
compilation. Thisismoredifficult than the simple append-
ing onecan doto aDOS COM fileand the minimal fixup
requiredto aDOSEXEfile. All thedynamic-linking which
makes up the Windows APl requiresthat avast amount of
information be held in the header of aprogramfile, in order
to control how itloads. Wheninfecting afile, thismust be
analysed, copied and modified so that theresulting filestill
worksasintended, albeit with the new virus code attached.

“ Onreturn fromthe MessageBox
function the virus startson a

wave of destruction through the
fixed disks’

Some 800 lines of code have been writtento thisend, en-
ablinginfection of both standard executablesand thekernel
file, whichisstructuredin adifferent manner to other
Windowsfilesand needsadifferent strategy. Thebasic
operationisto add an entry to the segment table (roughly
speaking, thetable of contentsfor thefile) foritsown single
3272-byte segment, then adjust therest of thefileto accom-
modateitself.

Functionswhich can be called from other programs must be
declared so that Windows executables can link to them - this
isdoneby entriesin the header. Thevirus patchesthis
information so that the WinExec function pointstoitsown
code. Theaddressof theoriginal entry point iskept, sothe
viruscan call it. When this processis compl ete, thevirus
immediately jumpsback to start the host application asif
nothing had happened. Thisisnew in comparison with older
Windowsviruses, whichwerenot capabl e of passing control
back to the host file - it was necessary to issuethe execute
command asecond time. It isthisproperty which represents
asignificant advance on the part of thevirusauthors.

Nothing more happens until Windowsisexited and restarted
- modifications have been madeto thefile on disk, but not
loaded into memory. Onceloaded, the new kernel module
usestheviruscodeto subvert the WinExec function.
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M essageBox

When anew program isexecuted, the ersatz WinExecfirst
callstheoriginal Windowshandler, so that the program
startsimmediately. Thevirusthen considersthefilefor
infection, just asitdid theKernel file. However, after
infection, atrigger routinemay activate. Thevirushas
aready made adynamiclink to aUSER modulefunctionfor
displaying amessage box, and now checksthedate. On
certain dates, it displaysamessagein awindow using the

M essageBox function. All bear thetitle;

Chicago 7: Cyber riot

A different messageisprinted inthebox according tothe
date of thetrigger - from April 29thto May 1st:

Happy anniversary, Los Angel es

Anar chists of the world, unite!
On any Friday beforethe 13th of amonth:

Wien the | evee breaks, | have no place to stay...

(Crying won't help you. Praying won't do you
no good)

And on any Saturday in March 1994:
Save the whal e, harpoon a fat cat.

Harmless enough, perhaps, but pressing OK might not bea
goodidea: onreturnfromthe M essageBox functionthevirus
startson awave of destruction through thefixed disks,
writing part of thevirus code over thefirst sector of each of
tracks 1 to 255, heads 0 and 1. It omitsthe M aster Boot
Sector and DOS Boot Sector, but many fileswill be at least
partly corrupted - one sector of corruption can bedisastrous.
Onewonderswhy the authors conscientiously back up each
infected program when such aroutineisincorporated.

Chicago7

Theviruscontainsanumber of text messages scattered
throughout the code. They are not encrypted, nor hasany
attempt been madeto hidethem. Some are thetext for the
messages mentioned above, but several arenever printed.

Thefirst of these seemsto makearather contradictory claim
of thedate of writing, mentioning both January 1993 and
summer of the sameyear. Another hintsat moreto comein
the sameline, with an askance poke at the soft drink
industry’ sadvertising:  Coming soon: Diet Riot. Samegreat
aftertaste, fewer bytes.” If thisreally istargeted at compres-
sionalgorithms, anti-virussoftwarecompanieswill haveto
think carefully about their compressed-filescanning.

Y et another message offersthe source code, for $15,000,000,
but probably nobody will take advantage of theauthors’ kind
offer. Thefileposition of another suggestsit might have
been meant as part of the second M essageBox, though the
text, ‘Convict thepigs', isunrelated. Thereisalso acom-
plaint, which could be agenuinegrouch, or ared herring:
‘Why does|BM need to lay meoff? Ohwell, their loss.’

Finally, acrypticcomment, accusing anti-virusproduct
vendorsof making money out of hypeand user confusion:

Whether copyrightinfringement could becomeanissuewith
regard to virusdisassembly by researchershasyet to be seen,
but many viruses contain messagesclaiming ownership. In
thiscase, thereisalmost abiography: ‘ Thisprogram was
writteninthecitiesof Hamburg, Chicago, Seattleand
Berkeley. Copyright (C) 1993 Klash/Skism/George J/

Phal con/Henry Buscombeand 2 ex-Softies, collectively
known asthe Chicago 7'.

Skism and Phal con arewell-known names, creators of
PS-MPC (Phal con/Skism M ass-Produced Codegenerator),
but Chicago 7 seemsto beanew alliance, promising many
amusing daysto come.

Summary

Aspart of thekernel, thevirusisnot readily detectablein
memory, but achecksummer should detect the changesmade
totheinfected files. Inorder to be precise about detection
specifications, thestructureof theexecutablefileand ways
of tracking down entry pointsneed discussion, but this
would require much greater depth than time and spaceallow
here. Simple patterns sufficefor abasic scanner, but any
sensiblesystemwouldlocatethearearequiredinthefile
beforeaccepting thisstring assignificant.

Cyber Riotislimited toWindows systemsand cannot, as
such, propagate under DOS. Unfortunately, thisdoesnot
mean that spread of the viruswill berestricted, asmany
peoplenow useonly Windows, findingaDOS command-line
interfaceproblematic. Thevirusmay yet get somewhere, if
peopledo not notice the extratimethe hourglassisontheir
screen. Aswith all viruses, itisessential to check out any
anomaliesinyour operating system; only thusisit possible
tolimittheir propagation.

Cyber Riot

Aliases: None known.
Type: Parasitic file infector.
Infection: Windows Kernel programs.

Self-recognition in Files:

String ‘LROY’ in EXE checksum.
Self-recognition in Memory:

Not applicable.
Hex Pattern: offset 013Ah from end of start segment.

B40D CD21 OEOQ7 8B5E F8B9 8000
518A D1B9 FFO0 518A E9B8 0302

Intercepts: Windows Kernel WinExec function.
Trigger: Displays message on various dates.

Removal: Delete infected EXE files, and rename

corresponding EXF to EXE. Reload
KRNL.EXE files from Windows disk.
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COMPARATIVE REVIEW

1994 Scanner Test

Mark Hamilton

TheVirusBulletin comparative scanner test has now
establisheditself asatraditional January event, and provides
readerswith an excellentinsight into the efficacy of their
chosen product. Thisyear thefield hasreduced very slightly,
withonly nineteen different productsactually makingitto
thestarting blocks.

Themost important attributesmeasuredinthisreview are:

* Theability to detect virusesknown to beinthewild.

* Theability to keep up to datewith arapidly increasing
number of viruses.

* The speed of the scanner.

All devel opersand vendorswereinvited to submit copiesof
their latest versionfor testing. Theturnout wasexcellent,
with only ahandful of absentees. Productsunavailablefor
testing becausethey have been discontinued over thelast
year includeNOVI, Untouchable, and Xtree Allsafe.

The‘IntheWild and‘ Standard’ test-setshave been
modestly expandedtoincludeviruseswhich haveeither
becomecommon or areparticularly difficult to detect. Full
detailsof thetest-setsare given at theend of thereview.

All the products were tested on aCompaq 386 running at
16MHz. The hard disk speed test used theCompaq's

42 Mbyte drivewhich wascompressed using Stacker to
provide 113 Mbytesof theoretical disk storagecapacity. The
driveactually contained 45,818,823 bytesin 1,769files, of
which 19,414,441 bytes(375files) wereexecutable. The
floppy disk speed test measured thetimeto scana3.5-inch
high density diskettewhich contained 43files (1,446,811
bytes), all of whichwereexecutable.

AV ScanVersion1.25

In the Wild:  100%
Standard: 99.7%
MtE: 100%
Verdict: Excellent for a freeware product.

AVScanisa'freeware’ scanner distributed by H+ BEDV, and
can be downloaded from anumber of bulletin boards
including the Virus Forum on CompuSer ve. The scanner
actsasadvertising material for thecompany’ smuch more
completeanti-viruspackageAntiVir IV, which, unlike
AVScan, isonly availablein German. Theproduct rankswell
abovemany of its‘ payware’ rival's, missing only onevirus.

Central Point AntiVirusVersion2.1

In the Wild:  91.5%

Standard: 97.3%

MtE: Failed to complete test.
Verdict: Mediocre.

Among the eight viruses missed from the Inthe Wild test-set
werePowerpump and Todor. However, CPAV’ sidentifica-
tion of the boot sector virusesincluded in thetest-set | eft
somethingto bedesired: both the Quox and Monkey viruses
weredetected simply as‘Viral CodeB’.

Oneof theconfusing and unexplained mysteriessurrounding
thisproduct isthat, unlessCPAVisconfiguredto allow
network access, the user cannot scan any external drivesor
devices. Thisneedsto be made clear inthe manual.

A coupleof other problemswerediscovered during testing.
Theproduct ranvery slowly when scanninginfected drives,
taking over 40 minutesto scan thedrive holding the Stand-
ard test-set. In addition, Central Point does not appear to
havesorted theproblemreportedinlast year’ scomparative
review: theproduct still unceremoniously crashesand hangs
the PC when morethan 255 infected filesarefound.

Intermsof speed and detection, CPAV now liestowardsthe
back of thefield. Overall, adisappointing result.

Microsoft AntiVirus

In the Wild: ~ 75.5%

Standard: 94.1%

MtE: Failed to complete test.

Verdict: A useful prophylactic, but inaccurate.

Although Microsoft hasrel eased anew version of MS-DOS
which containsamore up to date version of its scanner, the
company choseto submitMS-DOS6.0for thisreview.

MSAV missed viruses from both the In the Wild and the
Standard test-sets. Someof thevirusesit failed to detect
havebeenin circulationfor many months. MSAV alsofailed
to completethe MtE test - each timeit ran, it caused the
Memory Manager (also aMicrosoft product) to terminate
the DOS session with an Exception Error. Not an auspicious
result for two products supposedly fromthe samestable.

Thefact that it isareasonably fast scanner will comeascold
comforttothosewhorely onit. MSAV can detect most
common viruses, and as such, itisauseful additionto DOS.
However, it would be difficult to adviseitsuseon systems
whereviruspreventionisamust rather than aluxury.
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package . In the Wild In the Wild Standard Mutation Engine Overall Accuracy
File Infectors (80) Boot Sectors (14) (371) (1926) (100)
AVScan 80 14 370 1926 99.9
CPAV 72 14 361 Failed to Complete 83.6
Dr Solomon's AVTK 80 14 371 1926 100
F-Prot 80 14 371 1926 100
IBM AntiVirus 80 14 371 1926 100
Iris AntiVirus+ 68 13 362 1926 89.8
McAfee SCAN 7 14 364 1926 97.4
MSAV 59 12 349 Failed to Complete 71.7
Norton AntiVirus 75 12 367 1926 94.6
PC-cillin 62 12 361 0 74.6
PCVP 74 13 366 1926 94.5
Sophos' Sweep 80 14 371 1926 100
TB Anti-Virus 80 14 371 1926 100
The Doctor 70 13 359 1926 91.2
VET 7 14 360 1817 96.6
Virus Buster Failed to Complete Failed to Complete Failed to Complete Failed to Complete N/A
VirusCure Plus 68 14 360 1926 90.5
VIS 66 13 367 1926 88.6
Vi-Spy 80 14 371 1926 100

Food for thought: Thisyear, six productsachieved perfect scoresinall thetests. Thesewere Dr Solomon’ sAnti-VirusToolkit, F-Prot, IBM AntiVirus,

Sophos' Sweep, Thunder BYTE Anti-Virus and Vi-Spy. Theoverall scoreof each product hasbeen cal culated by weighting the performanceagainst each

test-set asfollows: IntheWild, 70, Standard, 20, M utation Engine, 10.

IBM AntiVirusVersion1.04

In the Wild:  100%
Standard: 100%
MtE: 100%
Verdict: An excellent addition to PC-DOS.

Thisisthefourth release of IBM AntiVirussince| BM

compl etely rewroteand re-rel eased theproduct in November
1992. Although upgradesto the product areonly released
quarterly, it neverthel essmanagesto keep up to date. It
found all the samplesin theVirusBulletintest-setswithout
any problemswhatsoever - acreditableperformance.

Rather than simply scanning the disk every timethe product
isrun, IBM AntiVirusmaintains achecksum database of all
filesonthedisk, and scansonly thosefileswhich have
changed. Thismeansthat the product is slow to scan adisk
for thefirst time, but much faster on subsequent scans.

I still find its user interface somewhat quirky and it takes
sometimeto become accustomed to itsmodus oper andi. For
example, itisextremely difficulttoselect all theprogram

filesonjust onehard drive or partition. | found | had to add
each directory to becheckedinturn, aprocedurewhich was
unwieldy andtime-consuming.

IBM AntiVirusfor both DOSand Windowsisbundled as
part of IBM PC-DOS6.1 and as such, representstremendous
valuefor money. A classaboveMSAV.

PCVPVersion1.23
In the Wild:  92.6%
Standard: 98.6%
MtE: 100%
Verdict: Fairly fast but lacks detective powers.

PCVP scan speedisquiteimpressive (over 300K bytesper
second), but islet down slightly by itsdetection results. It
missed Power Pump, SBC, WinVir_14, Butterfly, Satan Bug
and Quox, inthe Inthe Wild test-set. The programincludes
amouse and menu-driven front end, though it can also be
command linedriven, making it suitableforinclusionin
batchfiles.

VIRUSBULLETIN ©1994 VirusBulletin Ltd, 21 The Quadrant, Abingdon, Oxfor dshire, 0X14 3Y S, England. Tel +44 (0)235 555139. /90/$0.00+2.50
No part of thispublication may bereproduced, storedin aretrieval system, or transmitted in any form without the prior written permission of the publishers.



16 VIRUS BULLETIN JANUARY 1994

Package ‘Hard Drive Scan Hard Drive Scan lFIoppy Disk Scan Floppy Disk Scan
(minutes and seconds) (Kbytes per second) (minutes and seconds) (Kbytes per second)
AVScan 2:29 127.0 1:23 17.0
CPAV 4:01 78.7 2:20 10.1
Dr Solomon's AVTK 1:12 263.3 0:37 38.2
F-Prot 1:45 180.6 0:37 38.2
IBM AntiVirus 1:42 185.2 1:58 12.0
Iris AntiVirus+ 1:33 203.9 0:57 24.8
McAfee SCAN 5:50 54.2 2:50 8.3
MSAV 3:37 87.2 1:12 19.6
Norton AntiVirus 0:54 351.1 0:25 56.5
PC-cillin 1:39 192.5 1:27 16.2
PCVP 1:02 303.4 0:47 30.4
Sophos Sweep 7:56 39.9 3:38 6.5
TB Anti-Virus 0:38 498.9 0:17 83.1
The Doctor 4:00 79.1 1:28 16.0
VET 0:56 339.2 0:35 41.0
Virus Buster Failed to Complete Failed to Complete Failed to Complete Failed to Complete
VirusCure Plus 9:31 33.2 3:01 7.8
VIS 10:05 31.3 4:34 52
Vi-Spy 1:58 161.0 1:37 14.5

Y ou want it when!?Scan speedsvaried wildly during thistest, ranging from an unbelievabl e 38 secondsto awhopping timeof over tenminutes. Itis
interestingto notethat, of thesix scannerswhich achieved perfect scores, nearly all haveaboveaverage scan speeds, showingthatitispossibletohave
one' scakeandeat it! It should benoted that many of thescannersslow down drastically when scanning aninfected disk.

IrisAntiVirus+Version4.20.22

McAfeeSCAN Version9.29V 108

In the Wild:  86.2%
Standard: 97.6%
MLE: 100%
Verdict: Considerable room for improvement.

Irisgetsanimmediate black mark for supplyingits product
onwrite-enabled floppy disks. AntiVirus+ isnot quiteas
good asitsmanual or accompanying advertising literature
would haveyou believe. Among thecommon virusesit

In the Wild:  92.6%
Standard: 98.1%
MtE: 100%
Verdict: In danger of becoming outdated.

Sporty DOS and Windowsfront-end programsarenow
provided as standard with SCAN, the best-known of theUS-
produced packages. However thismerely seemsto be
window-dressing totry and vitaliseaflagging product.

failed to detect were Father, Hidenowt, Necros, Satan Bug,

Starship and Quox. All thesevirusesare known to beinthe
wild - Irisneedstoimprovethese scoresdrastically. Al-
thoughitfound all MtE infections, it missed several viruses
inthe Standard test-set.

Thescanner failed to detect the L oren and Power Pump
infectionsfrom the Inthe Wild test-set, aswell as some of
the older virusesfrom the Standard test-set. SCAN wasonce
one of thefaster productsavailable - now itisone of the
slower ones.

AntiVirus+ isnot one of thefastest packages, but neither isit

unusably slow - it ran at arespectabl e 204 K bytes per second

duringtests.

Overall, AntiVirus+ needstoimproveitsdetection capabili-
tiesconsiderably before| am prepared torecommend itsuse.

Itsavailability asshareware - which to many meanswithout
cost - guaranteesitscontinuing survival. However, users
who are serious about detecting viruses should now start to
consider other alternatives, eventhoughthisalmostinevita-
bly means paying morefor peace of mind.
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Dr Solomon’ sAnti-VirusToolkit

Version6.56
In the Wild:  100%
Standard: 100%
MtE: 100%
Verdict: Trusted and effective.

Thereisvery little one can say about thisproduct. Itis
consistently good, and hasdeservedly becomeoneof the
benchmarksby which other anti-virusproductsare meas-
ured. Itisnot, however, the fastestand most accurate
product - this position has now been usurped by
ThunderBYTE Anti-VirusfromESaSS

F-Prot VVersion 2.09F

In the Wild:  100%
Standard: 100%
MLE: 100%
Verdict: Excellent performance.

Frisk Softwarehasareputation for producing ahigh quality
virusscanner, and thisversionisno exception. It achieved a
perfect scoreagainst all thetest-sets, although it does seem
to begetting slower inoperation.

F-Protisanexcellent scanner for any anti-virustool-chest.
Inthe UK, it ismarketed and supported by Reflex
Magnetics, though thelatest versionscontinueto beavail -
ablefrom CIX and CompuServe- aswell as by anonymous
ftpfrom several Internet sites. A non-sharewareversion of
the product isnow availabl e, boasting enhanced heuristic
detectionand additional features. Recommended.

Norton AntiVirusVersion3.0

In the Wild:  92.6%
Standard: 98.9%
MtE: 100%
Verdict: Much improved, but still needs work.

Like so many other scanning products, Norton AntiVirusis
let down by itsinability to detect certain viruses- thereason
onebuysascanner inthefirst place. Neverthel ess, the user
interface, manualsand assorted trimmingsareall of avery
high standard, and the product isfast and easy to use.

Theproduct’ svirusdetectionrating hasincreased sincelast
year, but not enough for it to gain perfect scores. NAV
missed seven virusesknown to beinthewild. Thismay bea
problem with the age of the product, asthefile date of the
scanner was 20th September 1993. NAV 3.0 shows promise,
and may well improveover thecoming year.

PC-cillinVersion3.65

In the Wild:  78.7%

Standard: 97.3%

MLtE: 0%

Verdict: Not recommended.

Thisproduct wasfully reviewed by Dr Keith Jacksonin last
month’ sedition of VirusBulletin. It istheleast accurate of
all the scannerstested. Thisisdue partly toitsage and partly
tothefactthatitisincapableof detecting polymorphic
viruses. Thisproduct has no redeeming features, and asan
added ‘bonus’ requiresthe use of adongle.

Sophos’ SweepVersion2.55

In the Wild:  100%
Standard: 100%
MtE: 100%
Verdict: Stable and reliable.

Sweep has changed little over theyears, and hasearned a
reputationfor beingreliableand effective. Themost notice-
ableimprovement to the product isthe addition of SW, a
CUIl-compliant DOSfront end. Whilenot aparticularly fast
product (though the product runsseveral timesfasterinits
‘quick’ mode), itisalwaysin thetop handful of productsin
comparativereviews. Veryreliable.

ThunderBY TEAnNtiVirusVersion 6.08

In the Wild:  100%
Standard: 100%
MtE: 100%
Verdict: Blinding speed and accuracy.

TBAV isaproduct which hasimproved dramatically over the
years. Not only hasit becomefaster and more accurate, but
the user interface hasimproved aswell. All thevarious
components can now becalled from the central menu
program, TBAV, or directly fromthecommandline, allowing
for flexibility of operation.

Aswell asan excellent scanner, the user can add hisown
hexadecimal search stringsto the product. Thisiscomple-
mented by thefacility to carry out an optional scan of the
filesusing heuristics. Theheuristic portion of earlier versions
wasproneto mistakes, identifying innocent programsas
beinginfected: thisversion madeno sucherrors.

The product scored perfect resultsagainst all thetest-sets
used, aswell asearning the honour of being the fastest
scanner. Thisisavery impressiveresult, and TBAV deserves
to beseriously considered asauseful and active part of any
anti-virustoolKkit.
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VirusCurePlusVersion3.12V 102

In the Wild:  83.0%
Standard: 97.0%
MtE: 100%
Verdict: Pretty interface, lacklustre performance.

VirusCurePlusisahotch-potch of programsdevel oped by
IMS using McAfee Associates’ scanner technology. Its
manual isappallingly brief and does not explain many of the
scanner options.

Unfortunately, theon-linehelpisof littlemoreassistance:
for example, pressing F1 withthe Scanner Optionsdia ogue
box open resultsin ahelp page, which briefly describeswhat
the program means by scanning: hardly what the user wants.
IMS would bewell advised toimprovethis.

Among thevirusesVirusCure Plusmissed were Tremor,
Starship, Hidenowt, Coffeeshop, Butterfly and Satan Bug,
fromtheInthe Wild test-set. It al so missed the newer
additionsto the Standard test-set, aswell assomeold
favouriteslike Casper. It wasonly just faster thanVIS, the
slowest of all productstested.

The Doctor Version 3.98

In the Wild:  88.3%
Standard: 96.8%
MtE: 100%
Verdict: Possible danger of false positives.

The Doctor isanew product from Thompson Networ k
Software, based on Leprechaun’sVirusBuster.

Whilst scanning aknown clean hard drive - for the speed
tests- TheDoctor identified two perfectly innocent filesas
infected: oneinthesharewarearchiver ARJ.EXE andthe
other inthe TSR management utility MARK.COM, afact
which| findrather disconcerting.

It missed the EX E version of Invader, both versions of

L oren, Necros, Powerpump, Sibel Sheep, Starshipand
WinVirinthelntheWild test-set: adisappointing result.
The Standard test-set results continued inthe samevein,
where, in addition to missing all the more recent additions, it
also missed someof theolder viruses.

The softwareisafflicted with bugs, one of which seemsto
prevent it from runningin batch mode. Thismeansthat
every timeit discoversavirus, the user is presented witha
menu of optionsfor proceeding. Thismight not posea
problem for most users, but for product testing it most
certainly does- particularly when using the MtE test set! Itis
very early daysfor The Doctor, and although theseresults
arenot awe-inspiring, itisto be hoped that the devel opers
will significantly improvethedetectionfigures.

VirusBuster Version4.01

In the Wild:  Failed to complete tests.

Standard: Failed to complete tests.
MtE: Failed to complete tests.
Verdict: Difficult to tell.

Theproduct installed correctly, but all attemptsat running
thescanner (BUSTER.EXE) werethwarted. Thetest PC
hung on every occasionwiththesimplemessage* Internal
stack overflow, System halted' . | seemtorecall anearlier
version of the program which presented mewith asimilar
probleminthelast comparativereview.Leprechaunhad
alsoincluded anew scanner, calledV-Mini. Unfortunately,
thistoo failed to work, and terminated with aruntime error
message. Theonly part of the package successfully tested
wasaVBuster ballpoint pen. Thisfunctioned well, though as
aword processor, it was prone to making mistakes.

VISAnti VirusUtilitiesVersion4.2

Inthe Wid  84.0%
Standard 98.9%
MtE 100%
Verdict: Disappointing.

Total Control suppliesaDOS CUI, Windows GUI, and
DOScommand lineversionsof itsprograms. The company
hasbeautified theWindowsinterface by thesimpleexpedient
of adding Borland’ scustom controls, but thisdoes nothing
for theefficacy of theproduct.

Apart from being the slowest product tested, itsdetection
rateisalsotoolow. Among thefile-infecting virusesit
missed inthe Inthe Wild test-set were Coffee Shop, L oren,
Necros, Powerpump and Tremor. Itsdetection of boot sector

infected by Dark_Avenger.Father virus
infected by Dark_Avenger.Father virus
infected by Maltese_fmoeba {5} wvirus
infected by Halloechen virus
infected by Helloween virus
infected by Helloween virus

infected by Jerusalem related virus
infected by Jerusalem related virus
infected by Jerusalem related virus

) JERUSAL1.EXE 4
EDDIE.COM
EDDIEZ.EXE
EDDIEZ.COM
FATHER.EXE
FATHER . COM
Gaa .CoM
HALLOCHE . EXE
HELLOWEE . EXE
HELLOWEE . COM
INVADER . COM
INVADER . EXE
JERUSAL1.COM

Fast and Accur ate.Muchimproved from|ast year, TBAV seemsto
begoingfrom strengthtostrength. Will TBAV retainthispositionin
thenext VB comparativereview?
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viruseswas better, whereit missed only the Quox virus.VIS
did find all the MtE samples, but at some cost - it took over
3 hoursto completeitsscan of the 1,926 samples.

BeforeVISbecamethegood-looking, mouse-driven program
itistoday, it wasfast, deadly accurate and reliable. Some-
whereduring thelast two yearsthe product haslost itsway,
and now haslittleto recommend it.

VET VersionE7.4

In the Wild:  92.6%
Standard: 97.0%
MLE: 94.3%
Verdict: MtE detection needs improving.

VET failed to detect Starship, Satanbug and WinVir_14from
the Inthe Wild test-set. It al so missed some of the older
virusesinthe Standard test-set, most notably M achosoft and
Diamond A. Cybec’ sMtE detection algorithm requiressome
attention - VET hasthe dubious honour of being the only
product to detect some samples, rather than the‘all or
nothing’ resultsof itscompetitors.

VET isacommand linedriven product, and does not have
any fancy front-end softwareto slow it down. Well-known
‘downunder’, the product needstoimproveitsvirus
detectioninorder todistinguishitself fromthecompetition.

Vi-Spy Version11.0Rel.09.93

In the Wild:  100%
Standard: 100%
MtE: 100%
Verdict: Efficient, accurate and reliable.

Vi-Spyishead and shoulders above most other American
anti-virusproducts, bothintermsof overall designand
accuracy. Thescanner takesano-frillsapproach, and
combinesspeedwithreliability. This, coupledwiththegood
performanceof the TSR component of the product (seeVB,
September 1993, pp.18-19), makesVi-Spy astrong competi-
tor toother, better-known names.

Observations

Themost telling resultsin thisreview were not from thetop-
scoring products, but from thosewhichfailed thevarious
tests. It can be clearly seenthat certain vendorsproductsare
beginning toflag under the volume of new viruses.

The purpose of theVirusBulletincomparativereviewsisnot
totell userswhich product to buy - rather it should show
which productsnot to buy. Readers should examinethese
resultswith care- if their product failed, they haveevery
right to ask thedevel oper why.

The Test-sets

1. In the Wild

Where appropriate, one genuine COM and one EXE file infection
of: 1575, 2100, 4K, 777, AntiCAD, BFD-351, Butterfly, Captain
Trips, Cascade 1701, Cascade 1704, Coffee Shop, Dark
Avenger, Dark Avenger, Dir Il, Eddie 2, Father, Flip (20 COM and
20 EXE), Hallochen, Hide Nowt, Jerusalem, Keypress, Maltese
Amoeba, Mystic, Nomenklatura, Nothing, PcVrsDs, Penza, Satan
Bug, SBC, Sibel Sheep, Slow, Spanish Telecom 1 (5 COM),
Spanish Telecom 2 (4 COM), Spanz, Starship, Syslock, Tequila (5
EXE), Vacsina, Vienna 2A, Vienna 2B, Virdem, W13-A, W13-B,
Warrier, Warrior, Whale (11 COM), Old Yankee 1 and Old
Yankee 2.

The following genuine boot sector infections: Aircop, Brain, Disk
Killer, Form, Italian Generic A, Joshi, Korea A, Michelangelo,
Monkey, New Zealand 2, NoInt, Quox, Spanish Telecom, Tequila.

2. Mutation Engine

This test-set consists of 1,926 genuine infections of the Groove
virus, which uses Mutation Engine encryption.

3. Standard

Where appropriate, one genuine COM and one EXE file infection
of:1067, 1077, 1226, 1260, 2480, 3445, 440, 4K, 5120, 555,
789, 800, 8888, 8 Tunes, Advent, Agiplan, Aids, Aids I, Akuku,
Alabama, Ambulance, Amoeba, Amstrad, Amstrad Cancer variant,
Anthrax, AP-605, AP-529, AP-480, AP-440, AP-400,
Armagedon, Attention, Bebe, Best Wishes 1, Best Wishes 2,
Blood, Black Monday, Bulgarian 1600, Bulgarian 1600 v2,
Bulgarian 1600 v21, Bulgarian 492, Bulgarian 905, Burger 1,
Burger 2, Burger 3, Burger-405, Carioca, Cascade Family (01,
04, Y4), Format, Casino, Casper, Christmas in Japan, Christmas
Tree, Christmas Violator, Cookie, Crazy Eddie, Dark Avenger, Dark
Avenger-2100, Dark Avenger 3, Datacrime Family (1, 2, II, IIB),
Datalock, Dbase, DBF Blank, December 24, Deicide, Destructor,
Devil's Dance, Diamond A, Diamond B, Dir, Diskjeb, Do Nothing,
Do Nothing 2, Doom 2, Dot Killer, Durban, Dyslexia, Eddie-2, Evil,
Faust, Fellowship, Fichv, Fish.1100, Fish-6, Flash, Flip, Fu
Manchu, Gergana, Ghostballs, Guppy, Halley, Hallochen, Hybrid,
Hymn, Icelandic 1, Icelandic 2, Icelandic 3, Int 13, Internal,
Invisible, Iraqi Warrior, Itavir, Jerusalem Family (4th Black Friday,
A204, Anarkia, AntiScan, B, C, GP1, Groen Links), Kylie,
Mendoza, PLO, PSQR, USA, Westwood, Jocker, Jo-Jo, Joker-
01, July 13th, Justice, Kamikaze, Kemerovo, Kennedy, Keypress,
Lehigh, Leprosy, Leprosy B, Liberty 1, Lovechild, Lozinsky,
Machosoft, MG, MG-1, MG-2, MG-3, MG-4, MGTU, Micro-128,
Minimal-45, Mirror, Mix1, Mix1-2, Mix2, MLTI, Monxla, Murphy-1,
Murphy-2, Nina, Nomenklatura, NTKC, Nukehard, Number of the
Beast Family A, B, C, D, E, F, Number 1, Old Yankee 1, Old
Yankee 2, Ontario, Oropax, Parity, PcVrsDs, Perfume, Phantom,
Phoenix, Pixel Family (1, 2, 3, 5), Plastique Family (AC-2900, AC-
3012, AC-4096), Polish 217, Polimer, Pretoria, Proud, Prudents,
Raubkopie, Russian Group (311, 417, 516, 600, 696, 707, 711,
948, 1049, 2144, Mirror), Saddam, Scotts Valley, Sentinel 1,
Shake, Slow, South African 1, South African 2, South African
416, Spanish, Spanish Telecom, Staf, Stardot-801, St.
Petersburg, Subliminal, Sunday, Suomi, Suriv 1.01, Suriv 2.01,
Suriv 3.00, SVC v3.1, SVC v4.0, Sverdlov, Svir, Sylvia, Syslock,
Taiwan A, Taiwan B, Tenbyte, Terror, Testvirus B, The Rat, Tiny,
Tiny Family 1 (T154, T156, T158, T159, T160, T167, T198), Tiny
Family 2 (T133, T134, T138, T143) Traceback, TUQ, Turbo 488,
Turbo Kukac, Twelve Tricks, Typo, V-1, V2000, V2P2, V2P6,
Vacsina Family (TP04, TPO5, TP06, TP16, TP23, TP24, TP25),
Vcomm, VFSI, Victor, Vienna Family (1, 2A, 2B, 3, 4, 5A, 5B, 6A,
6B, 582, 644, 646, 774, 822), Violator, Virdem Generic, Virdem
1, Virdem 824, Voronezh, VP, Vriest, W13-A, W13-B, Whale,
Willow, Wisconsin, Wolfman, XA-1 (1), XA-1 (2), Yankee Family
(TP33, TP34, TP38, TP39, TP41, TP42, TP44, TP45, TP46),
Zero Bug, Zero Hunt.

VIRUSBULLETIN ©1994 VirusBulletin Ltd, 21 The Quadrant, Abingdon, Oxfor dshire, 0X14 3Y S, England. Tel +44 (0)235 555139. /90/$0.00+2.50
No part of thispublication may bereproduced, storedin aretrieval system, or transmitted in any form without the prior written permission of the publishers.




20 VIRUS BULLETIN JANUARY 1994

PRODUCT REVIEW

Blue-Blooded DOS

Dr Keith Jackson

IBM hasrecently released PC-DOSversion 6.1, whichis
being sold asadirect competitor toMicrosoft MS DOS(VB,
May 1993, pp.17-19). Both operating systemsinclude
several add-on security features, including anti-virusand
backup software. Thisreview will ook at thesefeatures of
IBM’sPC-DOSintheir ownright, but | will briefly attempt
tocontrast thetwo products’ other properties.

Documentation

Thereview copy of PC-DOSwasprovided onfive

1.44 Mbyte, 3.5-inchfloppy disks. L ower density disks(720
Khbyte, 3.5-inch) areavailablefree onrequest, but thereisno
mention of any availability of 5.25-inch disks. Thisisstill
better than MS-DOS which arrived on 1.44 M byte disks,
withno mention of any other disk formats.

Thedocumentation statesthat updated versionsof I BM
AntiVirus, thebuilt-inanti-virussoftware, areavailablefree
to purchasersof PC-DOS oneimmediately, and onein
‘threetofour months’. Animmediateupgradeisvery useful,
asit bringsany product which hasbeenlyingonadealer's
shelf right up to date. After thesefirst two upgrades, new
virussignatures haveto be purchased, but the feeisnominal
(about £11.50). Very helpfully, thedocumentationlists
upgradedetailsfor variouscountriesaround theworld.
Everythingispricedinbothlocal currenciesand Danish
kroner (theupgradesareavailablefromIBM in Denmark).
Allinall, thisiswell thought out.

ThePC-DOSV6.1documentationisvoluminousto say the
least. It comprisesa28-page | nstallation Guide, a390-page
Command Reference & Error M essagesbook, a426-page
Users Guide, a32-page K eyboards & Code Pageshbooklet, a
158-page Everyday DOSbook (the* Janet and John Guideto
DOS' hit), and a103-page Data Compression Guide.

| have no spacein this short review to go into detail about
the documentation. However, itispatently clear that alot of
effort hasbeen expended onit, which hasresultedina
thorough, readabl e, and easy-to-usemanual. TheREADME
filewhich accompaniesthe documentationis50 K byteslong
and bang up to date: the fileson thePC-DOSdiskswere
dated just nine daysbeforethe beginning of my tests!

Installation

Installation of PC-DOSturned out to bevery easy. During
thisprocess, afew system choicessuch ascountry, keyboard,
and screen font haveto be made, but sensible defaultsare
offered, and on-linehelpisalwaysavailableby pressing the
F1key. Inasimilar vein, the user can choose whether

utilitiessuch as|BM AntiVirus, thebackup/restorefeatures,
the DOS shell, PCM CI A support, PenDOS(for pen driven
systems), and datacompression areinstalled. Theinstalla-
tion program makesit quite clear how much hard disk space
will be occupied by each of these options, theworst cases
being 6.5 Mbytesfor all the DOS*bellsand whistles’, and a
whopping 15.5 Mbytesif every DOSandWindowsfeatureis
fullyinstalled.

Oncestarted, theactual installation process consi sts of
nothing morethaninserting floppy disksinthecorrect order,
and then waiting for sometime while agargantuan hard disk
thrash takes place at theend. Complex alterationsare made
tothestart-upfilesAUTOEXEC.BAT and CONFIG.SY S
(copiesof theoldfilesarepreserved for futureuse). | was
impressed to seethat theinstallation program had been
throughthesefilesvery thoroughly, and changed every
reference madeto an old operating system featureintothe
appropriate new reference. FeaturessuchasaRAM drive,
use of the4DOS command interpreter, and the DOS shell
programwereall swapped for new versions, and worked
straightaway with no problemswhatsoever.

Overall, thisversion of PC-DOSscoresequally with
MS-DOS6 on ease of installation, but PC-DOSdoes seem to
pay alittle bit more attention to detail .

Anti-virusFeatures

Theanti-virussoftwareincluded withPC-DOSv6.1iscalled
IBM AntiVirus. Thefirst timethat thisisexecuted, the user
isinformedthatitis‘initializingitsdatabase’, during which
timeit searchesthrough the entire hard disk to figure out
which executablefilesarepresent. Thistakesquiteafew
minutes, but only happensat installation time. All subse-
quent executionssimply makealterationsto thisdatabase.

IBN AntiVirus/D0S

Check Setup Log Help

heck systenm

Look for knoun viruses in: Drives to check:

(+) Only new/changed files [X] Fixed drives
{1 ¢ ) Even unchanged files [ 1 Netuork drives
: Files to check
: [ 1 Advanced options selected (+) Program files
i ¢ ) All files

| Default settings Save settings

o

combining the speed of achecksummer withthevirusspecific
detectionof ascanner.
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Therearemany different set-up optionsprovided: for
example, an automated virus check can be carried out (each
boot, daily, weekly or monthly), thememory-resident anti-
virussoftware can beinstalled (or not), high memory can be
scanned, and desired combinationsof drives/filescanbe
specified. IBM AntiVirusdoesnot havethe myriad complex
optionssupported by someproductswhich | havereviewed,
but what ison offer isperfectly adequate.

IBM AntiVirusisactually produced by noneother than|BM
itself. ThiscontrastswithMS-DOSv6whichincludesa
lightly disguised version of Central Point’sCPAVprogram.
Indeed, my review of MS-DOSmadethe point that apart
fromthedifferent name, | washard pushed to see many
differencesbetweentheMicrosoft Anti-Virusprogramand
Central Point’ soriginal offering, includingthebugs!

TheBest of Both Worlds...

IBM AntiViruscan scan only thosefileswhich are new or
unchanged (that isthe point of thedatabase), or ‘ even
unchanged’ files. Notethat thelast phraseisaquotefrom
the PC-DOSdocumentation. Thedefault mode of scanning
istoinspect only fileswhich the scanner thinkshave
changed sincethepreviousscan. Thisobviously speedsup
the scanning process (seefiguresbelow), but doeshavean
associated risk. A viruswhichiscapableof infectingan
executablefile, and then altering the entriesinthel BM
AntiVirusdatabasein order to pass asunchanged, would
neatly circumvent theprogram.

I have no doubt whatsoever that such avirus does not exist
at thispoint intime, but | have lessfaith that onewill not be
developed at somefuture date. No doubt in an attempt to
makelifedifficultfor viruswriters, thedocumentation does
not explain exactly what the database’ contains. Thisalso
hastheside-effect that reviewerscannot comment onit.

In spite of theabove caveat, | till believethat |BM hasmade
apragmatic attempt toincorporate some checksum (1
assume) featuresinto itsscanner in order to produce a
product whichfitsusers' needs. Checksum programswhich
report every singlebit changeinevery executablefileare
support-intensive, and frankly do not work at all well when
executablefilesmodify themsel vesroutinely onexecution (a
practicewhichisbecoming muchrarer, thank goodness).
Scanner programswhichblindly searchtherarely accessed
cornersof ahard disk areblundering through their search
processfor no reason. It doesseemlogical to try and
combinethetwo methods, aslong asitisdonecarefully.

Speed and Accuracy

IBM AntiVirusscanned the hard disk of my test computer,
containing 891 files spread across 26.8 Mbytes, in 1 minute
9 secondswhen scanning only new/unchangedfiles, and

4 minutes55 secondswhen scanning ‘ even unchanged’ files.
Notethat thisconfirmsthe speed-up offered by the previ-
ously explained tactic of looking to seewhichfileshave
changed, and only scanning the oneswhich havealtered.

Obviously, if many executablefileshavechanged, thenthe
minimum scan time of 1 minute 9 seconds quoted abovewill
increaseproportionately.

For comparison purposes, Dr Solomon’ sAnti-VirusTool kit
could scan the same hard disk in 1 minute 20 seconds, and
Sweep from Sophostook 2 minutes 12 secondsin quick scan
mode, and 8 minutes 28 secondswhen doing acomplete
scan. Therefore, thel BM AntiVirusscanner isdefinitely one
of thefaster scannersaround when it usesitstactic of
scanning only thosefileswhich have changed sincethelast
scanwas performed. Considering that all fileswith the
extension BAT, BIN,CMD, COM, DOS, DL L, EXE, OS2,
OV?, PRG and SY S (far more than most scanners) are
includedinthel BM AntiVirusscan, thetimingsreported for
‘evenunchangedfiles’ arestill eminently reasonable.

Comparison with scan timingsreported by VB in May 1993
for MS-DOSV6 show quiteclearly that thel BM AntiVirus
scanner included withPC-DOSdefinitely outperformsthe
Central Point scanner included withMS-DOS, asfar as
speed of scanningisconcerned, and by some margin.

Theaccuracy of virusdetection provided by IBM AntiVirus
wasreasonabl e, but with somerather curiousexceptions.
Theviruseswhichwere detected can be splitinto two types-
‘definite’ and‘ probable’ virusinfections. Strangely, thevast
majority (84%, seebel ow) of viruseswere detected asonly
‘probable’, eventhoughthey most certainly areviruses. |
think (the manual isnot clear on thispoint) that by * defi-
nite’, IBM meansan infection by aknown viruswhich can
bedisinfected. Thispoint needsfurther explanation. | was
intrigued to find that, asfar asthe Vacsinaand Y ankee
virusesareconcerned, somevirustest sasmplesare detected
as' definite’, yet othersareonly ‘ probable’ . Why?

“ PC-DOSdefinitely outperforms
the Central Point scanner

included with MS-DOS, asfar as
speed of scanning is concerned”

Detailsof thevirus samples used for testing are contained in
the Technical Detailssection below. Of the 223 parasitic
virussamples, 30 virusesweredetected asdefiniteinfec-
tions, 184 as probable, and only nine sampleswent undetec-
ted. Thiscorrespondsto an overall detection rate of 96%.
Dueto thelack of a5.25-inch drive on my test computer, the
only boot sector viruswhich could betested was I talian,
whichwasdetected. All the 1024 M utation Engine samples
weredetected correctly.

Theviruseswhichwerenot detected were Dark Avenger (a
disturbing omission), three samplesof Datacrime, and one
each of FuManchu, Virus101, Power Pump and WinVir_14.
By way of comparison, theCentral Point scanner included
with MS-DOSisamost, but not quite, asgood: it failed to
detect 10virusesfromaslightly smaller test-set. Attentive
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readerswill havenoted that | BM AntiVirusachieved perfect
scoresinthelatest comparativereview. Thisisbecausethe
version shipped withPC-DOS6.1is(according to theon-
line help system) version 1.02: should the user send inthe
enclosedimmediate upgrade card, theefficacy of thescanner
isdrastically improved, movingitwell aboveMSAV' s
performance[Seepage 15. Ed.].

Shield

IBM AntiVirusoffersamemory-resident featurecalled
Shield DOS. | am unsurewhat thisisactually doing, asthe
documentation merely saysthat ‘ If avirusisdetected when
you arerunningaprogram, youwill benotified' . Other
explanationsarejust asvague, and thisreally doeswarrant
moreexplanation. | ran sometiming testswhilst copying a
large number of small files, and found that thetimetakento
carry out thisexercise wasthe same, whether or not Shield
wasinstalled. Thisfitsinwith thefact that viruses can be
copied when Shield isactive, and no errorswill bereported.

Oneother curiousfeatureisthat thedocumentationrefersto
aWindowsversion of IBM AntiVirus, but | cannot even find
it. Giventhe newnessof PC-DOS, thisfeature may of course
have been omitted for marketing reasons. Thisisno major
loss, as scanning for viruseswhen running Windowsisrather
missing the point. TheWindowsanti-virusprogramiseven
oncereferredto asIBM AntiVirus DOSfor Windows aname
whichisguaranteed to confuseusers.

Backup

Included withPC-DOSV6.1isaversion of Central Point
Backup. Thisisthe same software, bundled withMS-DOS6
and the PC Toolsutility package. Versionsfor DOSand
Windowsare provided, and both seemtowork reliably, with
noobviousquirks.

Onecurious point isthat although the DOS and Windows
versionsoperateinavery similar manner, they seemto
initialisethemsel vesindependently ontheir first execution.
Perhaps | am being naive, but | would have hoped that they
would beaware of each other’ spresence, and let users
switch seamlessly betweenthetwo. TheWindowsversion
in itsdefault state (the Expressinterface) isparticul arly easy
touse- just three huge buttons are visible on screen:
Backup, Restore and Compare. Even the most computer
illiterate user should be capabl e of figuring out what to do.
Why can’t all softwarebethiseasy to use?

Compression Software

PC-DOSvV6.1includesdatacompression softwarecalled
Super Stor/DS whichisindirect competition withthe
MS-DOSDoublespaceproduct. It even claimsto be compat-
iblewith Microsoft’ s Doubl espace- astatement which |
could not think of any simpleway totest. Thedocumentation
of Super Stor/DSisparticularly well-written, includinga
very good section on what to do if things do go wrong, and
anexplanatory list of all error messages.

Inclusion of the name Super Stor withinthe PC-DOS
compression software givesaway thefact that thisisanother
badged product, sincethetwo best known hard disk data
compression programsare called Stacker and Super Stor.

V ariouscommandsareincluded to makeSuper Stor/D Seasy
touse, and | had no problem whatsoever withiit.

Only timewill tell if Super Stor/DSisreliablein operation.
Certainly therehasbeen none of thefurorewhich occurred
over thereliability of Microsoft’ scompression software-
unlike Doublespace, Super Stor has been around for along
time, and hasaproven track record.

Conclusions

| found PC-DOSV6.1to beastable, well-documented
product. Theadditional featuresoffered by anti-virus
software, decent backupfacilities, and datacompression
should have beenincluded inthe operating systemyearsago.
Comparisonsof PC-D0S6.1and MS-DOS6 aredifficult to
makeasthe productsdiffer somuchinfinedetails. They are
roughly on apar asfar as backup facilities and datacom-
pression softwareareconcerned, but | prefer|BM AntiVirus:
itisquiteabit faster in execution, and as shipped is margin-
ally better at detecting viruses.

When | reviewed MS-DOSearlier thisyear, | concluded that
including anti-virusutilitieswiththe operating system could
well send many anti-virusvendorstothewall. IfIBM’s
PC-DOSV6.1lissuccessful, | have no reason to change that
conclusion. Subtlecounter-argumentsabout thevalid
reasonsfor investinginacommercial anti-virusproduct will
be awaste of breath: the crux of the matter isthe success of
MS-D0OS6.0. How many usershave actually gone out and
upgraded fromversion5of MSDOS?To quoteawell-
known phrase, ‘notalot’.

Technical Details
Product: PC-DOS

Developer : IBM, who havecontact pointsin nearly every country
intheworld.

Vendor : Most computer dealers.

Availability: An1BM truecompatiblewith one3.5-inchfloppy disk
drive, ahard disk with4 M bytesof available space, at | east 512
Kbytesof RAM. Thelargest hard disk partitionis256 M bytes.
Windowsversion3.1lisoptional.

Version evaluated: 6.1
Serial number: Nonevisible.
Price: £115 (or £45if upgrading from an earlier version of DOS).

Har dwar eused: A Toshiba3100SX |aptop, whichincorporatesa
16 MHz 386 processor, 5 Mbytesof RAM, one3.5-inch (1.4
Mbyte) floppy disk drive, and a120 M bytehard disk.

Virusesused for testing purposes: Thissuite of 143 unique
viruses(accordingtothevirusnaming conventionemployed by VB),
spread across228individual virussamples, isthecurrent standard
test-set. A specifictestisal somadeagainst 1024 virusesgenerated
by the M utation Engine (whichareparticularly difficult todetect
withcertainty).

For acompl etelisting of thevirusesinthetest-set used, see Virus
Bulletin, August 1993, p.19.
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FEATURE

That was the Year...

1993 proved to be abusy year inthe crazy world of theanti-
virusindustry. Products and companieshave been bornand
havedied, entiremarketing campai gnshavebeen contrived,
run, and discarded, and the computer underground has
continued to doitsutmost to makelifedifficult for increas-
ingly busy manufacturers. Somewould say all thiswas
merely businessasusual!

Court and Social

Themost eagerly awaited event of the 1993 anti-virus
calendar wasthelaunch of MS-DOS6. Would MSAV bethe
productto provideanti-virusprotection for themasses?
Several monthson, the answer appearsto beno.MS-DOS6
wasgiven alukewarm reception by security experts: the
virusdetection ratewasfar too low, and concernsover the
reliability of thebuilt-indisk compression softwareforced
Microsoft to rush out an ‘ upgrade’, MS-DOS6.2.

Thepromiseof revenuefromtheinclusion of anti-virus
softwarewithin DOSprovedtobeirresistibleto the new-
look 1BM, which raced out with PC-DOS6.1inthelast
quarter of theyear. Will thisproduct be the panaceafor
whichtheworld hasbeenwaiting? Will other vendors suffer
because of thislatest release? Only timewill tell.

The 1993 list of births, deaths and marriages makesinterest-
ing reading. Symantec has continued itsminesweep through
theanti-virusindustry (‘ That company’ smine, that oneis
mine..."), acquiring threevirusscannersinrapid succession:
CertusNOVI, and Fifth Generation’ s Untouchableand
Search and Destroy products. Each of these scannershas
sincebeen withdrawn. Central Point has spent 1993
similarly occupied, reportedly happy withitsrecent takeover
of Xtree.

Thenow customary January relaunch of S& Sinternational’s
magazine, VNI, thisyear seesachange of name. Virus News
International isdead: long liveitslatest mutation, Secure
Computing! Thisnew magazinewill aimtofill thegapin
themarket for aglossy computer security publication. Any
guessesastowhat it will doin January 19957

Spreading Slowly

If 1993’ sbatch of viruses had one particular theme, it was
polymorphism. By theend of theyear, researchershad
polymorphicvirusescoming out of their ears! MtE, TPE,
NED... theacronymsmounted up rapidly, leaving behind all
those who were not prepared to burn the midnight oil. This
hasmadetesting rather difficult: duetothelevel of polymor-
phisminvolved, many thousands of samplesareneededto
guaranteeaccuracy, ensuring plenty of latenights.

Thecomputer underground wasmeanwhileworkingonits
next project: ‘ buildyour ownvirus’ kits. Thesehandy
toolkits(now availablein anumber of different versions)
allow completely inexperienced usersto createtheir very
own viruses. Using thekits, itiseven possibleto putin
one’ sown customisedtrigger routine.

Thegood newswasthat therewereno large virusoutbreaks
last year. ‘Michelangelo Day’ passed with awhimper rather
than abang (but it was on a Saturday), and the presswas
blissfully freeof the* computer Armageddon’ typeof story
which had typified most articleson computer viruses.

Silencein Court?

Being aviruswriter in 1993 turned out to be ahazardous
pastime, as New Scotland Yard’'s Computer Crime Unittore
around England arresting unsuspecting hackers, battering
down doors, and generally doing their best to bring computer
criminalstojustice. However, catchingthecriminal proved
to be easier than gaining aconviction. Inthe spring of last
year, Paul Bedworthwasfound ‘ not guilty’ inthe‘hacking
trial of thedecade.” Bedworth, despiteadmitting breaking
intoanumber of different computer systems, walked free
from Southwark Crown Court, much to the consternation of
officersworking onthecase(and others!).

Not all of those nabbed by thelong arm of the law were so
lucky. A number of American hackerswereconvicted last
year, most notably Joseph Popp of ‘ AIDSDisk’ fame, who
wasfinally ‘brought tobook’ inltaly. It seemsunlikely that
Mr Popp will be extradited from the USA, but hewould be
extremely well advisedto avoid any holidaysin Romefor the
foreseeablefuture.

Still awaitingtrial for viruswriting are members of the UK
computer viruswriting group, ARCV, although no court date
hasyet been set. It ishoped that 1993’ slist of arrestsand
convictionswill convey theappropriatemessagetoall
hackersand viruswriters.

TheUndiscovered Country

Theprincipal trendinthevirusworldisoneof continued
effort. The problem nolonger attractsthe sort of media
attentionitoncedid, butisstill very muchthere: surveys
show that both the number of known viruses and the number
of virusesinthewild continueto grow. Thefight for
developersisto keep their productsup to date, in the face of
anincreasingly well-organised computer underground.

New laws, and a heightened awareness of thereal dangersto
comewill, inthelong run, go someway towards helping the
current situation, but the short term goals can only hopeto be
achieved by continued research. Virusdevel opmentslook set
to push scannersto their limits (e.g. Cruncher, or acombina-
tion of Commander Bomber and the M utation Engine), and
thenext line of defenceisnot yet clear. Any prophecieson
how theindustry will ook next January? Answersona
postcardto: TheEditor, VirusBulletin.
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END NOTES AND NEWS

Micheal Lafaro, theowner of New Y ork-based MJL Design, and John
Puzzo, oneof thefirm’ stechnicians, havebeen chargedwith threatening
toreleaseacomputer virusat acustomer site. Lafaro sold softwareto
WilliamHabermanin November. After complaining about thesoftware,
Habermanmadeonly apartial payment. Haberman contacted thepolice:
they told himto pay L afaro the outstanding amount on conditionthat
Puzzoremovedtheallegedvirus. When hedid so, hewasarrested. Under
tough new computer misuselawsin New Y ork, themen couldfacea
prison sentenceof 15years, threetimesmaximumjail sentenceunder the

ThelRA hasunleashed acomputer virusonthe City of London,
according to areport inthe Sunday Express. Thearticlegoesonto
explainthat computer expertssympathetictotheterroristshavewrittena
virusbelievedtobetargeted at L ondon’ s Sock Exchange. Doesthisspell
theend of computing asweknow it?Unlikely - thevirusin question
appearstobeacrudeJerusalemvariant, Jerusalem.|RA. Thevirushas
beenknowntotheresearchcommunity for sometime, and posesno more
of athreat thanany other. VB hasreceived noreportswhichindicatethat
thevirusisinthewild.

Roger Thompsonlooksset toannounceasplit with Leprechaun Software.
Thompson, who hascontinuedto develop VirusBuster 3.xx, instead of the
company’ slatest rel ease VirusBuster 4, said, ‘ Wefound that our
aspirationshad divergedtothepoint whereit seemed reasonableto split
thecompany.’ VirusBuster 3will henceforthbeknownas TheDoctor.

Thenumber of |aptopsstolen from unsuspecting userscontinuestorise.
However, toanindustrial spy, thedataonthemachineisof far morevalue
thanthemachineitself. Inan attempt to combat thisproblem, PC
Guardian hasannounced the Univer sal Notebook Guardian. Theproduct
isdesignedtoprovideprotectionby lockingthe3.5-inchdrivewitha
multi-strand steel cablewhich may besecuredto astationary object. For
further information, contact PaulineBasaran. Tel. +1 (415) 459 0190.

According to the National Computing Centre (NCC), only onein seven
UK usersfollowssecurity proceduresto prevent viruses even after
direct experienceof virusinfection. Launchingitssecond survey of 10,000
firmsin conjunctionwith the Department of Tradeand Industry and I CL,
theNCC saidit hopestoincreaseawarenessof | T security breaches. A
similar survey wascarriedoutin 1991, which concluded that morethan
half of businesseshad sufferedfrom I T security problems, at an estimated
total cost of £1.1 billionayear. Thefindingsof thenew report are
expectedtobeavailableinearly 1994.

UK’sComputer MisuseAct.

Jim Bateshasbeen elected as President of The Institute of Analysts
and Programmers, Britain’ sleading professional body for computer
programmers. Theappointment reflectsBates' continued effortstohelp
boththePoliceand userswho have been affected by computer crime.
Speaking about thepost, Batescommented,  Ascomputing becomesever
morecomplex, | hopel canhelpthe | AP to continueitspromotion of
standardsof ethical and technical behaviour whichenableeveryoneto
benefit from theuseand devel opment of computers.’ [ Bow. Scrape. Ed.]

PatriciaHoffman’ s VSUM Listingswill beresumed next month, as VB has

not receivedacopy of any resultssinceOctober.

TheNCSA hasannounced | VPC’ 94, theorganisation’ sannual Interna-
tional Virus Prevention and Information Security Conference. The
conferencewill beheld at Stouffer ConcourseHotel, WashingtonDC, on

March 31st - April 1st, 1994. Tel. +1 (717) 258 1816.

Open Networks Engineering hasjust announced anew range of products
designedto providesecuredatatransfer. SecurLAN, thecompany’ slatest
product, providessecuredatatransmissionfacilitiesaswell asAccess
control featureson both L ocal and Wide AreaNetworks. Theproduct uses
DEStoensuredataconfidentiality, aswell asRSA. For furtherinforma-
tion, contact Jon MacDonough. Tel. +44 (0)279 870860.
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