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EDITORIAL

A TroubledWorld

It would be profane and disproportionate at atime of such
intense international crisisto talk of ‘war’ and ‘warfare’ in any
context other than mortal combat - thisjournal hasin the past
made occasional referenceto the ‘ computer viruswar’; the
analogy may be apposite when peace prevails but is probably
best shelved for the time being.

It would also befutile, asthe level of conflict and violence
intensifies, to rain emotional invective on those peoplewho
write computer viruses. Their activities, which many countries
have designated crimes, are seemingly trivial (but not com-
pletely inconsequential) in the face of current world events.

It isnow obvious that many liveswill belostin 1991 - ayear
that has already wrought a succession of sobering imagesin the
electronic and printed mediaworldwide. Matters of lifeand
death invariably sharpen peoples’ perspectivesand help usto
regain asense of proportion. Regardlessof individual loyalties
and conscience, it isimportant to will peace, justice and
progressfor all people, everywhere.

Thisjournal’ sfunction isto report on atechnical threat to
computers - software, hardware and data. It attemptsto address
anincreasing, but not yet overbearing problem which besets
computer usersin all the developed and devel oping nations of
the world. Stopping this problem at its source will depend on
reason, clarity and logic, both on the part of those people
seeking to curtail the threat and from those who are actively
promoting it. In thisrespect, computer misuse, albeit unlikely
to cause extreme trauma, isnot dissimilar to the greater issues
whichtroubletheworld.

Inthevery first VB editorial in July 1989, the indiscriminate
nature of computer viruses, which victimisein arandomand
unpredictable manner, was presented as one of the clearest
reasons for the virus writersto desist from their activities.

Parallelswith terrorism are perhaps drawn too easily here;
computer viruses are not yet designed to kill, although the
repercussions of amultitude of safety critical systemsbeing
attacked by these means might well involve death and injury.
Reason, clarity and logic combined may even (if certain
academics and computer industry experts are to be believed)
providearationalefor devel oping such programs.

It remains, however, stupefyingly difficult to find a rationale
for the sort of vandalism which manifestsitself in the random,
indiscriminate destruction of peoples’ data and programs.

Temporarily discounting matters of peace and justice, where
istheprogressin all of this? Inflicting such damageis more
than just ahindrance - it is patently regressive.

The apologistsfor these activitiesinvariably arguethat it isthe
big organisations - the multinationals, the banks and all the
other institutions that supposedly ‘ oppress’ - which suffer most
from computer misuse. Infact, these organisations are well
aware of the dangers, are well defended and can respond
quickly and appropriately to the threatsthey face.

Thereal victim of computer virusesis, and increasingly will
be, theindividual - beit the computer user; wholly dependent
on hisdata, ignorant to the threat and woefully ill-prepared to
recover from the effects of malicious software, or the‘manin
thestreet’ ; temporarily or permanently inconvenienced by
essential medical, welfare, financial or other personal data
becoming corrupted or inaccessible.

We areall responsible for our own actions and the people who
develop and propagate viruses should, at the very least, realise
that they are responsible for impeding other peoples’ freedom,
creativity and progressindiscriminately. Millions of peoples’
livelihoods and welfare are now dependent on the humble
personal computer - to attack such systemsisirresponsible, if
not pal pably wicked.

Theworld istroubled and faces enormous dangerswhich
makes many other problems appear quiteinconsequential.
However, every responsible course of action by every individ-
ual, whatever hisparticular field of interest or knowledge,
servesto lessen the world’ s problemsin some small but
significant way. Thisisasrelevant to computer programming
asitisto all other endeavours.

TECHNICAL NOTES

TheWrite-Protected System Floppy Disk

Long term readers of VB will be familiar with our continual
warnings of the dangers of using scanning programs or disk
utilities to search for virusesin the event that a‘ stealth’ virus,
or aviruswhich infects program files as they areopened,
becomesresident in memory. In the former casethe viruswill
become'invisible’ providing noindication of infection, inthe
latter all files searched will become infected.

The need to repeat the warning has been re-emphasised by the
release of the Norton AntiVirus (VB, Jan 90). The documenta-
tion with this product only mentionsthewr ite-protected
system disk (or write-protected DOS disk asit isreferred to)
on page 20 of the manual (section QS 2) without sufficient
emphasis.

Thismay |lead the user to commence scanning directly in an
infected DOS environment - theNorton AntiVirus does not
claim to search for virusesin memory and tests have shown it
unableto do so.
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SymantecUK, which markets the product, has been informed of
this oversight and VB understands that plans are underway to
emphasise this essential requirement in the documentation
and/or abanner. Thisproblem is not confined to this particular
product; unfortunately, anti-virussoftwaredevel opersoften
automatically assume that the user will be aware of the need to
scan in aclean DOS environment and warnings are often

omited or muted. In fact, thisrequirement isfundamental to
combating computer virusinfectionsand cannot be over -

emphasised.

For the benefit of new readers and as ageneral reminder, a
brief resume of the the contents and use of the write-protected
systemfloppy disk follows:

A write-protected system floppy disk should be
prepared and made available as an essential contin-
gency measur efor combating computer virusinfec-
tions.

Thisdisk containsall MS-DOS system fileswhich are
transferred from the hard disk to the floppy by issuing the
command‘FORMATA:/S'.

Thefloppy disk should also contain the set-up and
configurationfilesknownasAUTOEXEC.BAT and
CONFIG.SY Sand any other systemfilesor device
driverssuch asANSI.SY S. Thesefilesare transferred to
thefloppy disk by usingthe DOS COPY command.

Notethat CONFIG.SY Susually refersto other files
which load into memory before the system starts, using
statements such as‘ DEVICE = filename' . All files should
be copied onto the floppy disk, and CONFIG.SY Sshould
be modified to refer to files on the floppy disk, rather
than files on the hard drive.

The system disk must bewr ite-protected, thisisa
hardware protection against the modification of thefloppy
disk by avirus or write command.

Should a computer becomeinfected, or an infection be
suspected, thisfloppy disk will be used to boot the
computer ensuring that any itemsexamined using
anti-virustoolsor disk utilitiesare ‘viewed’ through a
clean DOS environment denying a virusthe chanceto
employ hiding mechanisms such asinterrupt inter cep-
tion.

In the event that devel opments go awry and that no clean
write-protected system floppy disk isavailable, the
infected or suspect machinewill have to beinspected
using backup copies of themaster M S-DOSdisk. (See
also pp. 9-10). Inthisinstance, configuration files, device
driversand other specific system information will bere-
configured manualy.

VIRUSBULLETIN

EDUCATION, TRAINING
AND
AWARENESSPRESENTATIONS

Education, training and awareness are essential aspart
of anintegrated campaign to minimisethethreat of
computer virusesand malicioussoftware.

From March 1991, aVB representative will be avail-
ableto visit subscribing organisationsand deliver a
presentation about thethreat and the measures neces-
sary to minimiseit. The presentation, aimed at compu-
ter usersand non-technical staff, can betailoredto
comply withindividual company requirementsand
proceduresin coordinationwith management.

Thesepresentationsareoffered freeof chargeexcept for
reimbursement of travel and any accommodation
expensesincurred. InformationisavailablefromVirus
Bulletin, UK. Tel 0235555139.

Direct Port Access

Examples of virus code continueto comeinto researchersin
ever-increasing numbers. Fortunately however, the number of
new techniques used by the viruswritersis diminishing and
thetask of detecting generic virus activity isthereby becoming
somewhat easier. Most of the simpler parasitic virustypes can
befairly easily classified and their capabilities are already
well-known and adequately catered for within existing
detection software.

Occasionally somenew, unusual or unforeseen devel opment
necessitates some minor modification to existing detection/
prevention techniques and thisiswhere detailed disassembly
of the particular virusinvolved is so valuable.

An example of thiswasfound recently in avirus known to be
at largein Russia. It arrived at VB under the name of “AT-
TENTION” although disassembly of the samplerevealed that
the name was actually a part of the infected host program.
However, it isreferred to here by this nameto avoid yet more
confusionover nomenclature.

Thevirusisasmall one (infective length is 377 bytes) and the
major part of the code isunremarkable. Thereis no trigger
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routine (although there may be some additional strain placed
on the floppy drive motor), the code simply replicatesamong
files with an extension ending in “OM” (this obviously
includes all COM files) where the length is between 786 and
64921 bytesinclusive.

Infectionisinvoked duringthe DOSLOAD/EXECUTE
function (4BH), appending the virus codeto the fileand
modifying the original host jump (having first saved the
original values). During infection, file attributes are modified
and then reset so that READ ONLY and HIDDEN filesare
equally vulnerable. The original file dateis not maintained and
infected fileswill show the date of infection whenaDIR
listing is done to the screen.

Theinteresting section of the code occurswithin a Critical
Error handling routine which thevirusinstallsto the INT 24H
vector. No attempt is made to check or link to the existing
handler, and the new handler addressis re-installed during
each LOAD/EXECUTE request. Within thishandler routine,
after the flags and major registers have been saved on the
stack, aretry count of threeis set up and the code then goes
into atiming delay loop before addressing the floppy disk
controller directly through its port. The datamask is set to No
Reset, Enable INT and DM A access and turn the drive motor
off. Then there is another timing delay loop before the port is
accessed again but this time with the Motor On bit set in the
data mask.

This sequenceis executed three times (viathe retry count) and
the routine finally restores the registers and returns with a
value of threein the AL register. No immediate damage or
corruption is caused by thisroutine, although it is possible that
continued ON/OFF switching in thisway might cause exces-
sive stress to the drive motor.

One of the areas which isawkward to monitor within aPC
environment is that associated with direct port access. This
virusisthefirst known to VB which usesit (albeit for unclear
reasons). Thevirus accessesthe floppy disk drive controller
directly rather than through the ROM BIOS functions.
Hence, thisroutine within the virus does not alter any
interrupt vector.

It has long been expected that virus code would appear which
accessed disk drives by bypassing interrupt routines.M ost
current anti-vir us software scannersand all TSR monitors
direct their attentionstowardsinterrupts Intentional and
refined use of such unconventional tacticsto subvert defensive
software should be expected. There has al so been ongoing
speculation about the ability of computer virusesto cause
hardware damage; in thisinstanceit would appear that no
damage isintended to the drive motor nor, indeed, isit likely
to occur. However, the possibility of avirusinflicting hardware
damage should not be discounted. Fortunately, the anti-virus
community isforewarned and such techniques have been
anticipated.

Kamikaze- TheProblem With HLL Viruses

The signature string for the Kamikaze virusin last month’ sVB
turned out to be unusable asit produced an unacceptably large
number of false alarms. An updated pattern for detecting
the Kamikaze virus appearson page 8

A falsealarm (or ‘false positive') may occur from one of two
different causes. Onehighly unlikely possibility isthat ablock
of random data just happensto contain the string. This could
possibly happen if alarge number of programswas packed,
using LZEXE or asimilar compression utility, asthe resulting
programs have apseudo-random ‘look’ and can contain almost
any sequence of bytes.

Long identification strings reducethisrisk - and by using 16-
byte strings as VB does, the chances of this happening are
minimised. A much more common reason isapoorly selected
identification string. In the case of the Kamikaze virus, false
positives occurred because the virusiswritten in ahigh-level
language (HLL), where the executable codeis generated by a
compiler. Any other program containing the same sequence of
statements as the one which generated the original identifica-
tion string will probably produce afalsealarm. Insimple
terms, the compiler interprets avariety of different source code
instructionsin astandard fashion. This makes the selection of
suitableidentification stringsfor HL L viruses much more
difficult than ordinary assembly language viruses.

Processor SpecificViruses

Some of thefirst PC viruses functioned asintended on the
8088/8086 processor, but failed to replicate on 80286 or 80386
computers. The best examples of thisare two of the early boot-
sector viruses:

¢ Theltalian virus(Ping-Pong, Bouncing Ball).

The standard version usestheMOV CS,AX instruction
(8EC8 Hex) which executes correctly on the 8088 and
8086 family of processors but which istrapped asan
illegal instruction on 80286 or 80386 processors. An
80286 variant of the virus has been reported, but the
only available sample does not seem to replicate.

¢ Alameda(Yale).

Thefirst version of thisvirus used the POP CSinstruc-
tion (OF Hex), for the same purpose - which also
generates an “invalid instruction” interrupt on later
processors. L ater versions, however, corrected this, and
theoriginal variant is now probably extinct.

Two of therecent viruses from Eastern Europefail to execute
on the 8088 and 8086 processors, but works perfectly on 80286
and 80386 compulters.

Thereason isthe use of the PUSH IMMEDIATE instruction
(opcode 68H), which did not exist on the 8088/86.
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This instruction isused to transfer control back to the
original host program, inthefollowing way:

PUSH 100H
RET

Thisisone byte lessthan other common methods, which are:

MO/ O, 100H
IMP D]

and
MO/ AX; 100H
PUSH AX
RET

Itisimprobable that the author used the PUSH 100H instruc-
tion to enhance optimisation - its use reduces the length of
code by just one byte. Thisone byte effectively neutralisesthe
virus on 8088 and 8086 machines. From the virus-writer's
viewpoint thiswould be ahigh priceto pay for meagre
optimisation. It isfar morelikely that he was unaware that this
instruction only exists on 80286 and later processors.

From aforensic viewpoint, thisfragment of information about
the devel opment processor isone of anumber of clueswhich
can help researchers and analysts develop an overall picture of
the programmer, his probable depth of experience and likely
areasof programming knowledge.

Overlayfiles

Overlaysmay be contained in aseparatefile (typically .OVL or
.OVR) or they may be an integral part of an EXE file. The
latter case presents particular difficultiesfor both virus-writers
and anti-virusprogrammers.

A caseinpointisTurbo C++. Thisprogram is over 800
Kbytes byteslong - too large to be loaded into memory all at
once. According to the header, the program is approximately
165 Kbytes. Upon execution only 165 K bytes of the program
areloaded into memory - therest (approximately 635 Kbytes)
will be loaded by the program itself asand when it is required.

A typical EXE virus, which normally appendsitself to files,
has two options when targeting thisfile. It may add its code
into thefile, just after the 165 Kbyte mark. The Jerusalem and
8-Tunesvirusesdo just this. Theinfected filewill load, and
theviruswill work properly, but the infected program may fail
to operate, causing the virusto be detected.

When thistype of virusinfects aprogram such asTurbo C++,
the infection may not be detected by a scanning program, asthe
scanner may have been written in ahighly specificway, i.e. it
will only search for viruses such as Jerusalem near theend of
infected files. Asthevirusislocatedelsewhereinthefile, a
specific pattern scan may fail to find it. When afileisinfected
inthisway, it isnot possibleto develop adisinfection program
to remove the virus because a section of the target file has been

overwritten. The only possible solution isto delete thefile, and
replaceit witha‘clean’ copy.

A virusmay also append itself to theactual end of the pro-
gram, thusincreasing its length in true parasitic virus conven-
tion. In this case anti-virus programs should be able to detect
and remove thevirus, but the infected program may not
function correctly. Thisisthe case withTurbo C++. The
length of the program combined with the virus will exceed 800
Kbytes. In thisinstance, execution will fail, asaprogram of
that size cannot beloaded into memory.

TheComputer Virus‘Underground’

A further insight into the virus-writing mentality can be
gained by reading an edition of Corrupted Programmers
International (sub-headed “C.P.I. We ain't the phucking
Salvation Army.”). This electronic publication appeared
on underground BBSsin the United Statesin 1989.

Following aseriesof disclaimers(‘ FORINFORMA -
TIONAL PURPOSESONLY, Remember wemay talk
alot, but we “just say no” to doing it.’), ‘ Ashton
Darkside' describesavariety of virus-writing tech-
niques to minimise detection and maximise destruction.
Source codefor a“‘generic’ virus (whichisin fact
crippled) isposted in its entirety asisthat of a destruc-
tiveviruscalled AIDScreated by ‘ Doctor Dissector’ (not
the AIDSvirusreported by VB). Predictably, Ralf
Burger’sComputer Viruses. A High Tech Disease (VB,
October 1989) isplagiarised in atutorial on BASIC
Viruses.

Fundamental ‘ ethics’ are expounded:

And rerrenber, don't target PP H Pboards (that's
Phr eak/ Hack/ Pi r at e Boar ds) wi t h ANYvi rus. Even
if the Sysopis aleech and you want to shove hi s
bal I s down hi s throat. Becauseif all the PHP
boar ds go down (especi al |y CPl), who the hel | can
giveyouall thosenifty virusideas? And

besi des, it's betrayi ng your own peopl e, whichis
uncool evenif you are an anarchist. Sotarget
uncool PDboards, or your boss’s conputer or

what ever, but don't attack your friends. O her
than that, have phun, and phuck it up!

A CPI ‘enrollment form’ appears at the end of the edition
demanding detail ed i nformation about the prospective
candidate including his contact addresses, telephone and
modem numbers, police, government or telephone
company connections(*Y OU KNOW WHAT WE
MEAN"), programming skills and other information.
One of the questionsreads: ‘ ‘Why would you ever want to
releaseor aid inreleasing a potential virus/trojan to the
public? Answer in4 LinesOr Less’.

Why indeed?
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INVESTIGATION

Fridrik Skulason

TheSearch for Den Zuk

Thevirusknown as Den Zuk was discovered over two years
ago, and infections have occasionally been reported sincethen.
Itisaboot sector virus with one major effect and one, probably
unintentional, harmful side-effect.

One of the earliest reports of the virus came from Venezuela-
leading to the incorrect conclusion that it was written there.
Theviruswasinstead written in Indonesia, where several
related viruses are known to exist. It containsthe following
text message, which is not displayed.

Vel conetothe
Club
—Fhe Hacker S—
Hacki n’

Al The Tine

The Hacker S

On acomputer infected with thisvirus, pressing Ctrl-Alt-Del
will not result in asimple reboot. If the computer has a colour
display, it will display a picture on the screen for afraction of a
second. The picture shows the text “DENZUKQ” and an
unknown logo. Pressing Ctrl-Alt-F5will reboot the computer,
without displaying thispicture. Ironically, the screen-effect
eases detection and reduces thevirus' chance of spreading.

Seek and Destroy

It had been thought that “Den Zuk” meant “The search”, a
reference to the ability of the virusto seek out and destroy
copies of the Brain virus. If it finds a Brain-infected diskette, it
removestheinfection and replacesit with acopy of itself.

Normal 360 K byte disks only have tracks numbered from 0 to
39, but this virus was the first to use track 40 on diskettes - a
practice which is now becoming more common. The author did
not cater for 1.2 Mbyte or 3.5 inch diskettes on which track 40
isused. On these diskettes, the virus will overwrite that track,
possibly damaging data or programs stored there.

The volume label “(c) Brain” on aBrain-infected disketteis
changedto'Y.C.1.E.R.P' - A mysterioustext -but it turned
out to lead directly to the author.

Den Zuk also removes another virus - which was (correctly)
assumed to be an older version of itself. Thisvariant was
discovered much later, and isgenerally known as‘ Ohio'.

Itisclosely related to the Den Zuk virus, but it contains

different text messages:

VI RUS
by
The Hacker s
YC1ERP
DENZUKO
Bandung 40254
| ndonesi a

(C 1988, The Hackers Team. ..

WhoisY.C.1LE.R.P?

Toaradio-amateur, ‘' Y CLIERP' lookslike acall-sign. Refer-
enceto thelnternational Callbook revealed that thiscall-sign
had been allocated to aperson in Bandung, Indonesia.

There was no proof that this person was the author of the virus
- it was also possible that the genuine virus writer bore a
grudge against him, and included his call-signin thevirusto
discredit him.

Obviously, the easiest way to discover whether this person was
indeed the author was simply to ask him. A politeletter was
sent to the Indonesian radio-amateur, asking whether he was
the author or not.

Hisreply ispublished here verbatim and in its entirety.

Bandung, Sept enber 20, 1990
Dear M. Skul ason,

First, | want tointroduce nysel f too.

Nane: Denny Yanuar Randhani
DQB.: January 16. 1964
Addr ess: JI. Ancol Tirmur X 1/10
Bandung 40254
I ndonesi a

Cccupat i on: - Student at PAT- Konput er | nsti tut
Teknol ogi Bandung.

- Fr eel ance Syst em Pr ogr anmer .

| want to expl ai n about names whichrelatedwith
Vi ruses.

- Den Zuko i s fromDenny Zuko, ny ni cknarre.
(from' Danny Zuko' , John Travol ta' s nane at
'Qease' thenovie!l)

- Hackers i s fromHacker s Technol ogy, ny hackers
cl ub.

- YCLERPi s ny amat eur radi ocall sign
Contd.
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And about two vi ruses, DENZUKOand HACKERS:

The viruses were first | ndonesi an vi ruses. The desi gner and aut hor i s ne. Vi ruses nane i s DENZUKOand
HACKERS ( not DENZUK and HACKER) . Or eat ed on Mar ch 1988 i n Bandung, | ndonesi a (not Venezuel a, as
reportedin NewYork Ti nes ?) The viruses were ny experi nment i n PCoperating system | ow 1| evel | an-
guage, howfast its spread, and just to"say hel |l 0" to ot her hackers/conputer usersinnycity (when
they pressed Ctrl-At-Del !). | never thought or expectedits spread nationw de andthen wor| dw de.

So, | was real ly surprisedwhen! read' Tenpo' (| ndonesi an weekl y news magazi ne) whi ch r eport ed about

" Den Zuk' virus (quotedfromNew Yor k Ti mes) attacked USA, coni nf fromVenezuel a, but |’ msureit was
Den Zuko. And what made me real |y sure it was ny virus, when | checked di skette whi chinvected by
Denzuko virus wi t h Turbo Anti Vi rus, | BMVi r Scan and M Af ee Accoci at es Scanner, itsreportedthe

di skette contai ns' Den Zuk' virus. The vi ruses have 2 versi ons:

Ver. 1: - DenZuko, thecol or i swhite, the shadowi s red- Hackers Technol ogy (text expl ode),
Ver.2: - DenZuko, color isred, w thout shadow - Hackers, color iswhite ('K isred) shadowis cyan.

Version2w |l replaceversionlandBrainvirusif find, andit has inmunizationfor version1and
Brain. Version1w |l replace &i nmmuni ze Brai nvirus (Paki stani Brain) The vi ruses have st adi uml evel
counter at 2nd sector (sector 022H) track 028H, of fset 03H(1 word). So, we can count t he appr oxi ma-
tionof thevirus popul ation.

Versionlidentificationis hexadi mal (1word) OFAFAh (of f set 02Bh)
"2 " " " " 0537Ch (of fset 040h)

About ot her viruses f roml ndonesi a:

The ot her s ar e nodi fi cati on fromDen Zuko or Hackers (except fil e-i nvect ed-virus, |ike Anoeba and
M/sti k). Some of virus researcher, | knowthem but | don’t havetheir address.

For nore i nformati on, maybe you can get them if you contacy M P. M Wnarno, heis theeditor of
M kr oDat a and | nf oKonput er Magazi ne. H s conpl et e address i s:

P. M W narno

Edi t or M krodat a

JI Pal erah Sel atan 22 Lt. 3
Jakarta 10270

| ndonesi a

Phone 62- 021- 5483008 ext 3211, 3212

I f you contact him say hi fromme. Qo, | al nost forget soneinfornation:

- Before stadi uml evel 3theviruses will not showDENZUKOor HACKERS | ogo, and wi I | not change | abel
toY.CLERP

- Thereis asecret keysOtl-At-F5, if youpressthem the conputer will reboot without showt he | ogo.
- The ot her s whi ch nodi fi ed fromversi on 1 of mi ne, destroyed by versi on 2 and decr eased t he popul ati on.
- Location of the others various at track 028H, 029H, head O or 1.

If youwant to put ny statement and publishit, youcantakeit fromthisletter, all or portionof it
isuptoyou. | have sorme questions too:

- Who send you i nf or mat i on about | ndonesi an vi ruses ?

- Howcan you get ny address, fromanateur radi o cal | book, fromone of ny viruses at track 027H,
sector 022Hor el se ?

- Wiy ' Hacker' ='Chio' ? | never give or put ' Chi o' in HACKERS.

- When di d you get ' DENZUKO or ' HACKER and what i s t he st adi um | evel counter nunber (track 028h,
head 0, sector 022h, of fset 03h (1 word) ?

Sincerely

—denny —
( DENNY YANUAR RAMDHAN )
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KNOWN IBM PC VIRUSES (UPDATE)

Updates and amendments to theVirus Bulletin Table of Known IBM PC Viruses as of January 28th 1991. Hexadecimal patterns can be
used to detect the presence of the virus by the ‘ search’ routine of adisk utility program or, preferably, a dedicated scanning program.
The full table was published in the January 1991 edition.

SEENVIRUSES
403 - CR: Destructive, overwriting 403 bytevirus.

403 342E 8926 0301 2ESC 1605 012E A307 018D; O f set 093
Akuku - CER: 889 bytevirus, probably written by the same author asthe Hybrid virus.
Akuku ES00 005E 8BD6 8106 2A01 BFOO 01A5 A481 ; Of f set 24E

AntiCAD-2576- CER: Y et another variant of the AntiCAD/Plastique series from Taiwan. This 2576 byte variant is closely related to
the 2900 byte variant reported in last month’ sVB.
Anti CAD- 2576 595B 5807 1F9C 2EFF 1E3B 001E 07B4 49CD; Of f set 550
ChristmasViolator - CN: A 5302 byte variant of the Violator virus.
Xmas M ol at or 11AC B900 80F2 AEB9 0400 ACAE 75ED E2FA; Of f set 1EB
Doom?2 - CER: This 1252 byte virusis nhot always ableto infect files. The machine hangsimmediately after afileisinfected.
Doon? 803E 0A01 4574 052E 033E 0301 2E30 0547 ; O fset 017

Hybrid - CN: A 1306 byte encrypted variant of the Viennaviruswhich also marksinfected files by setting the ‘ seconds’ field of the
timestamp to 62. On any Friday the 13th after 1991 the virus will format the hard disk. It may also overwrite files and cause reboots.

Hybrid 81EE 7502 8BFE BI9DE 01AC 34DE AA49 75F9 ; OF f set 007
Leprosy - CN: A 666 byte encrypted overwriting virus, similar to Leprosy B but using adifferent encryption method.
Lepr osy 558B EC56 8B76 04EB 0480 2C0A 4680 3000 ; O fset 25C
M1X2- CER: Thisisa2280 byte Israeli virus based on M1X1 but improved with the addition of encryption and COM fileinfection.
M X2 EE8C C803 G650 B826 0050 CB55 508C QOE8 ; O f set 01B
Monxla-B - CN: This535 bytevirusis probably an older version of the Time/Monxlavirusreported inVB, January 1990.
Monxl a- B 8994 1600 B42C CD21 80E6 0775 10B4 40B9 ; O fset 128

Ontario- CER: A 512 byte encrypted virus. It uses self-modifying encryption, and afull 16-byte search pattern cannot be extracted.
The asterisksin the following string indicate a byte which may change from oneinfected file to another.

tario 8A84 E801 B9ES 01F6 **2E 3004 46E2 F8C3 ; Of f set 1F0
Paris, TCC - CEN: Theviruswill infect all EXE filesin the current directory, when an infected fileisrun. Length is 4904 bytes.
Paris 8CD8 03C3 8EDB 8ECD 8D3E 0301 BO0O AAEB ; Off set 7EE
Perfume-731 - CR: A dlight variant of the Perfumevirus, only 731 byteslong. This may well be an earlier variant.
Per f ume- 731 FCBF 0000 F3A4 81EC 0004 06BF BODO 57CB; O f set 1AC
Sentinel - CR: Thisvirusiswritten in Turbo Pascal and is 4625 byteslong.
Sent i nel FCAD 2EA3 0001 AC2E A202 0189 EC5DB800 ; O f set vari abl e
Spyer - CER: This 1181 byte virusfrom Taiwan will always hang after an infected program is executed.
Spyer 8B36 0101 03F7 FCF3 A450 C38B 3601 01BF ; Off set 014
SVC 3.1- CER: This 1064 bytevirusis probably an older version of the SV C virus.
SvC3. 1 C39D BA90 19CF 5A1F EBBD 3300 8ECD 26C4 ; Of f set 13D
USSR-1594 - EN: A 1594 byte virus which uses a self-modifying algorithm indicated by the asterisksin the search pattern.
USSR 1594 1E07 BBL15 002E 8037 **43 81FB 3A02 7CF5 ; O f set 005
Wolfman - CER: A 2064 byte virusfrom Taiwan with unknown effects.
Vel f man 8ECD BE04 0026 837C FOO0 7404 46EB F6EA; Of f set O7F

AMENDED SEARCH PATTERN

Kamikaze- EN: Overwriting viruswritten in Turbo Pascal. Previous pattern caused false alarms. SeeTechnical Notes, page 4.
Kam kaze 2C20 AAE2 F2B0 3DAA 1F1E 8E1E 3E00 8E1E
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COUNTERMEASURES

John Sherwood

A Backup Strategy Based on Risk Analysis

In the December issue of Virus Bulletin, Dr. Keith Jackson
explored some aspects of file backupsin PC systems. Inthis
article, the different types of file (i.e. system files, program
files and datafiles) are examined.

An appropriate backup strategy must, by necessity, account for
the types of risk to which electronic datais prone and exposed.

Assetsat Risk

Inrisk analysis the assets which are at risk should first be
identified. In thisinstance the assets are logical in their nature,
and they comprise thesystem files(i.e. the operating system),
the program files(i.e. all executablefiles, particularly those
with .COM or .EXE extensions and includingoper ating
system utilitiessuch as DISKCOPY.COM, and al applica-
tion programssuch asword-processors, databases, spread-
sheet managers, etc.), and thedata files (i.e. document files
for word-processing, spreadsheet datafiles, databasefiles,
etc.).

Threats

The next step isto identify the threats which affect the
identified assets. The main threatsto the logical assets are:

» Virusesand other malicioussoftware
e Physical disaster such asfire, flood, etc
* Operator error

* Mechanical failureof thedisk

Vulnerability
Next, the vulnerability of the assetsto the threats is assessed.

System files(those which comprise the operating system) are
vulnerabletoinfection by viruses, (which typically infect
COMMAND.COM) and to damage caused by the payload
carried in any type of virus.

The operating systemisalso vulnerable to physical disasters
and to mechanical failure of the disk.

Program files(most notably those with .COM or .EXE file
extensions) are vulnerableto infection by parasitic viruses and
to damage caused by the payload carried in any type of virus.

Programsare also vulnerableto operator error (typically
inadvertent commands- ‘DEL *.*’ for instance), physical
disaster and mechanical failure.

Data filesare vulnerable to the damage caused by the payload
of any virus. They are also vulnerable to operator error,
physical disaster and mechanical failure.

DevelopingaM odel

Having analysed the risks, agood model on which to design
countermeasures becomes available. In respect of viruses, there
are anumber of possible countermeasures, one of whichisto
take backup copies of files. This does not alter the threat, but it
reduces vulnerability to the damage caused either by avirus
infection or by the delivery of avirus payload. It also reduces
vulnerability to physical disaster, mechanical failureand
operator error. Hence we can see that backup copying reduces
vulnerability to awide range of threatsand haswide-ranging
benefits; itisalsorelatively cost-effective.

How, then, should the backup process beimplemented?

To answer that question we need to look back at the specific
analysis of therisks.

If asystem file or aprogram file becomesinfected by avirus,
(i.e. it hasits code modified by the virus), then copies of that
infected version may replicate throughout the system, and
infect recent copies of those filestaken for backup purposes.
Therefore the backup strategy for these types of file must take
account of thisadded vulnerability, and must avoid therisk of
restoring a backup filewhich isjust as badly damaged asthe
oneitisreplacing!

Software

Backup copies of the operating system and of all programs
must be made from write-protected, original master diskettes.
The master software should be write-protected as soon asit is
removed from the box in which it is supplied.

Every backup copy of a program should beafirst genera-
tion copy, madedirectly from thewrite-protected master
diskette supplied by the manufacturer. There should never
be any second gener ation copies (or beyond)

Additionally, the original masters should only ever be used for
the production of first generation copies, those copies must be
write-protected immediately, and all installation of software
onto the PC must be done using those first generation copies.

There should be at least two sets of backup mastersfor
each program, and these must be stored in different
physical locations, preferably on completely different sites
Thisstrategy substantially reducesthe vulnerability of your
programs and operating system to irretrievabl e loss or damage.
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Data

Datafilesare updated regularly - usually every time that they
are accessed. Hence it isthe most recently available copy that
you must restore. Backup copies of datamust be taken
frequently to minimise the potential lossif afile gets damaged.
If the corruption is progressive (aswith that caused by some
virus payloads), multiple generations (as many as possible)
further reduce the vulnerability, since you may be ableto go
back to aversion prior to the onset of corruption.

The various techniques for backing up dataare described in
VB, Dec 90, pp. 12-14. A tape streamer system with automatic
verification of stored filesisrecommended for large volumes of
data. However, you never, under any circumstances,
backup programsto any backup mediain use.

SelectiveBackup

To makethis selective backup more manageable, | recommend
the separation of dataand programsin the directory structure.
If you createafirst-level sub-directory called C:\DATA, and
store all datafiles with pathnames beginning with this, then all
your dataisin aself-contained sub-structure of the directory,
which makesit easy to select when you want to make the
backup copies. I f data and programsare combined in
directories, selecting data files for the regular backup
becomesatediousand time-consuming oper ation Programs
can be arranged in their own sub-directories, which makeslife
easier if you ever need to restore from masters.

If you make use of an access control / user management

package thereis an added benefit from this approach, sinceyou
can also set up accessrulesfor program directorieswhich
allow READ, OPEN and SEARCH on program files, but not
WRITE, CREATE or DELETE. Thisshould prevent current
viruses from spreading as the management package will signal
asystem violation messageif avirus attempts such unauthor-
ised actions.

Anexample of therecommended directory structureto
facilitate backup isshowninFigure 1.

Configuration Data

There are other subtletiesto consider, such asthe configuration
datafor your programs - al the “settings” of the various
parameters. Thisinformation isitself “data’ and is used by
programsto store your preferencesfor screen display colours,
default settings for format, printer driversfor the printer, etc.

If programs are reinstalled from a backup master, you need to
rebuild the same set of parameters that were in use before
experiencing the problem. Since thisrestoration exerciseisa
rare occurrence, you can afford thetimeto re-configure your
program manually when you install it, but to do thisyou need
to have recorded the full specification of how the settingswere
configured. Thisunderlinesthe need to keep awritten log of
all system configuration details, including the actual
directory structureand contents of each sub-directory, in
order that the system can berestored to precisely its
original configuration.

c\
|
| |
DATA\ WP\ DBASE\ LOTUS\
— WPDOCS\ LETTERS\ TOM.LET
— DBFILES\.... —— MARKETNG\... —— DICK.LET
— SPRDSHTS\.... — PROPOSAL\... —— HARRY.LET
— ACCOUNTS\...
Figure 1. Selective backup directory structure
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VIRUS ANALYSIS 1

TheBeijingVirus- A Transatlantic Protest
Against theChineseGover nment

Recently (December 1990) specimens of anew Master Boot
Sector viruswerereceived from aUK University alongside two
slightly different specimens of the same virusfrom the
Massachusetts Institute of Technology in the United States.

The virus specimens appeared on both sides of the Atlantic
within days of each other, whichinitially gaveriseto the
suspicion that thisvirus had been transmitted viamodem.
However, there aretechnical obstaclesin transmitting boot
sector viruses; subsequent analysis of the coderevealed crude
programming suggesting arestricted technical ability onthe
part of the viruswriter. If this boot sector virus was transmitted
viamodem, it would almost certainly have required an
accompliceto render the code active upon itsreceipt.

Direct comparison of specimens of the virus codefrom each
site have shown that they are substantially the same. There are
minor differences; oneisaccounted for by the storage of the
INT 13H vector (which will be specific to the infected ma-
chine) and the others occur in the encrypted message informa-
tion.

Screen M essages

The UK version message decrypts as “Bloody! Jun. 4, 1989",
one of the MIT samples decrypts similarly but with ayear of
1909 and the other sample has what appears to be a corruption
(possibly introduced during modem transmission) wherethe
“1” becomes graphic character number 250 (decimal point).
Investigationsare under way concerning how boot code could
appear at two such widely separated sites within such a short
space of time.

Because of the date (referring to the Tiananmen Square

M assacre of two years ago in which hundreds of Chinese
studentswerekilled by forcesloyal to the Chinese govern-
ment), American sources have named this virus “Beijing”.
UK researchers have favoured “Bloody” or “June 4" but
thereis no doubt that the code is the same. Thereis no
explanation as to why the message contained in the virusis so
vague - if thisis an attempt at social or political protest, one
might assume that the message would be rather more explicit.

VirusAnalysis

Thisisasingle sector boot sector viruswhich infectsthe
Master Boot Sector of fixed disks and the boot sector of floppy
disks. Asisusual with viruses of thistype, acopy of the
original boot sector is stored elsewhere on the disk.

Installation

The code beginswith an indirect far jump to an address stored
in adouble word location within the virus code.

The addressis 0000:7C05 which isthe normal place for boot
codeto belocated. Thisjump precludes the code from being
loaded and run at any other location. Installed at the 7C05
location, isanear jump into the code proper.

Processing then begins by zeroing the accumulator and the DS
register, initialising the Stack Segment to zero and setting the
Stack Pointer to 7C00. Thenthe existing INT 13H vector is
collected from page zero of memory (offset 4CH and 4EH) and
stored within the virus code for later use.

Next, the top of memory pointer maintained at 0000:0413H is
collected and decremented twice before being replaced. The
decremented value isthen converted to a segment address and
placed at two locations - the segment vector of INT 13H inlow
memory and at alocation within the virus code which forms
part of the relocation jump after the code has been relocated in
high memory. Theoriginal INT 13H vector isthenreset to
point to the virus handler position in high memory. Since this
isdone before the codeis copied to high memory, there may be
unpredictable effectsif problems occur after relocation. After
the copying iscopleted, processing transfersinto high memory
and immediately issuesaDisk System Reset request to INT
13H.

The boot sector isthen re-read from the default drive into the
boot area at 0000:7C0O0H and aflag is checked to see whether
the code came from ahard or afloppy disk.

VirusL ocation and Boot Sector Relocation

If the flag indicates afloppy disk, processing reads Sector 3,
Head 1, Track O of the floppy into the boot area and then an
attempt is made to read the Master Boot Sector (Sector 1, Head
0, Track 0) from the first hard drive. If thisisread success-
fully, thefirst six bytes are checked against the virus code to
see whether the hard disk isinfected. If the diskisinfected,
processing continues by passing control to the newly read code.
Thiswill then re-install the virus code and may giveriseto
unpredictable effects. If the hard disk isnot infected, the
original Master Boot Sector iswritten to Sector 6, Head O,
Track 0, and the contents of the partition table are copied from
the original (uninfected) boot sector into the virus code, and
the whole code (with the flag set to indicate a hard disk source)
isthen written to the boot sector of the disk.

If the flag indicates a hard disk source, processing reads Sector
6, Head 0, Track O of thefirst hard drive into the boot area. A
counter byte contained within the virus code isthenincre-
mented and tested to see whether it has reached 80H (128). If
the counter hasreached 80H processing continues by resetting
the counter to 7AH (122) and then decrypting and displaying
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the message which reads “Bloody! Jun. 4, 1989 (the date of
theinfamous Tiananmen Square protest). Once the message
has been displayed, acopy of the virus code (complete with
modified counter) iswritten back to the Master Boot Sector of
thedisk. Finally, the partition table information in the virus
codeisoverwritten with uninitialised garbage. The reason for
thisisnot clear. The normal boot process then continues by
returning control to the boot area.

INT 13H Handler

TheINT 13H handler routinewhich isinstalled at boot time
only intercepts Read and Write requeststo floppy disk drives.
First all registers are saved on the stack and then the original
call request is completed using the “clean” INT 13H vector.
Then the boot sector of thetarget floppy isread into a buffer
within the virus code area. Onceread, theinitial six bytes of
this buffer are compared to the start of the virus code to see
whether the disk isinfected. If the comparison succeeds,
processing returnsimmediately to the calling program. If it
fails, the buffer isre-written to Sector 3, Head 1, Track O of
the floppy and the virus code is written to the boot sector of the
disk (Sector 1, Head 0, Track 0) before continuing normally.

Detection

Detectionisastraightforward processand many commercial
and shareware scanners have been updated to combat this
virus, which employs no sophisticated encryption routinesor
stealth features. The following search pattern will befound in
the Master Boot Sector (Sector 1, Head 0, Track 0):

80FC 0272 0D80 FCD4 7308 80FA 8073 03ES ;
Cffset O1F

Conclusions

It isobviousthat thisvirus wasintended by its author to be a
political statement but no attempt has been made to ensure that
damage does not occur to infected floppy disks. The choice of
alternative storage sectors used (on floppy and hard drives)
virtually guaranteesthat infected diskswill become corrupted
and in some cases unreadable. No distinction is drawn between
floppies of differing densities and the effects of infection will
vary with different disks. The virus al so makes no attempt to
re-route legitimate requests for the M aster Boot Sector, so
programswhich collect such information as amatter of course
will produce erroneousand compl etely unpredictabl e effects.

Thevirus, like so many before it, has appeared at largein a
university environment. Thistendsto reinforce the suspicion
that academic establishments, where computer resources and
the people using them are often unregulated, are breeding
groundsfor the development of computer virusesand other
forms of computer misuse.

VIRUS ANALYSIS 2

Richard Jacobs

Aircop-FromtheTaiwaneseVirusFactory

The Aircop virus, which last month appeared as an entry in the
‘reported only’ category, has now been seeninthe United
Kingdom. Itisbelieved that Aircop originated in Taiwan
which has become the computer virus‘ capital’ of the Far East.

Its screen message (see following page) ispossibly aveiled
political statement decrying one of the Communist statesin
South East Asia (see also the analysis of the Beijing virus,
opposite).

This particular virus, which can best be described assingularly
inane, is proving to be of nuisance value only. However, itis
possible that data may be destroyed on infected diskettes.

Description

Aircop isashort memory-resident boot sector virusthat
consistsof just one sector and only affectsfloppy disks.

It follows conventional boot sector virus strategy; it makesa
copy of the boot sector and writesthe virus code over the
original boot sector. The virus executes when a PC attemptsto
boot from an infected disk. Thisreinforcestheneed to
remove diskettes from thefloppy disk drive as soon asdata
transfer iscompleted. Non-system diskettes should never

remain in the floppy disk drive when the PC is switched
off. Oncethe virus has executed, it becomes memory-resident,

loads the copy of the original boot sector and jumpstoit,
before returning to the normal boot process.

Aircopisyet another example of aviruswhich doesno
intentional damage, but due to carel essness by the programmer
it will cause corruption on some diskettes. Thevirus creates a
copy of the boot sector in Sector 9, Side 1, Track 39 of the
disk. On 360 Kbyte disksthisisthe last sector on the disk and
conflict with dataresiding at thislocationishighly unlikely.

On diskettes of other densities, the sector to which the
viruswill writeisin the middle of the data area and may
well contain data, which will belost The virus does not
check the FAT for aclear cluster, or mark the FAT onceit has
copied the boot sector, so the copy of the boot sector may be
overwritten by subsequent writing to the disk, rendering the
disk unbootable.

Thevirusonly infects diskettesin either of thefirst two floppy
drives; fixed disksarenot infected, presumably because the
viruswriter realised that the simple method of infection used
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would cause immediate data corruption leading to detection of
thevirus on fixed disks.

Operation

When aPC is booted from an infected disk, the virusimmedi-
ately gainscontrol. It reserves 1 Kbyte of memory at the top of
base memory by reducing the available memory by 1 Kbyte.
Thevirusthen capturesthe INT 19H vector (Reboot computer)
before copyingitself into thereserved 1 Kbyte block and
transferring control to thiscopy. Oncethere, the original boot
sector isloaded and INT 12H (Get base memory size) is
captured and redirected to aroutine that redirects INT 13H
(BIOSdisk services), resets INT 12H and then performs a
normal INT 12H call. Finally the virusjumpsto the original
boot sector and the PC continuesto boot normally.

If an error isreported when the virustriesto load the original
boot sector, then the message “Non-system” is displayed and
the viruswaits for akey to be pressed. When akey has been
pressed theviruscalsINT 12H, which redirects INT 13H as
described above. It then reads Sector 6 on Side 0, Track O of
Drive 0. Thiswill cause the disk to be checked for infection
and subsequently infected should it not already be so. If an
error is detected the virus returns to the “Non-system”
message, thisis repeated until no error isreported, when the
PC will be rebooted by jumping to the captured INT 19H
vector.

INT 13H isthe only interrupt that isintercepted once the boot
process has been completed. Thisroutine first checksthedrive
requested and if the drive number islarger than 1, the normal
INT 13H iscarried out. Otherwise thelogical sector number
required is calculated, based on the assumption that the disk is
360 Kbyte. If thelogical sector number is between 6 and 12,
the disk is checked for infection, otherwise control isreturned
tothenormal INT 13H vector.

Thevirus checksfor infection by reading the disk boot sector
and comparing 174 byteswith those of the virusin memory.

If they match the disk is assumed to beinfected and control is
returned to the normal INT 13H routine. If the disk is not
aready infected, its BIOS Parameter Block (BPB) is copied on
to the memory-resident copy of thevirus, which isthen written
to the boot sector location andthe original boot sector isthen
written out to Sector 9, Side 1, Track 39 of the disk.

Screen M essage

Once adisk has been infected a counter isincremented in
memory and logically ANDed with 7. If theresult of thisis
zerothefollowing messageisdisplayed:

".Red State, Germoffensing-Aircop"

The message displays after every eighth disk isinfected.

Detection

Thevirus uses no sophisticated hiding mechanismsand its
coderesidesonly onfloppy disks. Thefollowing hexadecimal
patternwill identify Aircop:

32E4 CD16 CD12 33C0 CD13 OEO7 BBOO 02B9

Disinfection

The PC should be booted from aclean, write-protected, system
diskettes. Then all files can be copied safely from infected
diskettes using the DOS COPY command.DISK COPY

should not be used asthiswill transfer the virus codein the
boot sector in addition to other images on theinfected disk
Theinfected diskettes should bereformatted. Aspreviously
mentioned, only floppy diskscan beinfected.

Boot Sector Viruses

When the computer is switched on, or awarm boot is
performed (Ctrl-Alt-Del), aPC first executesthe program
heldin ROM (Read Only Memory). The ROM program
teststhe drivesfor the first one containing adisk, loads
into memory the contents of thefirst sector on the disk
(known as the boot sector) which isashort program, and
starts executing it. If the disk does not contain operating
system files, the computer displaysthe message‘ Non-
system disk’, or similar, and waits for the user to insert a
system disk (i.e. adisk formatted with aboot sector and
systemfiles).

On hard disks, the Master Boot Sector (Track 0, Head 0,
Sector 1) loads and executes the DOS Boot Sector
(logical sector 0inthe active DOS partition selected by
FDISK) which readsin DOS and transfers control toit.

Boot sector viruses modify either theDOS Boot Sector
or the M aster Boot Sector, depending on the virus and
type of disk, usually replacing the legitimate contents
with their own contents.

Theoriginal but modified boot sector isnormally stored
elsewhere on the disk, so that when the machineis
switched on, the virus code is executedfirst. This
normally loads the remainder of thevirus codeinto
memory, followed by the execution of theoriginal version
of thelegitimate boot sector. From then on, the virus
generally remains memory-resident until the computer is
switched off. A boot sector virusisthusableto
monitor and inteferewith the operating system from
the moment it isloaded into memory:.
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PreventingBoot Sector Viruses
Pointstoremember:

¢ Boot sector virusesinfect Sector 0 on floppy disks. At
least one virus can now infectall densities of floppy
disk. Some boot sector viruses also infect either the
M aster Boot Sector or the DOS Boot Sector on fixed
disks. There are some hybrid ‘ multi-partite’ viruses
which can infect both programs and boot sectors.

¢ Any DOSformatted disk can spread aboot sector
virus. Thisistrueregardless of whether thedisk is
used to transfer non-executable data or programs

¢ Disksshould never beleftinfloppy driveslonger
than isabsolutely necessary. Instruct staff to remove
disksfrom the driveimmediately after data or program
transfer is completed. Ensure that no disks are leftin
drives overnight or when machinesare not in use.

¢ Intheevent of power loss, instruct staff to switch
machines off and remove disksfrom drives. Otherwise
when power isrestored, the PC will attempt to reboot
from whatever disk happensto bein thedrive at the
time.

« Make surethat aclean write-protected system
floppy disk isreadily available.

VIRUS ANALYSIS 3

Jim Bates

Faust

Thisviruswas reported by auser as at large in the UK during
January 1991. It apparently arrived attached to software
imported from Hong Kong although thereisavery slight
possibility that infection occurred after importation.

Description

Faust isaresident, parasitic virus which appends to executable
filesbut doesnot infect COMMAND.COM. Theinfection
process may possibly affect other filetypesif they are subject
tothe DOSLOAD & EXECUTE function request. Thereare
two trigger routines, both of which activate on the 13th of any
month, aswell as a signature change during and after 25th
December (any year).

Theprimary trigger routinewritesrandom garbageto a
random position on the disk and detection of thisvirus
must ther efore be classified asa high priority requiring
immediate and total disinfection in the event of its discov-
ery.

Operation

There aretwo distinct entry pointsto thisvirus, depending
upon whether the host fileisa COM or EXE type. Both entry
points begin by issuing an “are you there?’ call to DOS by
placing avalue of OE7H into the AH register and requesting an
INT 21H. If thevirusisresident, the interrupt request returns
avalueof 7BH inthe AH register.

With COM filesthe original three bytes at the beginning of the
program are repaired and program execution isreturned to the
start of the host program.

With EXE files an immediate jump isimplemented to the
CS:1P setting contained within the original program header. If
the virusis not resident, the processing at both entry points
relocates the virus code to offset zero of the code segment and
jumpsto the virus code. Processing then continuesin a
standard fashion for both types of infection.

A new stack is set up and acall ismade to function 4AH of
DOSINT 21H to allocate around 1700 bytes of memory. No
check is made to see whether the memory was allocated
successfully. A call isthen made to obtain the system date and
thisistested to see whether a) it is earlier than 25th Decem-
ber, or b) it isthe 13th of the month.

If the date is 25th December or later, a signature used by the
virusto recognise its own presence within afileismodified.
This modification occurs each timethe virusisinstalled and
will result in multiple infections of target files. Once January is
reached and files have been infected with the latest signature
version, they will not be re-infected until the processis
repeated on the next 25th December. It is not known why this
particular process has been incorporated.

If the date is the 13th of the month, the virusinstalls three
separate interrupt handlers- for INT 09H (K eyboard services),
INT 13H (Disk I/O services) and INT 21H (DOS Functions). A
temporary INT 24H (Critical Error) handler isalso used within
the INT 21H handler. If the dateisnot the 13th of the month,
the INT 09H and INT 13H arenot installed. Since these are
concerned with thetrigger routines this meansthat damage or
interruption will not occur but fileinfection (viathe INT 21H
interception routines) will occur.

A description of theseinterrupt handlersfollows.

INT 09H (installed 13th only)

Thisisasimpleinterception routine which increments a
counter within the virus code at every keystroke, and then tests
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its value. When the counter reaches 100 the video mode is set
to 80 * 25 text (mode 2) and a short message is collected,
decrypted and displayed before processing entersaninfinite
loop and the machine “hangs’. The messageis:

Chaos! !'! Anot her Mast er pi ece of Faust. ..

INT 13H (installed 13th only)

Thishandler invokesthe primary trigger routine at every fifth
disk access (any call to INT 13H) request. The counting
process starts by incrementing a counter and testing for avalue
of 5. If thetest fails processing continues unmol ested, other-
wisethetrigger routineis executed. Counting doesnot start at
zero but will vary according to the current month value
recorded (and encoded) from theinitial system date request.
Thusfor the months of January through to July (inclusive) and
December, the initial count will start above 5 and will allow
between 247 and 256 disk accesses before triggering. During
August to November (inclusive) only 2to 5 accessesare
counted beforetriggering.

Thetrigger routineitself holdsthe original INT 13H request
and issues a Write instruction having first generated arandom
track/sector address. The instruction isto write 9 sectorstaken
from the caller’ s buffer areaand the write processis alwaysto
head zero. No change ismadeto thedrive specifier pro-
vided by the calling routine and this means thatall local
disks (fixed and floppy) areat risk.

INT 21H (installed every time)

This handler providestheinfection routines and also the
response to the “are you there?’ call issued during initial
execution. Apart from thisfunction, the only other function
intercepted is4BOOH (LOAD & EXECUTE). Whenthis
request isreceived, the virusfirst verifies that the amount of
free space on the disk will allow the addition of virus code.

The extension portion of thetarget filenameis checked in an
unusual way: counting back from the end of the filename, if the
second letter is the same as the tenth letter (asin
COMMAND.COM wherethe Os match) theninfectionis
aborted. Then thefile attributes are collected, stored and reset
to allow write permission. Next, thefirst and last |etters of the
threeletter extension are checked against each other. If they
are the same the virus sets aflag to indicate an EXE typefile.
Thismethod obviously causes problemsif aSY Sfileis
processed with thisfunction.

Target filesare checked for previousinfection by examining
the word at offset 41 decimal from the end of thefile. It isthis
word value which isincremented by four at every installation
during and after 25th December. Thus the infection check will
fail and fileswill gain multipleinfections. In my sample, the
value of thisword was 1234H which may indicate that this
version had not “mutated” in the way described.

Theinfection method isthe (by now) fairly standard process of

appending virus code to thefile and modifying the initial
program bytes (or header for EXE typefiles) to route process-
ing through thevirus code. The only major differencewith this
virusisthat when an EXE typefileisfirst loaded, thevirusis
installed and before becoming resident (using DOS Function
31H), the original fileisloaded and executed using the DOS
4BOOH function. For EXE fileswhich require large amounts of
memory, thiswill result in Out of Memory errors upon first
execution.

Conclusions

Thegeneral coding of thisvirusisextremely primitiveand
seemsto have been written by anewcomer to assembler
programming. Despitethe Hong K ong connection already
reported, the use of the word “Chaos’ in the message may
indicate aconnection with that odious group known to propa-
gatevirus code from Germany and other placesin Europe.
Alternatively, it could simply be plagiarism.

Interrupt handlers areinstalled using DOS functions 35H and
25H and the whole code is made TSR with function 31H. No
encryption (apart from the message) is used and the codeis
easy to detect and defend against. However , the natur e of the
primary trigger routineissuch asto makevigilance
necessary since, likethe Nomenklaturavirus, the very
presence of the virus code may indicate cor rupted data
which cannot be quantified or repaired.

Viruslnformation

Faust* isaresident viruswhich infectsfilesviaintercepted
LOAD & EXECUTE function calls. Theinfectivelengthis
1184 bytes. A reliable sear ch pattern isasfollows

B87A 0050 06B8 FDOO 5026 C706 FDOO F3A4 ;
Cf fset 44H

| do not normally recommend disinfection of parasitic viruses,
but if valuable code becomesinfected, and no backups are
available, COM files can berepaired by replacing the first
three bytes of the file with the second three bytes within the
virus code (offsets 3, 4 and 5). EXE typefiles are reparable
sincethevirus doesnot overwrite any program code.However,
thedisinfection processis somewhat involved and not
recommended without accuratereferenceto afull disas-
sembly of theviruscode.

*Editor’ snote. The life of George Faust (c. 1480-1540), a
German necromancer and ‘ unscrupulouscharlatan’ has
formed the basis for numerousartistic and literary works.
Legend hasit that Faust traded his soul with the Devil
(Mephistopheles) in exchangefor earthly pleasureand power.
Marlowe's‘ The Tragedy of Doctor Faustus', thefirst literary
dramatisation of thelegend, appeared in 1604.
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VIRUS ANALYSIS 4

Fridrik Skulason

The'lllegitimate’ LoveChildVirus

The report from Bulgariain the December 1990 edition of VB
mentioned the Russian LoveChild virus, saying “ It is believed
that the Russians may be using virusesfor software copy-
protection and their reportedly ‘ clever’ LoveChild virusmay
have been produced for this purpose.”

A careful analysiswas performed to determine whether this
wasthe case. The results show LoveChild to be avirus, written
by atechnically proficient but sloppy author, which has nothing
to do with copy-protection. There are several ‘bugs' inthe code
which indicate alack of testing and the appearance of a
‘production’ version in the future should be anticipated.

Themost significant feature of thevirus, isthat it Trojan-
ises certain program files and that the post-trigger effects
are extremely pernicious.

Noinfectionsby L oveChild have yet been reported outside
Eastern Europe, but it is quite likely that sooner or later it will
appear €l sewhere. The mistakesin the virus reduce somewhat
therisk it poses. However, when it strikes, the virus can have
devastating effects - the compl ete destruction of the contents of
the hard disk.

SimpleStructure

LoveChild only infects COM files, overwriting thefirst 4 bytes
of the target filewith two instructions, STI and IMP to the
body of the virus, which is appended to the end of thefile.

Thelength of the virus body is 488 bytes, not 467 aswas
incorrectly reported in the January table. Inside the virus one
findsthefollowing two text strings:

v2 (c) Flu Systens (R
LoveChildinrewardfor software sealing.

The strings are never displayed, and are not used in any way,
other than the “v2" - which probably indicates version 2 of
the virus - being used to verify whether the virusis present in
memory. It is generally assumed that “sealing” is a spelling
error and should probably be “stealing”.

Installation

When an infected file is executed the virusfirst determines
whether itisalready presentin memory. Thisiseasily done,
because the virus can always be found at the same address.

Thecurrent version occupiesthe memory areafrom 0000:01E0
to 0000:03C8 - the upper half of theinterrupt table. Interrupt
vectors 78H - FBH will be overwritten, probably causing any
program using them to crash the system. Examples of such
programsincludeNovell Netware ~and AutoCAD .

If the virus finds the characters “v2” at address 0000:01EQ, it
assumesthat itisalready active, and restoresthefirst 4 bytes
of the host program and transfers control back toiit. If the self-
identification signature is not found, the virus will transfer
itself to this area and proceed with the installation.

DOS3.30Installation

It can be assumed that the author of LoveChild was running
MS-DOS version 3.30 because a special check ismade for that
version and amore sophisticated method used to hook into INT
21H than otherwise.

If the DOS version in useis 3.30, LoveChild will attempt to
disable any program monitoring the INT 13H vector, by
resetting the interrupt vector to the valueit had directly
followingbootstrapping. All memory-resident programs, which
might have hooked into theinterrupt chain of INT 13H after
that will be disconnected. In particular, most programs
which attempt to protect the hard disk from unauthorised
‘write’ or ‘format’ commandswill berendered ineffective.

The addressto whichthe INT 13H vector isdirected is
obtained at afixed location in memory - alocation whichis
only validfor MS-DOS 3.30.

Instead of changing the interrupt table to makethe INT 21H
vector point to thevirus code, the virus overwritesthe first 5
bytes of theoriginal INT 21H entry point withaJMP FAR to
itself. LoveChild assumesthisentry point isat afixed offset
within the DOS memory segment. Asbefore, thisonly holds
truefor MS-DOS 3.30. Finally, the virusrestores the original
first 4 bytes of the host program and transfers control to it.

Non-3.301nstallation

If some other version of DOS other than 3.30 isin use, amuch
simpler method isused. INT 13H isnot changed, and INT 21H
isjust set to point to the virus code.

Fortunately, there is a serious flaw in this part of the code -
serious enough to prevent the virus from working under any
version of DOS other than 3.30. In all other cases the computer
will crash. Amazingly, thiserror could have been corrected by
adding justoneinstruction!

ThelINT 21H Handler

When any INT 21H functioniscalled, a 16-bit counter is
decremented, and aslong asit is above 0 nothing will happen -
theold INT 21H function will just be called normally. Asthis
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counter starts with avalue of 5000, some time may pass before
anything of interest happens.

If thecommand is‘write’ (AH = 40H), the first two characters
of the buffer are checked. If they are*MZ’, the virus may
ignore the original data, and instead write a 64-byte Trojan to
thefile. Whether this happens or not is determined by a
random value obtained from the system clock and in 3 out of
every 4 casesthe virus does nothing.

Thecheck for ‘MZ’ at the beginning of thefileisan attempt to
identify EXE files (which commonly start with thesetwo
bytes), although ‘ZM’ isalso permitted.

Any EXE filewhich iscopied or created after L oveChild
activates has a 25 per cent chance of containing the Trojan
(see below).

If thecommandis‘createfile’ (AH = 3CH), it may be changed
into a‘create directory’ command. Thishasa 1-in-8 chance of
happening, but probably the likelihood was intended to be 1-
in-32.

If thecommand is'execute’ (AH=4BH), ‘openfile’
(AH=3DH) or ‘rename’ (AH=56H), LoveChild may - witha1-
in-8 chance - attempt to infect the filein question.

“Thefact that thisvirusis so
highly destructive actually reduces
its chances of spreading.”

Infection

Any file being opened, renamed or executed isa potential
target for infection.

Toidentify aCOM file, the virus examines the last two
characters of the filenamefor ‘OM’. Theinfection processis
performed in astandard way - the virusfirst intercepts INT
24H, thefatal error or * Abort, Retry, Ignore ? interrupt,
probably to prevent error messages appearing on the screen
when afloppy disk inthe drive iswrite-protected.

Thevirusthen reads thefirst 4 bytes of the file. The method
used to determine whether the fileisalready infected issimple
- the virusjust examinesthe first byte of the file - assuming
that avalue of OFBH indicates an infection. All COM pro-
grams starting with an STI instruction are therefore immune to
infection by thevirus.

If thefileisnot already infected, thefirst 4 bytes are stored in
the virus body and the virus appendsitself to thefile. Finaly it
writesan ST instruction and a JM P to the virus code to the
beginning of the host program.

Damage

If the file being executed, opened or renamed is not a COM
file, it has a 1-in-8 chance of being deleted.|n particular this
meansthat EXE fileswill slowly disappear from any
infected system. Thisdamage is heverthel ess minor compared
to the potential damage which can be caused by the Trojan.

TheTrojan

When an EXE file containing the Trojan is executed,
sectors 1-16, heads 0-3 onevery track of thefirst hard disk
will be overwritten with garbage, starting with the M aster
Boot Sector, the FAT and theroot directory.

Detection and Disinfection

As LoveChild uses no “stealth” methods, it is easily detected
by searching for a pattern near the end of COM files. Any
COM file not starting with an ST instruction can be elimi-
nated quickly from further consideration. It iseasy towritea
disinfection program - disinfection issimply amatter of
locating the contents of the original first 4 bytes, replacing
them and removing the virus body from the end of thefile.

Detectionisstraightforward. A reliable search pattern to detect
thevirusis:

33C0 8ECD EB00 005E 8BEE BFEO 01FC 2681

However, removing the Trojan from infected EXE filesis
not possible and any such files must bereplaced A separate
search string can be used to find the Trojan - usually located at
the beginning of EXE files.

LoveChi | d Tr oj an
B901 00BA 8003 8BD9 B810 03CD 13FE CE79 ; (ffset O

Conclusions

Thefact that the virusis so highly destructive actuallyreduces
its chances of spreading. The disappearance of EXE fileswill
inevitably warrant investigation and early detection. However,
the fact that the Trojan component of the virusinflicts such
massive damage makes this virus a potent threat.

The appearance of thisviruslends support to East Bloc reports
(asyet unconfirmed) of viruseswhich Trojanise specific
program files and trigger on attemptsto removethe virus code
from other files. It isalsoindicative of the ‘ sabotage mentality’
which isunderstood to prevail in Bulgariaand the Soviet
Union.
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PRODUCT REVIEW

Dr. Keith Jackson

TurboAnti-Virus

Turbo Anti-Virus has been devel oped by an Israeli company, is
supported by a Research & Development headquartersin the
United States and is marketed by distributorsin some twenty
five countriesworldwide. Thisamply illustratestheinterna-
tional nature of the virus problem. Computer viruses are not
contained by national boundaries and the sameistrue of anti-
virustools.

TheManual

The manual provided with Turbo Anti-Virus claimsthat it
“constitutes arevolutionary technique to cure computer
systems of their vira ills...”. Thisis pure hyperbole. There
isno such thing asa‘cure’ for the computer virusthreat, just a
series of defences which are effective to agreater or lesser
degree.

A decent index is provided in the manual, and an extensive
question and answer section. The latter contains curious advice
to someone posing the question “I have no backups. Can
Turbo Anti-Virus help?” The best advice in such circum-
stances would be a stern admonishment explaining to the
questioner that heisterminally stupid and should take a
complete backup (or two) immediately. Not so - advice about
backups can only be found tucked away in the glossary.

Although Turbo Anti-Virus has an install ation program, thisis
not strictly necessary asinstallation copiesall necessary filesto
therequired destination subdirectory.

TheSoftware

Most of the features offered by Turbo Anti-Virus are contained
within asingle executable file. The opening screen of this
program shows that the version of Turbo Anti-Virus provided
for evaluation combats 312 viruses or variants.

The program providesfacilitiesto search for viruses, disinfect
programs and immunisefiles against specific viruses. These
operations can be performed on acompletedisk, inthe
current directory, on auser-specified set of directories, ona
user-specified set of files, or on the boot sector. This profusion
of choiceillustrates one of Turbo Anti-Virus' sstrongest
features; all conceivable options can be simply activated from
drop-downmenus.

Rather curiously there seemsto be no means of saving the
current settingsto disk (or if thereis| cannot find it), and after

execution commences, the settings alwaysrevert to the original
Turbo Anti-Virusdefault values.

Coupled with the main Turbo Anti-Virus program are three
small utility programs. Two of these are memory-resident
monitoring programs which detect and prevent virus activity.
Two programs are provided asthere is atrade-off between the
amount of memory occupied and thefacilitiesprovided. The
user can choose which isbest suited to hisway of working.
Thethird utility program maintains the M aster Boot Sector and
DOS Boot Sector of adisk in avirus-free state.

Scanning Speed

Programsthat detect viruses by scanning for known patterns
arejudged by two criteria: how fast they scan and how well
they detect viruses. | tested the scanning speed of Turbo Anti-
Virus by searching the whole of the hard disk on my ancient
PC compatiblefor viruses. Thisisan old slow workhorse, but
it can neverthel ess produce valid comparison times. With
Turbo Mode switched on (which isthe default setting), Turbo
Anti-Virustook 4 minutes 7 secondsto report that it had
searched the compl ete hard disk for viruses. For comparison
purposes, version 4.5B66 of SCAN from McAfee Associates
took 13 minutes 46 seconds to search the same disk, while
version 2.19 of SWEEP from Sophostook 9 minutesand 57
seconds to search the whole of each file on the disk (equivalent
to non-Turbo Mode, see below).

If the Sound Effects option isleft on, thenTurbo Anti-Virus
makes a small chirping noise when it opens and/or closes an
on-screen window for each subdirectory on thedisk being
searched. As atestament to how fast the search speed of Turbo
Anti-Virusreally is, activating the Sound Effects option makes
the computer sounds like a demented budgerigar whileTurbo
Anti-Virus' ssearch progresses.

When avirusisfound, amenu appears which offers either to
‘Clean’ the offending file (removethevirus), to ‘Clean &
Immunise’ (removethevirusand immunisethefile against it),
continue detection, or to stop.

The'Clean & Immunise’ optionis particularly helpful asit
securesfiles against reinfection during ‘ clean up operations'.
(Note, that it isonly possible to immunise afile against a
single specific computer virus or closely related subset at any
onetime, Ed.). All thefiles contaminated by the specific
viruses which the Turbo Anti-Virus documentation claimsto to
be capable of removing were successfully disinfected.

For three virus samples (December 24th, Kennedy and
Virus-90), Turbo Anti-Virus correctly identified the virus, but
displayed a message saying that the developers did not have a
sampl e of the code along with arequest that a copy of the
infected file be sent to them on floppy disk. Asan incentive to
comply with this request, the user of Turbo Anti-Virusis
offered afree upgrade version capable of correctly detecting
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thisvirus. (Carmel Software claimsto offer a14-day upgrade
service from receipt of anew virusto providing detection and
disinfection routinesfor it. Ed.)

When asample of an unknown virus was requested, Turbo
Anti-Virus could not disinfect the virusinfected file. Given that
it has no knowledge of thisvirus, and awrong guess could be
harmful, thisisunsurprising. (The ability to detect these
viruses but inability to remove them can be explained by the
developer’ sincorporation of reliable search patterns or
algorithmsprior to analysing the structure and operation of the
actual virussamples. VB effectively supportsthis approach by
providing search patternsin advance of full disassembly and
analysis. Tech Ed.)

The above quoted search times paleinto insignificance when
Turbo Anti-Virusistested with Turbo M ode switched off. This
isatext search mode whereby every fileis scanned from its
first bytetoitsfinal byte. The manual just commentsthat in
this mode Turbo Anti-Virus searches the completefilefor
viruses, saying “...although thisis a much longer process, itis
nevertheless recommended in specia cases’. This hidesthe
fact that with Turbo M ode switched off, Turbo Anti-Virustook
1 hours 49 minutes 48 seconds to search my hard disk for
viruses. Thisisnot atyping error, it really did take nigh on two
hoursto carry out thistask: your intrepid reporter kept his
stopwatch going the wholetime. Carmel say that thisfeatureis
principally included to provide positiveidentificationin the
event of asuspected false alarm. However, even accounting for
the need for acomprehensive and completefile scan, the
program in thismodeisastonishingly slow.

However, the Turbo Anti-Virus search speed when operated
with Turbo M ode switched on (which is the default setting and
recommended procedure) isundeniably impressive.

Detection Rate

| tested the accuracy with which Turbo Anti-Virus could detect
viruses by using the standard VB set of viruses (see Technical
Detailsbelow). Thistest set isto be extended to include many
more recent viruses, but this task was not completed in time
for thismonth’ s evaluation. Even using the original test set,
Turbo Anti-Virusfailed to detect six of the 101 virus samples.

Turbo Anti-Virusfailed to report an infection for files that
were infected with the Anarkia, Devil’ sDance, and Virdem
viruses. The sameresult was found for one variant of each of
the Datacrime, Viennaand Y ankee viruses. Turbo Anti-Virus
alsowrongly identifying samples of the Prudents, PSQR, South
African, Vaert and Virus-B viruses. (Thefirst three of these
viruses are related to the Jerusalem virus which may explain
thismisidentification. Ed.). | find it rather incongruous that
Turbo Anti-Virus proved very meticul ousin reporting exactly
theright variant of some viruses, but failed altogether to detect
other viruses.

Conclusions

If you avoid the hype, and the omissions, the manual issmall,
simple, but comprehensible to most readers. With itsvery well
designed user-interface, Turbo Anti-Virus proved very easy to
use. That said, I’m not too impressed by the virus detection
capabilities, and the search speed with Turbo Mode switched
off still produceswry smiles. However, when Turbo Modeis
on, Turbo Anti-Virus' s search really does fly. The package
offerscomprehensive facilities deserving amorethorough
assessment than time or space permit. It will still bein use
when many current anti-virus software packages havelong
sincefallen by thewayside. However, initial assessment
suggests that the devel opers do need to improve the detection
rate.

Technical Details

Product: TurboAnti-Virus

Vendor: Thereare25distributorsworldwide. For customer support
and marketing: Carmel Software Engineering USA, 177 Palisade
Ave,, CliffsidePark, New Jersey 07010, USA. Tel 201 9455751,
Fax 201 945 9029.

Developer: Carmel Software Engineering, POB 25055, Haifa,
Israel, Tel 972-4-416976/9, Fax 972-4-416979.

Availability: IBM PC, AT, PS/2, or 100 compatiblewith either a
5.25inch 360K floppy disk drive, or a3.5inch 720K (or larger)
floppy disk drive. Atleast 256K of RAM isrequired,andMS-DOS
v3.00r above. LAN versionsaresupported.

Version Evaluated: 7.03A
Serial Number: 681556
Price: US$150.00

HardwareUsed: An Amstrad PPC640with aV 30 processor, and
two 3.5inch (720K) floppy disk drives, runningunder MS-DOS
v3.30. AnITT XTRA, aPC compatiblewitha4.77MHz 8088
processor, one3.5inch (1.44M) floppy disk drive, two5.25inch
(360K) floppy disk drives, and a40M bytehard disk, running under
MS-DOSv3.30.

VirusTest Set: Thisisaset of 49 uniqueviruses (according to the
virusnaming convention employed by VB), spread across101
individual virussamples. It comprisestwo boot viruses(Brainand
Italian), and 99 parasitic viruses. Thereismorethan oneexampleof
many of theviruses, ranging upto 10 different variantsinthecase
of the Cascadeand Viennaviruses. Theactual virusesusedfor
testing arelisted below. Wheremorethan onevariant of avirusis
available, thenumber of examplesof eachvirusisshownin
brackets. For an explanation of eachvirusandthenomenclature
used, refer tothelist of PCvirusespublishedregularly inVB:

405(2), 4K (2), AIDS, Alabama, Amstrad (2), Anarkia, Brain,
Cascade(10), Dark Avenger (2), Datacrime(3), dBASE, December
24th, DevilsDance, Eddie(2), FuManchu (3), GhostBalls,
Hallochen, Icelandic (2), Italian, Jerusalem (6), Kennedy, L ehigh,
Macho-Soft, M1X1(2), Number of theBeast, Oropax, Perfume,
Prudents, PSQR, South African (2), Stealth, Suriv (8), Sylvia,
Syslock (2), Taiwan, Traceback (4), Typo, Vacsina, Valert,
Vcomm, Vienna(10), Virdem, Virus-90, Virus-B (2), VP,W13(2),
XA-1,Yankee(5), ZeroBug.
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END-NOTES & NEWS

TheVirusBulletin Conferenceon Combating Computer Viruses September 12-13th 1991, Hotel deFrance, St. Helier, Jersey. Theprogrammeisnow
completeandwill bedistributed presently. SpeakersincludeFridrik Skulason, Jim Bates, V esselin Bontchev, David Ferbrache, RossGreenberg, JanHruska,
JohnNorstad, Yisrael Radai, Kenvan Wyk, Gene Spafford and M artin Samoci uk. Previously unannounced presentationsincludethel BM High I ntegrity
Computing Laboratory (Steve White, IBM T. J. Watson Research Center, New Y ork) and Digital Equipment Corporation’ s approach to preventingworm
andviruspropagationondistributed V AX systems. Specialist sessionson DOS, disassembly, forensics, anti-virustools, recovery, Macs, DECNet/VM S,
mainframesand networks, probabledevel opments, maliciousprogramming, corrupt work practices, blackmail and extortion. Information from PetraDuffield,
VirusBulletin Conference, UK. Tel 0235 531889.

S& SLtdand VirusNewslnternational havemoved. Thenew addressfor both companiesisBerkley Court, Mill Street, Berkhamstead, HertfordshireHP4
2HB, UK. S& Sisalsoholding atwo-day seminar on thevirusthreat, February 13-14th 1991. Information from Ann Creamer or Janet Rudkin,S& S UK.
Tel 0442 877877.

Successiveseminar son Computer Virusesand Computer Securitywill bepresented Dr. Frederick B. Cohen, London, UK, 11thand 12th March 1991.
Detailsfrom IBC Technical Services, UK. Tel 071 236 4080.

Cohen hasalso authored A Short Courseon Computer Viruses.The book costsU.S.$48.00 including postage and packing. AvailablefromASP Press, PO
Box 81270, Pittsburgh, PA 15217, USA. Tel 412422 4134.

4th Annual Computer Virus& Security Conference 14-15th March 1991, New Y ork, USA. Contact theComputer Society of the [EEE, USA. Tel 202
3711013.

SophosLtd continueaseriesof computer viruswor kshops.Introductory (14th March 1991) and advanced courses (15th March 1991) areavailable. Further
informationfrom Karen Richardson, Sophos, UK. Tel 0235559933.

Computer virusesand networ k securityarethe subjectsof two seminarsbeing held by State of the Art Seminars. The seminarswill be presented by Dr.
DouglasTygar, Assistant Professor of computer scienceat CarnegieMellon University, USA. Theeventswill beheldinRome(10-13th April), Munich (17-
19th April 1991) and L ondon (22-24th April 1991). InformationfromSAL, UK. Tel 071404 3341.

Elsevier Seminars, UK, isholding seminarson| nvestigating Computer Abuse(Oxford, UK, 4-6th March, 1991) Commonsense Computer Security
(London, UK, 18-19th March 1991), and Contingency Planning and Disaster Recovery(London, 17-18th April 1991). Tel 0865 512242.
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