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EDITORIAL

A Matter of Trust

In early December 1990 theUniversity of Hamburg hosted an
expert meeting on computer viruses and malicious software.
An eminent group of virusresearchers attended at theinvita-
tion of Professor Klaus Brunnstein, head of the university’s
computing faculty which isthe home of theVirus Test Centre-
adedicated German computer virusresearch laboratory. The
purpose of the expert meeting was to establish an effective
European malicious softwareresearch, monitoring and warning
service and to provide guidelinesfor the security and circula-
tion of malicious code. In addition to the research community
(whichincluded ahigh proportion of anti-virus software
developers), representatives from academia, business, industry
and the police attended.

The meeting and subsequent conference, which included
presentations by Fridrik Skulason and Dr. Alan Solomon,
proved invaluable. Many key researchers met face-to-facefor
thefirst time and were able to discuss pertinent technical and
ethical matters. Cooperation between researcherswill certainly
increase as aresult of the Hamburg meeting - e-mail addresses
and telephone numbers were exchanged as were sampl es of
virus code and various disassembly and analysistoolsinclud-
ing arange of scanners and static-analysis software currently in
usein the Soviet Union.

The most alarming trend reported at the conference, and
reflected in the VB Table of Known IBM PC Viruses, has been
the massive proliferation in the number of computer viruses
emanating from Eastern Europe and the USSR. Presumably
thisisthework of adisaffected programming community
frustrated by thelack of incentiveto devel op constructive
software. Conference delegates were told that available
statisticsindicated that the number of separately identifiable
computer virus strainswill reach 700 by the end of thisyear
and will exceed 1,000 by mid-1992. In line with developments
inBulgaria, it is probable that the majority of malicious
software programmed in the former Communist Bloc will be
released directly into the wild and that it will become increas-
ingly sophisticated.

Thegravity of the situation, compounded this month by the
discovery of numerous virus samplesin the United States,
makesthe principal objectives of the Hamburg conference all
the more necessary. | ndeed, without aconcerted and combined
effort, it would appear that the conventional responseto virus
detection will soon becomealost cause. A number of factors
militate against cooperation, particularly between commercial
organisations (which sell anti-virus software), researchers
(many of whom devel op shareware) and academics (where
research often does not extend to software devel opment).

There aretwo principal obstacles to harmonised research
efforts and software development. Thefirstisethical - isit
justifiableto exploit the computer virus situation for profit as
dothecommercial software organisations? A body of opinion
which opposescommercial involvementin computer virus
countermeasuresisgrowing in influence. It arguesthat
remedial software should be provided at the lowest cost to the
end-user who should not be penalised for theirresponsible
activities of the viruswriters. Countering thislobby are those
who believethat devel oping and sustaining effective, profes-
sional anti-virus software and providing attendant support and
updatesisafull-time occupation which necessitates commer-
cial practices.

The second stumbling block isthe erroneous belief on the part
of some software devel opersthat computer viruscodeis
‘property’, to be hoarded and secured from the prying eyes of
the competition. The attitude that the “fastest with the
mostest” will win the commercia war is strewn with dangers.

A seemingly insoluble problem thus surroundsthe secure,
trusted circulation of virus code. Each interested party assumes
theright to receive virus code but commercial competition and
distrust between the various software devel opers often hinders
this process. This problem would be overcome by an independ-
ent agency which could vet applicantsto receive malicious
software. Questions arise. From wherewould thisagency gain
itsauthority? How could it be sponsored? To whom would it be
answerable?

If no solutions are forthcoming, the allied (?) combatantsin the
‘viruswar’ will just haveto struggle on in an ad hoc, disorgan-
ised fashion relying on instinctive trust and distrust.

HelpingWith Enquiries

The United Kingdom’ sComputer Misuse Act, 29th August,
1990 renderstheinsertion of viral codeinto computer systems
acriminal offence punishable by amaximum prison sentence
of fiveyears.

The Computer Crime Unit which is attached to theCity and
Metropolitan Police has established alog of al computer virus
outbreaksin the United Kingdom. The unit, currently compris-
ing four detectives, is keen that individual s and organisations
should report computer virusinfections. Informationwill yield
valuable clues asto the functioning and spread of each virus
and may provide the basisfor extradition and prosecution in
the event that aviruswriter is apprehended. In thisregard they
have asked anyonein the UK experiencing acomputer virus
infectionto contact:

Noel Bonczonzek
Computer CrimeUnit
2 Richbell, London WC1X 83D

Tel 071725 2409
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STOP-PRESS

Mark Hamilton

USJudgeRulesIn Favour Of Extradition

On 20th December 1990, US District Judge Ann Aldrich ruled
that Dr Joseph Popp, azoologist living in Cleveland, Ohio,
should be extradited to the United Kingdom to stand trial for
his part in what has become known asthe“AIDS Disk
incident’’ (VB, January 1990). In her ruling, the Judge has
referred the case to the US State Department for itsfinal
decision and it must certify that Popp is extraditable under the
Anglo-American Extradition Treaty of 1972.

Accordingto Cleveland' sDistrict Attorney, Matt Cain, Popp
must apply for awrit of Habeas Corpus and lodge an appeal by
January 20th if heisto avoid extradition at thistime. No such
writ has been applied for, asyet, according to sources at the
District Court and the District Attorney. Popp has three
courses of action open to him. First, he could elect not to
appeal and take his chancesin the English Courts -informed
sources believethisisthe most likely outcome. Alternatively,
he could appeal to theDistrict Court but in this case the
appeal would bebefore Judge Aldrich’s Court. Alternatively,
he could take the case to the USCourt of Appeal at the
Supreme Court, but our sourcesrule out this possibility on the
grounds of itsvery high cost and uncertain outcome.

Judge Aldrich’ sdecision comes nearly four months after the
extradition hearing in August 1990. The judgment ends nine
months of uncertainty following Popp’ s arrest by theFBI last
March. The AIDS Disk incident was the largest computer
crimeinvestigation yet undertaken - involving policeforces
from 20 countries aswell asregional forcesin the UK coordi-
nated by the Computer Crime Unit based in Holborn, London.

TheCharge

That on 11th December 1989, within the jurisdiction of
the central Criminal Court, you with a view to gain for
another, vis PC Cyborg Cor poration of Panama, with
menaces made unwarranted demand, vis a payment of
one hundred and eighty nine U.S. dollarsor three
hundred and seventy eight U.S. dollarsfromthe victim.

Popp is charged with blackmail; his arrest on 1st Febru-
ary 1990 preceded the passage of the United Kingdom
Computer Misuse Act of August 1990, which specifically
rendersthe unauthorised modification of computer dataa
criminal offence (English Law Commissionreport 186
(para3.65 (2)). If convicted, Popp faces amaximum
sentence of fourteen years' imprisonment for each count
of blackmail.

TECHNICAL NOTE

Delayed Replication

Early parasitic virusesreplicated in one of two ways. Some,
such as Vienna, looked for filesto infect when an infected
program was executed while others, such as Jerusalem, waited
resident in memory to infect programs asthey wererun.

A number of virus samples obtained for recent analysis have
failed to replicate under test conditions. We have now encoun-
tered several computer viruses which will not infect other
programs until some specific conditionismet. To date three
types of conditionshave beenidentified:

_ Conditionswhich providedelays
_ Operating system requirements
_ Hardware requirements

A virus may wait beforeit startsinfecting programsfor afixed
time or until other conditions are met - e.g. a certain number of
keypresses or disk accesses occur. It may also elect not to
infect every program executed; the | celandic viruswhich
infects onein ten programs executed is an example. The
purpose of thisdelay isto reducethelikelihood of detection
although it also retards the spread of infection. The process
also impedes analysis as the virus must be disassembled before
the necessary number of samples can be created for structural
anaysis.

Other viruses check the operating system and return control to
the original program if the version falls below a specific
release number. Some of the Russian viruseswill not infect
unless the processor isrunning DOS 3.3 or higher. Thereason
issimple - the viruses exploit undocumented DOS features
which areonly found in DOS 3.3 and later versions.

Finally, avirus may not activate unless the machine hasa
specific hardware configuration - typically, ahard disk. This
impedes virus disassembly which isusually undertaken on
floppy-drive-only processors. A viruswhichwill only infectin
the presence of aloaded and functioning hard disk will, by
necessity, take longer to analyse. Some computer viruseswhich
contain code to damage the contents of the hard disk cease
replicating should no fixed drive (target) be located.

There are, of course, viruses which crash when used on certain
types of hardware - the Italian virus, for example, will not
work on a80286 or 80386 processor. Thisisprobably a*‘bug’
in the code rather than an intentional effect.

In the Table of Known IBM PC Viruses(pp. 5 - 21), hexadeci-
mal patternsfor non-replicating specimens have beenincluded
on the assumption that the samplewill replicate if certain (as
yet, undetermined) conditionsare met.
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FROM THE FIELD

AWarningtoAUTOCAD Users

The Plastique virus, of which there are currently six variants,
isbelieved to originate from Taiwan. It has been found at sites
in Europe and the United Kingdom, probably imported on
bootleg software from the Far East where it has become a
widespread and genuine menace. The name ‘Plastique’ is
derived from atext string contained in a4096 byte variant.
Thisname, which refersto plastic explosive, is highly appro-
priate - theviruswill trigger (‘ explode’) causing devastating
destruction to any fixed disk(s).

Of critical importance: the destructive routinetriggers
when the ubiquitous AUTOCAD- program (ACAD.EXE)
isexecuted. The Plastique virusisalso known as AntiCAD.

Technical Analysis

Theversion analysed here isthe 2900 byte variant which has
been found at sitesin the United Kingdom and Europe.The
other variants are awaiting disassembly.

Thevirusis parasitic on COM and EXE files but does not
infect COMMAND.COM. Theinfectionmethodisslightly
unusual in that COM files have the virus codeprepended to the
file, while EXE files have it appended. In either case, the
infective length is 2900 bytes and no stealth capabilities exist
to mask thisincreasein filelength. After infection, file
attributes and date/time settings are restored to their original
values. Theviruscodeis partially encrypted but allows the
extraction of arecognition pattern.

Thisvirus becomesresident in high memory by using the DOS
Terminate and Stay Resident (TSR) function 31H. During
installation atiming routine determines the processing speed
and thisis used for sound-effectslater. Asit becomesresident,
INT 21H isintercepted by a special handler which will cause
fileinfection on function requests 4BOOH and 3D0O0H, these
correspond to L oad and Execute, and Open filefor Read Only.
The DOS Critical Error handler (INT 24H) is bypassed during
theinfection cycleto avoid error messages.

On arandom basis, virusinstallation after 20th Sept 1990 may
cause other handlersto be installed which produce certain
sound-effects and may executethetrigger routine. One of two
INT 08H - Timer Interrupt handlers areinstalled (chances are
even of either handler being installed).

_ Handler 1 increments atimer counter and slows processing
to alimit decided during installation timing.

_ Handler 2 also increments the timer counter and makes an
explosion noise about every 4.5 minutes.

AnINT 09 - Keyboard Interrupt handler isinstalled which will
intercept a Ctrl-Alt-Del key sequence and then act accordng to
which INT 08 handler isinstalled. If Handler 1 is present then
thetrigger routineis activated. If Handler 2 is present then
non-volatile RAM isoverwritten with OFFH bytes. The INT 09
handler also counts keypresses and after 4000 keypresses, an
error will be forced on the next disk writerequest to INT 13H

AnINT 13H - Disk Access handler isinstalled which inter-
ceptswrite requests and forces an error according to the
condition of aflag. Theerror consists of putting -1 into DX
(Head and Drive) and completing the call. The routine then
returns without setting the relevant flags so that the caller is
not aware that his data has not been written.

Trigger Routine

The Trigger routine occursimmediately on execution of
ACAD.EXE, otherwiseduring aCtrl-Alt-Del sequencefrom
within INT 09H handler if INT 08H Handler 1 isinstalled and
the timer counter has reached a predetermined limit.

The actual routine checksif thereisafloppy disk indrive A:,
if soit overwriteshead 0 of al tracks with the contents of
memory from address0000:0000. Processing continues
similarly for floppy indrive B:, zapping it if possible.

Then the “explosion” routineis set to occur asboth the
first and second fixed disk drivesareoverwritten onall
headsand tracks Finally aloop overwritesthe contents of
CMOS by direct port access.

Self Recognition

Thevirusrecognisesitself in memory by issuingan INT 21H
call with 4B40H inthe AX register. If thevirusisresident, the
call returnswith 5678H in AX. Recognition on disk isby
examining theword at offset 12H in thetarget file. If thisword
is 1989H then thefileis assumed to be infected.

Detection

Therecognition string for the Plastique (2900) virusisas
follows:

B840 4BCD 213D 7856 7512 B841 4BBF 0001 ; Cffset
82CH

A variant, not detected by this pattern, has been identified in
the United States. The following supplementary pattern will
detect thisvariant listed as Plastique (2):

OOBE DBA1 1304 B106 D3EO 8ED8 33F6 8B44

See the entry in the VB Table of Known IBM PC Virusesfor
further information.
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COUNTERMEASURES

Disinfection Softwar e

During recent testing of the effects of data corruption experi-
enced after an infection of the 4K virus, it was noted that
commercially availabledisinfection routineswerenot as
effective asthey claimed to be (VB, November 1990, pp. 5-6).
These routines were put aside until the 4K problem was
completely resolved but they have since been examinedin
greater detail and the results that were obtained have led to the
following discussion of disinfection techniquesand the
associated pitfallswhich may be encountered.

FileRestoration

The actual process of disinfection must first be defined as
returning afile (or disk sector) back toexactly the condition it
wasin prior to being infected by virus code. Thiswill include
the restoration of content, length, attributes, date/time settings
and possibly even the cluster location on the disk (for copy-
protected software). It may well be that restoration of all of the
aboveitemsis unnecessary in most instances, but there are
certainly occasionswhen they are all needed for the appropri-
ate softwareto function correctly.

Whilethereisan obvious division between parasitic and boot
sector virusdisinfection, thereistheless obvious categorisa-
tion between ageneric and specific approach. Thevirus-
generic versusvirus-specific argument has caused much heated
discussionin virus research circles for sometime now:; it is not
the intention to enter into this debate in this article except
whereit affectsdisinfection capabilities.

Boot Sectors

Let usfirst consider boot sector viruses - while these are the
most awkward for ordinary usersto recover from, they are
actually the easiest asfar as disinfection softwareis concerned.

Virus-specific disinfection softwarewill contain accurate
details of the virus concerned and by using thisinformation
will beableto locatethe original (uninfected) copy of which-
ever boot sector has been affected. It isthen asimple matter of
replacing the infected copy with the clean one.

Virus-generic software on the other hand, can work in one of
twoways- if aclean copy of the various system sectors has
been taken and stored prior to any infection, itisasimple
matter to repair any infection. Alternatively, it is often possible
to reconstruct the relevant sector by specific system reference.
Either way, the sector(s) can be repaired without referenceto
the capabilities of the particular virusin question aslong asthe
machineisrunning on atrusted (ie: clean) operating system.

M ost boot sector viruses cause no permanent damage during
their infection routine, but there are some (notably the New
Zealand virus) which can cause damage on certain machine
types. In these cases, simple disinfection may not be possible
and the user may have to resort to the ultimate option of
reformatting the disk.

Reformatting

Thisisprobably anideal placeto clear some of the misunder-
standings about disk reformatting as a disinfection exercise.
Under most M S-DOS operating systems, thevery first sector
on the disk (identified as sector 1, track zero, head zero)
containsthe M aster Boot Sector. Thisisawaysloaded into
memory when the machineisbooted and it containsthe
Partition Recor d, a 64 byte table which lists exactly how
distinct areas of the disk have been allocated.

Now consider adisk which has been partitioned into two
separate drives (usually C: and D:). The Partition Record
contains the starting and finishing address of each partition (in
absolute terms of track/head/sector numbers) aswell asthe
type, status and other details about it. Users will be aware that
if they have ahard disk partitioned in thisway, itiseasily
possibleto format either drive C: (first partition) or drive D:
(second partition) without damaging data stored on the other
partition. Thusit can be appreciated that the ordinary DOS
FORMAT command does not affect the entire disk. Eveniif the
physical drive containsonly onepartition, FORMAT will not
touch the Master Boot Sector. So, if a virus has modified the
Master Boot Sector it cannot beremoved by an ordinary
format. A special, highly machine-specific, low-level format-
ting routineisrequired, followed by reconfiguration and re-
partitioning with the DOSFDISK program.

Just asthe first sector of the physical disk contains the Master
Boot Sector, so the first sector of each partition will contain a
DOSBoot Sector (logical sector 0in each DOS partition). If
thereis more than one partition, one of them will be marked
within the Partition Record as “active” and the DOS Boot
Sector of this partition will also beloaded into memory when
the machineis booted. Obviously, viruseswhich only infect
the DOS Boot Sector can be destroyed by thenormal DOS
FORMAT command.

ParasiticVirusDisinfection

Filesinfected by parasitic viruses present adifferent range of
problemsfor disinfection software.

Themost reliable and secure method of disinfection is still
to deletetheinfected fileusingthe DOS DEL commandor,
preferably, a positive overwriting utility(see‘ Secure
Erasure’, VB, November 1990, p. 9). Restor ation follows
using clean write-protected copies of verified and write-
protected master disks
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However, this may be inconvenient - the master disk may not
readily be available - it may itself have become damaged or
corrupted - there may not even be amaster disk! Whatever the
reason, the user may be attracted by the possibility of quick
and easy virus “removal” facilities being offered as part of an
anti-virus package. Thisiswhere virus-specific software can
be areal boon (always assuming that the offending virusis
“known” to the software).

Most parasitic virusesinfect files by appending the virus code
to the end of the existing file and then modifying the original
file contents so that processing is routed through the virus code
first. In these cases, the virus will usually repair the original
file contents so that the host program will continueto function
correctly. For these viruses, disinfection issimply amatter of
detecting the section of virus code which doesthe repair and
using the details that it contains to effect a permanent repair
before actually removing the virus code from the end of the
file.

The problems arise from two directions - if the virusis of the
‘stealth’ type, it may fool the operating system to such an
extent that any self-checking mechanismswithin the host
program will “see” aclean file exactly as intended. However,
once the stealth characteristics are removed from the system,
the actual repair of the file may not be accurate enough to
restore the file to full health.

Thisis actually the case with at |east three software “cure’
packages which attempt disinfection of the 4K (Frodo) virus. In
this case, the virus code is appended to the host file and
aligned on a paragraph boundary. The repair of the header
section of the file may be perfectly alright but removing the
virus code can leave the small offset used for paragraph
alignment. On ordinary program filesthis causes no problems
but on protected files with self-checking routines the extra
bytes cause the protection mechanismsto trigger and prevent
program operation. On datafiles, the presence of any extra
byteswill of course producetotally unpredictableresults.

On amachine with large numbers of infected files, thereisno
doubt that avirus-specific disinfection capability could bean
enormoustime-saver but if theimplementation isanything
other than 100 percent effectiveit isbest avoided.

Genericlmplementations

Few implementationsof virus-genericrecovery softwarehave
yet been seen and this may be because the processesinvolved
in preparing thismethod are somewhat moretime-consuming.
Nevertheless, given accurate and well written code, this
method promisesmuch.

Thetheory isasfollows: assume aprogram exists which will
automatically take an exact copy of all specified files (just like
abackup) and store them somewhere. This program isalso
capabl e of replacing the originalswith the copies on command.

Once the copies have been taken, any parasitic virusinfection
can be cured by simply restoring the copies and rewriting them
over the originals. The difficulty isthe time and space needed
to maintain (and check) the copies. So, if the softwareis
refined so that it no longer copiesthe wholefile but just the
sensitive sectionswhich are at particular risk from virus attack,
it can be made much faster and will occupy less space. Include
similar copies of the Master and DOS Boot Sectorsand you
have avirus-generic disinfection system which will not only
disinfect most known viruses, but also any of the more
primitivevirus typeswhich have not yet been written!

All of theforegoing refersspecifically to changes brought
about within files by actual virusinfection. Asmentioned in
thereport onthe NOMENKLATURA virus (VB, December
1990, pp. 19-21) corruption introduced by thetrigger or
payload of avirusisamost invariably incurable.

The'BruteForce’ Approach

Thefinal solution, if you are not sure exactly what isinfecting
your system, isto reformat your whole system at low level and
then reconfigureit from scratch with master program files and
datafrom your latest backups.

Thisprocedureisknown as‘ brute force disinfection’ and was
described in VB, July 1990, pp. 3-5. If youdo know what the
problem is, such drastic action can usually be avoided.lt is
advisableto contact a consultant or company specialising

in virus counter measur es before undertaking a low-level
format, as alternative procedures may already exist. Before
commencing a low-level format, it isrecommended that at
least one (preferably two) complete data backups are made
Obviously, software should not be backed up at this stage!

Ideally, files should be archived so that datais separated
logically from executableitems; thisgreatly facilitatestaking
backupswhether routinely or in an emergency (adetailed study
of directory and file structure to assist the backup processwill
appear in the February edition of Virus Bulletin).

Effective software disinfection routines can befound for most
of theviruses currently causing infectionsin the wild.How-
ever, if you areusing acommercial disinfection program
the best advice would beto verify carefully that a single
“cured” program exactly matchesits clean master file
before commencing general use on other infected files

Once again, thereisno substitute for regular, verified backups
of dataand configurationfiles. If such work practicesare
adopted on aweekly basis, even intentional corruption to data
caused by acomputer viruswill be diagnosed quickly thus
limiting the damage wrought. Theimportance of regularly
verifying theintegrity of backed up data (and its capacity
torestorecorrectly) cannot be over-emphasised - otherwise
thereisthedanger of corruption occurringin multiple
successive backup generations
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KNOWN IBM PC VIRUSES

Thisisalist of the known viruses affecting IBM PCs and compatibles, including XTs, ATsand PS/2s. Thefirst part of thelist gives
aliases and brief descriptions of viruses which have been seen, while the second part lists viruses which have been reportedEach entry
consists of the virus group name, its aliases and the virus type (See “ Type codes” table). Thisisfollowed by a short description (if
available) and a 10 to 16 byte hexadecimal pattern which can be used to detect the presence of the virus by the “search” routine of
disk utility programs such asThe Norton Utilitiesor your favourite disk scanning program. Offset (in hexadecimal) normally meansthe
number of bytes from the virus entry point. For parasitic viruses, the infective length (the amount by which the length of an infected file
hasincreased) isalso given.

TypeCodes

C = Infects COM files E = InfectsEXE files D = Infects DOS Boot Sector (Logical sector 0 on disk)

M = Infects Master Boot Sector (Track 0, head O, sector 1 on disk) N = Not memory-resident after infection
R =Memory-resident after infection P = Companion virus

SEENVIRUSES

8 Tunes- CER: Thevirus probably originatesin Germany and infects COM and EXE files. The length of the virus codeis 1971 bytes.
When triggered, it will play one out of eight different tunes. The virus attemptsto deactivate two anti-virus programs: Bombsquad and
Flushot+.

8 Tunes 33F6 BO9DA 03F3 A550 BB23 0353 CBBE DOBC; Of f set vari abl e

405 - CN: Infects one COM file (on adifferent disk) each time an infected program isrun by overwriting thefirst 405 bytes. If the
length of thefileislessthan 405 bytes, it will be increased to 405. The virus only infects the current directory and does not recognise a
filealready infected.

405 26A2 4902 26A2 4B02 26A2 8B02 50B4 19CD; O f set 00A

417 - CR: A 417 byte virus, probably of Russian origin. The only text inside the virusis the message “Fuck Y ou”.
417 C3B4 3FCD 2129 858 75DD FFEO B440 EBF3

440 - CN: This 440 byte virusis not related to the 440 byte AntiPascal virus. It has not yet been analysed fully.
440 A48B FDC3 B104 D3EO 0ACS FECL D3EO 0AC2

492 - CR: A Bulgarian viruswhich has not been analysed. The only available sample seems corrupted.
492 2ESB 1E01 0183 C303 B104 D3EB 8CD8 03C3 ; O f set 010

516 - CR: This516 byte Russian virusisthefirst virus which does not modify the beginning of the programsit infects, but placesthe
jump to the virus code inside the host program.

516 431E 53C5 1F46 5F07 8B07 3DFF FF75 F283
600 - CR: An encrypted, 600 byte Russian virus.

600 BE10 01B9 3200 8A24 80F4 DD88 2446 E2F6
696 - CN: A 696 byte Russian virus awaiting analysis.

696 3000 7412 8CC8 B1OF D3EO 3000 8074 07BA
707 - CR: A 707 byte Russian virus awaiting analysis

707 83C3 0F33 OD8E (033 F68C 0040 3DFF OF76
711 - CR: A 711 byte Russian virus awaiting analysis.

711 C88E (0SE D833 C08B FOBF 0000 BBOO 01FF

800 - CR: Infective length is800 bytes. The virus code iswritten into arandom location of the infected file. Like Number of the Beast,
it uses an undocumented DOS function to obtain the original INT 13H address, and instead of intercepting INT 21H, it intercepts INT
2A, function 82. Thevirusisencrypted. (VB June 90)

800 B981 0151 AD33 DOE2 FB59 3115 4747 E2FA; Of f set 00E
905 - ER: A Bulgarian virus, still awaiting analysis.
905 488E CO8E D880 3E00 005A 7415 0306 0300
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948 - CER: A Russian, 948 byte virus, which seems partially based on the Y ankee virus.

948 5051 56B9 FFOO FC8B F28A 0446 3000 EOF9 ; O f set 02d
1049 - CER: A 1049 byte Russian virus awaiting analysis.
1049 EB10 8CDA 83C2 102E 0316 2000 522E FF36
1067 - CR: Thisvirusisclosely related to the Ambulance virus, but is still awaiting analysis.
1067 018A 5405 8816 0001 B42A CD21 F6C2 0175
1077 - CER: This 1077 byte virusinfects COM and EXE files, but isunable to infect EXE files larger than 64K .
1077 4E01 EACD 21C3 B44F CD21 C351 33C0 3B36

1226 - CR: ThisBulgarian virusisrelated to Phoenix, Proud and Evil. Asin the case of itsrelatives, no search pattern is possible.

1260, Stealth - CN: Virusinfects COM files, adding 1260 bytes to them. Thefirst 39 bytes contain code used to decrypt the rest of the
virus. A variable number of short (irrelevant) instructions are added between the decoding instructions at random in an attempt to
prevent virus scanners from using identification strings. An infected file has the seconds field set to 62. No search patternis possible.
(VB March 90)

1600 - CER: A 1600 byte Bulgarian virus, reported to be written by the same author as the Nina, Terror and the Anti-Pascal viruses.
Many infected programs, including COMMAND.COM will fail to execute when infected.

1600 8B35 8936 0001 8B75 0289 3602 01C7 4514
2100- CER: ThisisaBulgarian virus, related to the Eddie and Eddie-2 viruses and contains extensive segments of code in common
with both. The pattern for Eddie-2 can be found within thisvirus, but they can be easily differentiated on basis of length.

2144 - CER: A 2144 byte Russian virus, not yet analysed.

2144 1E06 33C0 8ED8 FB2E 8B94 1000 EC34 O03EE
2480 - CR: Thisvirusonly spreadsif the year is set to 1988, so it isnot a serious threat. It is rather long, 2480 bytes, but has not been
analysed yet. Thisvirusfirst appeared in Finland.

2480 8106 0301 01C6 B904 008C C88E CO8E D8BF
5120 - CEN: Thisisone of the largest viruses known, 5120 byteslong. When an infected program isrun, it will search recursively for
EXE and COM filesto infect. Infected programs will terminate with an “ Access denied” message after 1st June 1992. Parts of the
virus seem to have been written in compiled BASIC.

5120 40B1 04D3 E88C DB03 C305 1000 8ED8 8Q06 ; O f set 026
4K, 4096, Frodo, IDF, Israeli Defence Forces - CER: Infectivelength is 4096 bytes. The virus may occasionally cause damagetofiles,
as it manipulates the number of available clusters, which resultsin crosslinked files. If the virusis memory-resident, it disguisesitself
from detection by pattern-searching or checksumming programs. Infected systemshang on 22nd September (VB May 90)

4K E808 0BES DOOA EB9A OAE8 F60A E8B4 0A53 ; OFf f set 239
Agiplan - CR: Infective length is 1536. The virus attachesitself to the beginning of COM files. Agiplan has only occurred on onesite
and may be extinct.

Agi pl an E9CC 0390 9090 9090 9C50 31C0 2E38 26DA; Offset 0
AIDS- CN: Not to be confused with the AIDS Trojan, thisvirus overwrites COM filesand isabout 12K long. When an infected
program is executed, the virus displays“Y our computer now has AIDS” and halts the system.

A DS 0600 AE42 6E4AC 7203 4600 0004 00A0 1000 ; O f set 2C7F
AIDSII - PN: A “companion” virus, 8064 bytes long, which displays a message when it activates. To locate and remove the virus,
search for COM files corresponding to EXE files, but marked “Hidden” and located in the same subdirectory.

A DSII 4D5A 8001 1000 7800 2000 9702 9702 6F02 ; Cf f set 0

Alabama- ER: Infectivelength is 1560 bytes. May cause execution of wrong filesand FAT corruption.
Al abarma 803D 0673 0726 0605 CF4F EBFO 26FF 0603

Ambulance- CN: The major effect of thisvirusisto display an ambulance on the screen. Thevirusis 796 byteslong.
Anbul ance 0001 8A07 8805 8B47 0189 4501 FFE7 C3E8 ; O f set 016

Amoeba- CER: Virusadds 1392 bytesto the length of theinfected files. It does not have any known side-effects.
Amoeba CFIC 502E A107 0140 2EA3 0701 3D00 1072 ; O f set OD1

Amstrad - CN: Adds 847 bytesto thefront of any COM fileinthe current directory. Therest contains an advertisment for Amstrad
computers. (VB June 90). Cancer isa 740 byte long mutation, which infects the samefiles repeatedly.
Anstrad C706 OE01 0000 2ESC 0610 012E FF2E OE01 ; OFf set 114
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Amstrad-852- CN: Almost identical to the original 847 byte mutation, with only atext string changed.

Anthrax - MCER: A multi-partite virus from Bulgaria, which infects the Master Boot Sector, aswell as executablefiles. Infected files
usually grow by 1000-1200 bytes.
Ant hr ax OE1F 832E 1304 02CD 12B1 06D3 EO8E QOBF ; O'f set 0 i n MBR

Anti-Pascal - CN: Thisisafamily of 5 Bulgarian viruses, which will overwrite or delete .PAS or .BAK files, if they find no .COM
filestoinfect. All fivevirusesarerare, evenin Bulgariaand fairly simplein structure. The length of the mutationsisin the range 400-
605.

Anti - Pascal (1) D1EO D1EO 80E4 0380 C402 8ACA 8BDB 32FF ; Off set vari abl e

Anti - Pascal (2) 21BE 0001 5A58 FFE6 50B4 OEBA DOCD 2158 ; O f set vari abl e
Armagedon - CR: A 1079 bytevirusfrom Greece, which interfereswith the serial port. It will produce control stringsfor Hayes-
compatible modems, dialling number 081-141 (speaking clock in Crete). Virusnameis spelt withasingle‘d’.

A magedon 018C CBEA 0000 0000 8BC8 8EDB BE0O 01BF ; Of f set 3F0

Attention - CR: A Russian, 394 byte virus. The virus has some code in common with the “Best Wishes” virus, which is possibly
written by the same author. Infective length is 393 bytes and only fileslonger than 786 bytes areinfected. Disk writing isdone by
outputting directly to hardware viaport 3F2H.

Attention BO0OO 8BDA B501 433A 0775 FB4B 4B81 275F
Bebe- CN: A Russian, 1004 bytevirus.
Bebe B104 D3EB 240F 3000 7401 4389 1E0C00C7

Beijing, Bloody! - MR: A primitive 512-byte virus. On 129th boot and every sixth boot thereafter, the viruswill display the message
“‘Bloody! Jun. 4,1989"". Thevirusisbelieved to be a protest against the Tiananmen Square massacre.

Beijing 80FC 0272 0D80 FCD4 7308 80FA 8073 03E8 ; Of f set 01F
Best Wishes- CR: A 1024 byte Russian virus containing the message “ This programm ... With Best Wishes!”. Many programs,
including COMMAND.COM will not work properly if infected with thisvirus.

Best Wshes 4Q00 268C 1E4E 0007 1FB8 0400 8BF5 81EE
Black Monday - CER: Thisviruswasfirst isolated in Fiji, but may have been written elsewhere. It adds 1055 bytesto infected files.
The nameis derived from the following message “ Black Monday 2/3/90 KV KL MAL". Infected EXE files cannot be disinfected, as
the viruswill overwrite afew bytes at the end of thefile.

Bl ack Monday 8B36 0101 81C6 0501 8B04 8B5C 02A3 0001
Blood - CN: A simplevirusfrom Natal, South Africa. The 418 byte virus does nothing of interest, except from replicating.
Bl ood 1EOE 1FB4 19CD 2150 B202 B40E CD21 B41A; O f set O7F

Brain, Ashar, Shoe - DR: Consists of abootstrap sector and 3 clusters (6 sectors) marked asbad in the FAT. Thefirst of these contains
the original boot sector. Initsoriginal version it only infects 360K floppy disks and occupies 7K of RAM. It creates alabel “(c) Brain”
on an infected disk. There is a variation which creates alabel “(c) ashar”.

Brain FBAO 067C A209 7C8B OEQ7 7C89 OEOA 7CE8 ; Off set 157
Burger - CN: Just like the 405 virus, this primitive 560 byte virus overwrites the infected files, which makesit easily detectable.
Several mutationswith slightly different lengths are known.

Bur ger (1) B447 0401 508A DO8D 3646 02CD 2158 B4OE; O f set 01B
Bur ger (2) CD21 B43E CD21 2E8B 1E00 E081 FB90 9074 ; O fset vari abl e

Carioca- CR: Thisvirusadds 951 bytesto the end of infected programs, but it has not been analysed yet.
Cari oca 01FC F3A4 B800 0150 C32E 8B1E 0301 81C3

Cascade, Fall, Russian, Hailstorm - CR: This encrypted virus attachesitself to the end of COM files, increasing their length by 1701 or
1704 bytes. The encryption key includesthe length of the infected program, so infected files of different lengthswill look different.
After infection it becomes memory-resident and infectsevery COM fileexecuted, including COMMAND.COM. Theoriginal version
will produce a“falling characters” display if the system date is between 1st October and 31st December 1988. The formatting version
will format the hard disk on any day between 1st October and 31st December of any year except 1993. Both activations occur arandom
time after infection with amaximum of 5 minutes. (VB Sept 89)

Cascade (1) 01 OF8DB74D 01BC 8206 3134 3124 464C75F8 ; O f set 012, 1701 bytes, Fallingcharacters

Cascade (1) 04 OF8DB74D 01BC 8506 3134 3124 464C75F8 ; O f set 012, 1704 bytes, Falling characters

Cascade (1) Y4 FA8B CDE8 0000 5B81 EB31 012E F687 2A01 ; O f set 000, 1704 bytes, Fal ling characters

Cascade f or mat OF8D B74D 01BC 8506 3134 3124 464C77F8 ; O fset 012, 1704 bytes, Formats hard di sk
Casper - CN: Thisviruswas written by Mark Washburn and uses the same encryption method as his 1260 virus. Theinfective lengthis
1200 bytes.Thevirus sets the secondsfield to 62. The source code for this virus has been widely circulated;t includes a‘ manipulation
task’ (payload) which will format cylinder O of the hard disk. No search pattern is possible.
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Christmasin Japan- CN: 600 byte Taiwanese virus. Activates on 25th December and displays“A merry christmasto you”.
Chri st mas Japan 32E4 CF8A 1446 80F2 FE74 06B4 06CD 21EB; O fset 23F

Christmas Treg Father Christmas, Choinka- CN: ThisisaPolish 1881 byte version of the Viennavirus, which only activates from
19th December to the end of the year and displays a“Merry Christmas’ message. Damage to files has been reported, but not
confirmed. Thisvirusis also detected by the Vienna (4) string.

Chri stnas Tree CD21 81FA 130C 7308 81FA 0101 7202 EBOE

Cookie- CER: This 2232 byte virus may display the message“| want a COOKIE!"”, and wait for input from the user. It isclosely
related to the Syslock/M acho/Advent viruses, and isidentified by the Syslock string.

Dark Avenger - CER: The virusinfectswhen afileisopened and closed aswell aswhen it is executed. This meansthat avirus-
scanning program will causeit to infect every program scanned. Infective length is 1800 bytes. It only infectsif aprogramisat least
1775 byteslong and it may overwrite data sectors with garbage. There is a mutation which extends the file by 2000 bytes(VB Feb 90)
Dar k Avenger AAA5 8B26 0600 33DB 53FF 64F5 E800 005E ; O f set vari abl e
Datacrime- CN: Thevirus attachesitself to the end of aCOM file, increasing its length by 1168 or 1280 bytes. On execution of an
infected program, the virus searches through the full directory structure of drives C, D, A and B for an uninfected COM filewhich will
beinfected. Fileswith 7th letter D will beignored (including COMMAND.COM). If the date is on or after 13th October of any year,
thefirst 9 tracks of the hard disk will be formatted. Theformat islow level after displaying the message:
DATACR MEM RUS
RELEASED: 1 MARCH 1989
Thismessageis stored in an encrypted form in the virus.(VB Aug 89)
Dat acri e (1) 3601 0183 EF03 8B06 3D00 0075 03E9 0201 ; O f set 002, 1168 byt es
Dat acri e (2) 3601 0183 EF03 8B06 3D00 0075 03E9 FEOO ; O f set 002, 1280 byt es
Datacrimell - CEN: Thisencrypted virus attachesitself to the end of aCOM or EXE file, increasing their length by 1514 bytes. The
virus searches through the full directory structure of drives C, A and B for an uninfected COM or EXE file. Itignoresany fileif the
second letter isB. If the date is on or after 13th October of any year, but not aMonday, alow level format of thefirst 9 trackswill be
done on the hard disk after displaying the message: “DATACRIME Il VIRUS’ which isstored in an encrypted form. Datacrime [ 1B
displays the message “* DATACRIME *”. (VB Aug 90)

Datacrinel | 2E8A 072E G505 2232 C2D0 CA2E 8807 432E; Offset 022, 1514 byt es
Datacrinel|B 2BCB 2E8A 0732 C2D0 CA2E 8807 43E2 F3; (ff set 01B

Datalock - CER: The name of this 920 byte virusisincluded at the end of infected programs, but its effect are not known yet.
Dat al ock C31E A12C 0050 8CD8 488E D881 2E03 0080

dBASE - CR: Transposes bytesin dBASE (DBF) files. Createsthe hidden file BUGS.DAT in theroot directory of drive C and
generates errorsif the absolute difference between the month of creation of BUGS.DAT and the current month is greater or equal to 3.
Infective length is 1864 bytes. The destroy version destroysdrives D to Z when the trigger point is reached (VB Dec 89)

dBASE 50B8 0AFB CD21 3DFB 0A74 02EB 8A56 E800 ; Of f set 636, 1864 bytes

dBASE dest r oy B900 01BA 0000 8EDA 33DB 50CD 2658 403C; O fset 735, 1864 byte
DBF Blank - CER: Thisviruswaitsfor adBASE (DBF) file to be opened and returns ablank record once every 20 disk reads. Only
one DBFfileisaffected at atime. Infective length is 1075 bytes.

DBF Bl ank 3300 8ED8 813E 8801 564F 1F75 212E 813C
December 24th - ER: A mutation of the Icelandic (3) virus. It will infect one out of every 10 EXE filesrun, which grow by 848-863
bytes. If an infected file isrun on December 24th, it will stop any other program from running and display the message “ Gledileg jol”
(Merry Christmasin Icelandic).

Decenber 24t h 0606 7E03 FEB4 5290 CD21 2E8C 0645 0326 ; O f set 044
Den Zuk, Search - DR: The majority of thevirusis stored in aspecially formatted track 40, head 0, sectors 33 to 41. When Ctrl-Alt-Del
is pressed, the virus interceptsit and displays “DEN ZUK” sliding in from the sides of the screen. This does not happen if KEYBUK
or KEYB isinstalled. Den Zuk will remove Brain and Ohio and replace them with copies of itself.

Den Zuk (1) FA8C C88E D8SE DOBC 00F0 FBES 2600 33C0D ; Of f set 02C
Den Zuk (2) FA8C C88E D8SE DOBC 00F0 FBB3 787C50C3 ; Of f set 02C

Destructor - CER: A 1150 byte Bulgarian virus containing the string “DESTRUCTOR V4.00 (c) 1990 by ATA”.
Dest ruct or 5255 FBCB 3D00 4B74 1980 FC3D 740F 80FC

Devil’sDance- CR: A simple viruswhich infects COM files, adding 951 bytes at the end of infected files. The virusisbelieved to
have originated in Spain or Mexico. It monitorsthe keyboard and will destroy the FAT after 5000 keystrokes.
Devi | * s Dance B300 0150 8CC8 8ED8 8ECD C306 B821 35CD; Of fset 011
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Diamond, 1024 - CER: A Bulgarian virus, possibly written by the person calling himself (?) “Dark Avenger”. Thisvirus may bean
earlier version of the Eddie virus. No side-effects or activation dates have been found. Diamond-B isaminor mutation.

D anmond 00B4 40CD 2172 043B C174 01F9 C39COEE8 ; O fset 170
Dir - CR: A 691 byte Bulgarian virus, which only infectsfileswhen the DIR command isissued. No other effects have been found.
Or CD26 OELF 580E 1FBE 0001 56C3 OEOE 1F07 ; Of f set 04A

Diskjeb - CER: A disk-corrupting viruswith aninfective length of 1435 bytes (COM) and 1419 bytes (EXE). Only infects COM files
longer than 1000 bytes and EXE fileslonger than 1024 bytes. In October, November and December disk writeswill be intercepted and
corrupted. A possible mutation of the Tenbytevirus.

D skj eb 5351 061E 9C8C C88E DBES 5000 803E 4903 ; O f set 4E8

Disk Killer, Ogre - DR: Thevirusinfectsfloppy and hard disks and if the computer isleft on for more than 48 hours, it will encrypt the
contents of the bootable disk partition. Theinfection of adisk occurs by intercepting adisk read - INT 13H function 2. When the virus
triggers, it displaysthe message “ Disk Killer — Version 1.00 by Ogre Software, 04/01/1989. Warning !! Don't turn off the power or
remove the diskette while Disk Killer is Processing!”. (VB Jan 90)

DiskKiller 2EA1 1304 2D08 002E A313 04B1 06D3 EO8E ; O f set 0C3
DiskKiller 2 7423 2E3A 16F4 0175 EE2E 3A36 F501 75E7

Do-nothing- CR: A badly-written virusfrom Israel that assumesa 640K system.
Do not hi ng 8CCA 8EDA BAOO 988E C2F3 A41E B800 008E ; O f set 020

Dot Killer - CN: This 944 byte Polish viruswill remove all dots (.) from the screen when they are typed. The effect can be disabled by
typing acaret ‘V'. Secondsfield is set to 62. Files set to Read-Only will not be infected.

Dot Killer 582E A301 0158 2EA2 0001 B800 01FF EOB8
Durban, Saturday 14th - CER: Adds 669 bytesto the end of infected files. On any Saturday 14th thefirst 100 logical sectors of drives
C, then B and then A are overwritten.

Dur ban B911 00A4 E2FD BADE CD21 80FC DF74 4706 ; Of f set 02F
Dyslexia, Solano - CR: Virus adds 1991 bytesin front of the infected file and 9 bytes at the end. Occasionally transposes two adjacent
characters on the screen.

Dysl exi a B4C0 CD21 3D34 1275 OE2E 8BOE 0301 1E07
Eddie-2, 651 - CER: A non-destructive virusfrom Bulgaria. It marksinfected fileswith avalue of 62 in the secondsfield of the
timestamp, which makes them immune from infection by Viennaor Zero Bug. Infected files grow by 651 bytes, but thiswill not be seen
if aDIR command isused - the virusintercepts the find-first and find-next functions, returning the correct (uninfected) length(VB June
90)

Eddi e- 2 D3E8 408C D103 C18C D949 8ECL BF02 00BA; O f set 02D, 651 bytes
E.D.V.- DR: E.D.V. marksinfected diskswith “EV” at the end of the boot sector and stores the original boot sector code in the last
sector of thelast track on 360K disks, just likethe Y ale virus. Program crashes and dataloss have been reported on infected systems.

EDV. 0001 5083 ECD4 B800 01CF B601 B908 2751 ; O f set 0C1
Evil - CR: Thisisacloserelative of the Bulgarian Phoenix virus, but is shorter, 1701 bytesinstead of 1704. It uses the same encryption
method, which makes the extraction of a search pattern impossible.

Fellowship - ER: This 1019 byte virus attaches itself to the end of EXE files, damaging them by overwriting the last 10 bytes or so.
Other effects are being analysed.

Fel | owshi p BAF5 02E8 3A00 B60OA E84A 00BA 1403 E82F ; Of f set 389
Filler - DR: A Hungarian viruswith unknown effects.
Filler CD12 BB40 00F7 E32D 0010 8ECD BAOO 00EB; Off set 074

Fish 6 - CER: A partial mutation of 4K having an infective length of 3584 bytes. Thevirusisencrypted and the decryption routineis so
short that it isimpossible to extract a hex pattern longer than 14 bytes. The virus seemsto activatein 1991, but the exact effects are yet
unknown.

Fish6 E800 005B 81EB A90D B958 OD2E 8037 ; Offset O
Flash - CER: This 688 bytevirusisawaiting analysis.
F ash 005E 8BDE 81C3 OF00 BO0OO FAD5 0A88 O7EB; O f set 007

Flip - MCER: The primary effect of this 2343 byte virusisto “flip” the screen by rotating it through 90 degrees. Thevirusis
encrypted and self-modifying. Aninfected file hasthe secondsfield set to 62. No search pattern is possible for COM/EXE files. Search
pattern will be found in the Master Boot Sector. (VB Sept 90)

Fli p (boot) 33DB 33FF 8EC3 2629 0613 04CD 12B1 0603 ; i n MBS ; OFfset 02E
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Form - BR: A boot sector virusfrom Switzerland infecting hard disks and floppy disks. On the 24th day of every month thevirus
produces asmall delay when keys are pressed.

Form B106 D3EO 8ECO 33FF BI9FF O0OFC F3A5 06B8 ; Of f set 074
Freeze- CR: A 1024 byte virus which makes the computer “hang” at random intervals.
Freeze 4545 5A45 BSEF EFCD 213D FEFE B800 0074 ; O f set 002

Fu Manchu - CER: The virus attachesitself to the beginning of aCOM file or to the end of an EXE file. Infective length is 2086 bytes
(COM) and 2080 (EXE). It is arewritten version of the Jerusalem virus, but the marker is“rEMHOr” and the preceding “sU” is
“sAX" (Sax Rohmer, creator of Fu Manchu). After installing itself as memory-resident, it will infect any COM or EXE file, except
COMMAND.COM. EXE filesare infected only once, unlike the original Jerusalem. Onein sixteen timeson infection atimer is
installed, which will trigger adisplay “The world will hear from me again” after arandom number of half-hours (max. 7.5 hours). The
machine then reboots. The same messageis also displayed on pressing Ctrl-Alt-Del, but the virus does not survive the reboot. If the
dateisafter 1st August 1989, the virus monitorsthe keyboard buffer and adds derogatory commentsto the names of politicians
(Thatcher, Reagan, Botha and Waldheim), overstrikes two four-letter words, and displays “virus 3/10/88 - latest in the new fun line!”
if “Fu Manchu” istyped. All messages are encrypted. (VB July 89)

Fu Manchu FCB4 E1CD 2180 FCEL 7316 80FC 0472 11B4 ; Off set 1EE, 2086 byt es COM 2080 byt es EXE
GhostBalls- CN: A strain of Viennavirus. Secondsfield changed to 62, asin Vienna. Infective length is 2351 bytes and the virus
attachesitself to the end of thefile. When run, it will infect COM files and try to place amodified copy of the Italian virusinto boot
sector of drive A. This copy of Italian runs on 286 machines but is non-infective. Virus containstext “ GhostBalls, Product of Iceland”.

CGhost Bal | s AE75 EDE2 FASE 0789 BC16 008B FE81 C71F ; Of f set 051

Groen Links GrLkDos- CER: A 1888 byte version of Jerusalem, which originated in the Netherlands. Every 30 minutesit will play
the tune “ Stem op Groen Links’, or “Vote Green Left”. Thisvirusis detected by the Jerusalem (USA) string.

Guppy - CR: A very simple 152 bytevirus. It does nothing but replicate, but many programs, including COMMAND.COM will fail to
executeif infected.
Quppy 521E B802 3DCD 2193 E800 005E OEL1F B43F ; O f set 045

Hallochen - CER: A viruswhich reputedly originated in West Germany. It containstwo text strings (o in Hallochen is character code
148decimal):

Acrivate Level 1..

Theviruswill not infect “old” files. If the value of the month or year fields in the time stamp is different from the current date, the file
will not beinfected. Theviruswill only infect fileslonger than 5000 bytes, increasing their length by 2011 bytes.

Hal | ochen EBSC (903 DISE DBBC DBO8 53BB 2E00 53CB; O f set 01E, 2011 bytes
Hymn - CER: A Russian, 1865 byte virus related to the “Eddie” (Dark Avenger) virus, and the “Murphy” viruses as well.
Hymm FF64 F500 07E8 0000 5E83 EF4C FC2E 81BC

Icelandic, Saratoga- ER: Thevirus attaches itself at the end of an EXE file and after becoming memory-resident, it will infect only one
inten (onein two for the Icelandic (2) mutation) programs executed. When a program isinfected, the disk is examined and if it has
more than 20 M Bytes, one cluster is marked as bad in thefirst copy of the FAT. There is a mutation which does not flag clusters.
Version (1) will not infect the system unless INT 13H segment is0700H or FOOOH, thus avoiding detection by anti-virus programs
which hook into thisinterrupt. Version (3) does not flag clusters and bypasses all interrupt-checking programs.

I celandic (1) 2EGC6 0687 020A 9050 5351 5256 1E8B DA43 ; O f set 006, 656 byt es
I cel andi ¢ (2) 2EG6 0679 0202 9050 5351 5256 1E8B DA43 ; O f set 0B8, 642 bytes
I cel andi ¢ (3) 2EGC6 066F 020A 9050 5351 5256 1E8B DA43 ; O f set 106, 632 bytes

Internal - EN: Infectivelength is 1381 bytes. Virus containsthe string:

| NTERNAL ERRCR02CH
PLEASE CONTACT YOUR HARDWARE MANUFACTURER | MVEDI ATELY !
DO NOT FORGET TO REPORT THE ERRCR CCDE !

I nt er nal 1E06 8CC8 8ED8 B840 008E COFC E858 0480 ; O f set 0B1

Italian, Pingpong, Turin, Bouncing Ball, VeraCruz - DR: Thevirus consists of aboot sector and one cluster (2 sectors) marked as bad
inthefirst copy of the FAT. Thefirst sector contains the rest of the virus while the second contains the original boot sector. It infectsall
disks which have at least two sectors per cluster and occupies 2K of RAM. It displays a single character “bouncing ball” if thereisa
disk access during the one-second interval in any multiple of 30 minutes on the system clock. The original version will hang when run
on an 80286 or 80386 machine, but anew version has been reported which runs normally. If awarm boot is performed after the
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machine hangs, an uninfected disk will still becomeinfected.(VB Nov 89)

Italian-Gen B106 D3EO 2DC0 078E COBE 007C 8BFE B900 ; O f set 030

Italian 32E4 CD1A F6C6 7F75 OAF6 C2F0 7505 52E8 ; O f set OFO
Itavir - EN: When the virus activates, it will write random datato all 1/0 ports causing unpredictable behaviour such as screen flicker,
hissing from the loudspeaker etc. Infective length is 3880 bytes.

Itavir 83C4 025A 595B 5850 5351 52CD 2672 0083 ; O f set 198

Jerusalem, PLO, Friday the 13th, Israeli - CER: The virus attachesitself to the beginning of aCOM file or at the end of an EXE file.
When an infected fileis executed, the virus becomes memory-resident and will infect any COM or EXE program run, except
COMMAND.COM. COM filesareinfected only once, while EXE files are re-infected every timethat they arerun. Infectivelengthis
1813 bytes (COM) and 1808 bytes (EXE). The virus finds the end of EXE filesfrom theinformation in the file header, and if thisis
less than the actual file length, the virus will overwrite part of thefile. After the system has been infected for 30 minutes, row 5 column
5to row 16 column 16 on the screen are scrolled up two lines, creating a“ black window” . The system then slows down, dueto atime-
wasting loop installed on each timer interrupt. If the system isinfected when the date is set to 13th of any month which isalso aFriday,
every program run will be deleted. (VB July 89)

Jerusal em 03F7 2E8B 8D11 00CD 218C C805 1000 8EDO ; Cf f set 0OAC, 1813 BYTES COM 1808 byt es EXE

Jerusal em USA FCB4 EOCD 2180 FCEO 7316 80FC 0372 11B4 ; Of f set 095
Minor Jerusalem mutations matching the Jer usalem sear ch pattern Anarkia: Virussignature is changed from ‘sURIV’ to
‘ANARKIA’. Anarkia-B: Minor mutation of Anarkia. M endoza: Another minor mutation of Anarkia. PSQR: M utation withthe
signature changed to ‘ PSQR’. Theinfectivelengthis 1715 (COM) and 1720 bytes (EXE).

PSR FCB8 OFFF CD21 3D01 0174 3B06 B8F1 35CD; Of fset 071
Jo-Jo- CR: Thisisanon-encrypted version of Cascade with the encryption code patched out and afew other changes made.
Jo-Jo B300 FOSE COBF 08EO 813D 434F 751B 817D; Of f set 0D2

Jocker: Anoverwriting virusfrom Poland, written in some high-level language, probably Pascal. The sample only replicates after the
filenameischanged to WABIKEXE.EXE. Wabik isaPolish word meaning ‘decoy’ or ‘alure’.

Jocker 89E5 81EC 0001 BFOO 000E 57BF 401B 1E57 ; Of f set 00B
Joker-01- CR: A huge, 29233 bytevirusof Polish origin.
Joker - 01 8CC2 4A8E C28C DA4A B8EDA 5A90 26A1 0300

”

Joshi - MR: Thisvirus from India displays the message ‘ Type “Happy Birthday Joshi”’ on 5th January of every year. Unless the user
entersthe text verbatim, the computer will hang. The virustraps disk reads and any program trying to discover it whilethevirusis
activein memory, will not locateit. Surviveswarm boot.(\VVB Dec 90)

Joshi FA8C C88E D8SE DOBC 00F0 FBAL 1304 B106 ; Of f set 021
July 13th - ER: Thisencrypted virus activates on 13th July, but its exact effects have not yet been determined. It is 1201 byteslong.
July 13th 2EAQ 1200 3490 BE12 00B9 B104 2E30 0446 ; Off set vari abl e

Kamikaze- EN: Thisoverwriting virus from Bulgariaiswritten in Turbo Pascal, and isfairly large, 4031 bytes. Like other similar
virusesit is not athreat.

Kam kaze 8EDA 8006 3E00 33ED 8BC4 0513 00B1 04D3 ; O fset 3CD
Kemerovo- CN: A Russian, 257 bytevirus. Someinfected programsfail to execute properly, but no other effects are known.
Kener ovo 0400 89C7 B904 00A4 E2FD 89D7 2903 81EB

Kennedy - CN: A simple COM infecting virus, probably originating from Sweden. When an infected fileisrun, it will infect asingle
COM filein the current directory, expanding it by 333 bytes at the end. The virus activates on three dates: 6th June, 18th November
and 22nd November and displaysthe message

Kennedy er dod - | ange | eve " The Dead Kennedys"

Kennedy E817 0072 04B4 4FEB F38B C505 0301 FFEO ; Of f set 035
Keypress, Turku, Twins- CER: Thisvirus was discovered at the sametimein Finland, USSR and Bulgaria, which makesitsorigin
somewhat uncertain. It will infect COM and EXE files, but the length of the virus codeis different, 1232 and 1472 bytes, respectively.
After being resident for some time the virus will interfere with the keyboard, causing keysto “repeat”.

Keypr ess 7405 C707 0100 F9F5 1FC3 F606 1801 0174
Korea, NJH - DR: A simple boot sector virus with no side-effects. It may cause damage to data, asthe original boot sector isalways
written to sector 11. There are two versions, probably due to two different assembl ers being used.

Kor ea CD8E DBSE DOBC FOFF FBBB 1304 8B07 4848 ; O f set 009
L ehigh - CR: Thevirusonly infects COMMAND.COM. It is555 byteslong and becomes memory-resident when theinfected copy is
run. If adisk isaccessed which contains an uninfected COMMAND.COM, the copy isinfected. A count of infection generation is kept
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inside the virus, and when it reaches 4 (or 10 in a mutated version), the current disk is trashed each time adisk isinfected, provided
that (@) the current disk is either in the A drive or B drive, (b) the disk just infected is either the A drive or B drive and (c) the disk just
infected is not the current one. Thetrashing is done by overwriting the first 32 sectors following the boot sector. Infection changesthe
date and time of COMMAND.COM.

Lehi gh 8B54 FC3B 44FE 8ED8 B844 25CD 2106 1F33 ; O fset 1EF
L eprosy-B - CER: A 666 byte overwriting virus, which iseasily detected, asinfected programs do not run normally, but instead display
amessage announcing thevirus.

Lepr osy-B 8A27 3226 0601 8827 4381 FBCB 037E F1C3 ; O fset 021
Liberty - CER: A virusfrom Indonesiawith an infective length of 2857 bytes, but a 2867 byte mutation is also known. No harmful
effects have been reported, but the virusis awaiting disassembly.

Li berty 0174 031F 595B 5053 5152 1E06 1EOE 1FE8 ; O f set 080
Lozinsky - CR: A Russian, 1023 byte virus, which uses asimple encryption algorithm.
Lozi nsky FCBF 2000 03FE BODO 032E 3005 47E2 FABS ; Of f set 013

LoveChild - CEN: Infectivelength is 467 bytes. Contains string “L oveChild in reward for software sealing.”[sic] Sample obtained
does not replicate under test conditions.

LoveChi I d 3300 8ECD E800 O0O5E 8BEE BFEO 01FC 2681
Macho - CEN: Swaps every string “MicroSoft” with “MachoSoft” on the hard disk. Searches 20 sectors at atime, storing the last
sector searched in IBMNETIO.SY Swhich is marked hidden and system. After searching thelast sector it startsagain. Thiswill only
happen after 1st January 1985 and if the environment variable VIRUS is not set to OFF. Infectivelength is 3550 to 3560 bytes. Random
directory search for uninfected files. Infects COMMAND.COM. Thisvirusisclosely related to Syslock.

Macho 5051 56BE 5900 B926 0890 D1E9 8AE1 8ACL ; Offset ?
MG - CR: A simple, 500 byte Bulgarian virus.
MG AALF 1E07 585E 1EBB 0001 53CB 3004 4B74 ; O f set 086
MG-3- CR: A 500 byte Bulgarian virus, reported to be written by the same author asthe MG virus.
MG 3 CA3E 0600 BOEA 49F2 AE26 C43D 83EF DFEA
MGTU - CN: A simple, 273 byte Russian virus.
MGTU 03F8 BEOO 018B 0589 048B 4502 8944 02B8 ; O f set OF8

Microbes- DR: An Indian virusthe effects of which are not fully known, except that booting from an infected disk has been reported to
cause some computers to “hang”.
M cr obes 042D 0400 A313 04B1 06D3 EO8E Q006 C706 ; O f set 014

Mistake, Typoboot, Typo - DR: Exchanges |etters for phonetically similar ones (for example “C” and “K”) while they are being
output to the printer. Reportedly writtenin Israel. A mutation of the Italian virus with about 35% of the code rewritten. The boot sector
isalmost identical to the Italian.

M st ake 32E4 CD1A 80FE 0376 0A90 9090 9090 52E8 ; O f set OF0

M1X1- ER: Thevirusinfectsonly EXE files, attaching itself to the end. When an infected program isrun, the virus will copy itself to
the top of the free memory. Some programs may overwrite this area, causing the machineto crash. The virustraps printer and asynch
interrupts and corrupts traffic by substituting characters. 50 minutes after infection, the virus alters Num Lock and Caps L ock keyboard
settings. 60 minutes after infection, adisplay similar to the Italian virus (bouncing ball) will be produced. The viruswill infect every
tenth program run. Infected filesalwaysend in “MIX1" and the infective length of M1X1is 1618 to 1633 bytesand MIX1-2 1636 to
1651 bytes. (VB Dec 89)

M X1 B800 008E 0026 803E 3003 7775 095F 5E59 ; O f set 02E

M X1-2 B800 008E COBE 7103 268B 3E84 0083 C70A; O f set 02A
MLTI - CR: This 830 byte Russian virus contains the following text, whichrefers to the “Eddie” (Dark Avenger) virus. “Eddie die
somewhereintime! Thisprogramm waswrittenin the city of Prostokwashino (C) 1990 RED DIAVOLYATA Hello! MLTI!"”

MTI 5B73 05B8 0001 50C3 83FC E072 F62E Cr47

Monxla, Time- CN: A 939 byte mutation of the Viennavirus, which activates on the 13th day of any month and then damages
programs, instead of just infecting them.
Monx| a 8B07 5B8E COBF 0000 5E56 83C6 1AAC BO900
M ur phy - CER: Two versions exist. One produces a click from the loudspeaker when any DOS functions are called while the other
may produce the bouncing-ball effect when the user enters ROM BASIC. Theviruswill only activate between 10:00 and 11:00 a.m.
Mur phy 1 1EE8 0000 B859 4BCD 2172 03E9 2801 5E56 ; Of f set vari abl e
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Mur phy 2 1EE8 0000 B84D 4BCD 2172 03E9 2601 5E56 ; O f set vari abl e
Music Bug- DR:
Musi ¢ Bug 08FC F3A5 06B8 0002 50CB 5053 5152 2EA3

New Zealand, Stoned, Marijuana- MR: The virus consists of aboot sector only. It infectsall disks and occupies 2K of RAM. On
floppy disks, sector O isinfected, while on the hard disks the physical sector O (Master boot sector) isinfected. The original boot sector
isstored in track 0 head 1 sector 3 on afloppy disk and track 0 head 0 sector 2 on a hard disk. The boot sector contains two character
strings: “Y our PC is now Stoned!” and “LEGALISE MARIJUANA” but only the former oneis displayed, oncein eight times, and
only if booted from floppy disk. The version (2) storesthe original boot sector at track 0 head 0 sector 7 on ahard disk. The second
string is not transferred when a hard disk isinfected. A mutation displays the message “Y our PC is now Sanded”. A mutation has been
reported in Australiawhich also displays“LEGALISE MARIJUANA".(VB May 90)

New Zeal and (1) 0400 B801 020E 07BB 0002 B901 0033 D29C; O fset 043

New Zeal and ( 2) 0400 B801 020E 07BB 0002 33C9 8BD1 419C; O fset 041
Nina- CR: Y et another small virusfrom Bulgaria. Thisoneis 256 byteslong.

N na 03F7 B900 01F3 A458 1EBD 0001 55CB 5858 ; Of f set 069
NOMENKLATURA - CER: Infectivelength is 1024 bytes, and only fileslonger than 1024 bytes areinfected. Thevirusinfectson
executing a program or opening afile, which meansthat avirus scanning program will infect all files on the system if thevirusis
resident in memory. Thevirus scramblesthe FAT on arandom basis.(VB Dec 90)

NOVENKLATURA B8AA 4BCD 2173 785E 5606 3300 8ED8 CA1E; O f set 2DD
Number of the Beast, 666, V512 - CR: An advanced virus from Bulgaria, only 512 byteslong. The length of the file does not appear to
increase since the virus overwritesthe first 512 bytes of the programsit infects with itself, storing the original 512 bytesin the unused
space of adisk cluster, after thelogical end of file. Three variants have now appeared.(VB May 90, June 90)

Nunber of Beast 5A52 OEQ7 OELF 1EBO 5050 B43F CBCD 2172 ; O f set 0A3

Nunber of Bea 1 B800 3DCD 2193 5A52 OE1F 1E07 B102 B43F ; Of f set vari abl e

Nunber of Bea E 1607 8BD6 B102 B43F CD21 8AD1 86CD BFFE

Nunber of Bea F 5A52 OE1F 1E07 06B0 5050 B43F CBCD 2172
Ohio- DR: Boot sector virus, probably an older version of Den Zuk.

Ghio FAFA 8CC8 8ED8 8EDO BCQO0O FOFB E845 0073 ; O f set 02B
Old Yankee- EN: Thisisthefirst of the viruses which play the “Y ankee Doodle Dandy”. It only infects EXE files, increasing their
length by 1961 bytes. When an infected program isrun, it will infect anew file and then play the melody (VB June 90)

d d Yankee 03F3 8000 8904 OE07 53B8 002F CD21 8BCB; O f set 009
Oropax, Music virus - CR: Thelength of infected filesincreases between 2756 & 2806 bytes and their length becomes divisible by 51.
5 minutes after theinfection, the virus playsthree different tunes at 7-minute intervals. Does not infect COMMAND.COM.

Q opax 06B8 E033 CD21 3CFF 7423 8CCE 8EC5 8B36
Parity - CN: A Bulgarian 441 byte virus which may emulate amemory failure when an infected program isrun, displaying the message
“PARITY CHECK 2" and halting the computer.

Parity 40B9 B901 BAOO 0103 D7CD 21B8 0157 8B8D
Pentagon - DR: Thevirus consists of aboot sector and two files. The sample obtained does not work, but it contains the code which
would survive awarm boot (Ctrl-Alt-Del). It could only infect 360K floppy disks, and will look for and remove Brain from any disk it
infects. It occupies5K of RAM.

Pent agon 8CC3 8EDO BCOO FO8E DBFB BD44 7C81 7606; O f set 037
Perfume- CR: Theinfected program will sometimes ask the user for input and not run unless the answer is 4711 (name of a perfume).
In some cases the question is “Bitte gebe den G-Virus Code ein”, but in other cases the message has been erased. The virus will look
for COMMAND.COM and infect it. Infectivelengthis 765 bytes.

Per f une FCBF 0000 F3A4 81EC 0004 06BF BAOO 57CB; O f set 0AA
Phoenix, P1 - CR: ThisBulgarian virusis 1701 byteslong, but amutation, 1704 bytes long, has also been reported. Despite the
identical lengths, they are not related to the Cascade viruses. These viruses use advanced encryption and no search pattern is possible.

Piter - CR: A Russian, 529 byte virus.

Piter 8E1E 2000 33F6 ACDA 0475 FB83 (503 8BD6 ; O f set 092
Pixel - CN: The Pixel viruses are nearly identical to the Amstrad virus but shorter: 345 and 299 bytes. No side-effects occur until the
5th generation, at which stage thereis a 50 % chance that the following message will appear when an infected program is executed:

Programsick error: Call doctor or buy Pl XEL
for curedescription
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Pi xel (1) OE1F 2501 0074 4CBA D801 B409 CD21 CD20 ; O f set 0C8, 354 bytes
Pi xel (2) BA9E 00B8 023D CD21 8BD8 061F BA2B 01B9 ; Cf f set 033, 299 byt es
Pi xel (3) 0001 0001 2E8C 1E02 018B C32E FF2E 0001

Plastique, AntiCAD - CER: Thisisafamily of 5 virusesfrom Taiwan, which are based on the Jerusalem virus, but with considerable
modifications. Thisgroup of virusesincludes a 2900 byte mutation, another which is 3012 bytes, and three different mutations 4096
byteslong, one of which isalso known as“Invader”. The Plastique virustriggerswhen ACAD.EXE(the AUTOCAD™ design
program) is executed. Drives A: and B: are checked for the presence of a diskette;if found the virus overwrites head O of all tracks with
the contents of memory from address 0000:0000. Then an ‘explosion’ routine(anoise generated through the speaker approximately
every 4.5 minutes) commences. Thefirst and second fixed disks are overwritten on all heads and tracks(VB Jan 91)

P astique (1) B840 4BCD 213D 7856 7512 B841 4BBF 0001 ; O f set 000

P astique (2) CO8E DBA1 1304 B106 D3EO 8ED8 33F6 8B44
Polimer - CN: A 512 byte Hungarian virus, which only displaysthe following message when an infected program is executed: “A |€’
jobb kazetta a Polimer kazetta! Vegye ezt !”

Pol i ner 8CD8 0500 108E D8B4 40CD 218C DB82D 0010 ; O f set OF5
Polish 217 - CR: A simple 217 byte virus from Poland, which noes nothing but replicate.
Pol i sh 217 D201 BFOO 01B9 0300 F3A4 5EB4 4EBA C901

Pretoria, June 16th - CN: Overwritesthefirst 879 bytes of infected fileswith a copy of itself, and storesthe original 879 bytes at the
end of thefile. When an infected program is executed, the virus searches the entire current drive for COM filesto infect. On 16th June
the execution of an infected file will cause all entriesin theroot directory to be changed to ‘ZAPPED’. Thevirusisencrypted.

Pretoria AC34 ASAA 4B75 FOC3 AL1F 0150 A11D 01A3
PrintScreen - DR: Occasionally performsa Print Screen (PrtSc) operation.
Pri nt screen FA33 COSE DOBC 00F0 1E16 1FAL 1304 2D02 ; Of f set 023

Proud - CR: This 1302 bytevirusisamember of aBulgarian family of 4 viruses, which also includes 1226, Evil and Phoenix. Asthey
all use the same encryption method, no search pattern is possible.(VB Dec 90)

Prudents- EN: Infectivelength is 1205 bytes and the virus will destroy the last 32 bytes of any infected file. Activates during the first
four days of May of every year, turning every write operation into averify operation, which resultsin theloss of data.

Prudent s OEO07 BE4F 04B9 2300 5651 E87E 0359 5EE8 ; O f set 055
Rat - ER: This Bulgarian virus has been reported, but the sample which is avail able does not replicate.
Rat FCBS 2B35 CD21 8CDD OELF 012E 6A0A BE10 ; O f set OH

Russian Mirror - CR: Thisviciousvirusfrom Russiatrashes disks. Infective length is 482 bytes.
RussianMrror ES9D FF80 FC4B 7403 E9C4 002E FEOE 6400
Saddam - CR: Thisvirusextendsthefilelength by 917 to 924 bytes. Displaysthe following string (which is stored encrypted)
HEY SADAM
LEAVE QUEI T BEFCRE | OOME
after 8 requestsfor INT 21H. Resides in the area of memory not labelled as used, so large programs will overwriteit.
Saddam BB0O 0153 5052 1E1E B800 008E DBAL 1304 ; Cf f set 010
Scott’sValley - CER: Thisvirusisclosely related to the Australian Slow virus, using an almost identical encryption method. Itis
somewhat longer, 2126 bytes.
Scott’s Val l ey ES00 005E 8BDE 9090 8106 3200 B912 082E
Shake- CR: A primitive 476 byte viruswhich reinfects already infected files. | nfected programs sometimes reboot when executed.
Occasionally, infected programs display the text “ Shake well before use !” when executed.
Shake B803 42CD 213D 3412 7503 EB48 90B4 4ABB
Slow - CER: Thisencrypted virusisa 1716 byte long mutation of the Jerusalem virus. It originates from Australiaand its side-effectsis
reported to be aslow-down of theinfected PCs. No other side-effects are known, asthevirusisawaiting analysis.
S ow ES00 005E 8BDE 9090 8106 1B00 B990 062E ; COffset 0
South African, Friday the 13th, Miami, Munich, Virus-B - CN: Infectivelength is419 bytes, but some reports suggest mutationswith
an infective length between 415 and 544 bytes. Does not infect fileswith Read-Only flag set. Virus-B isanon-destructive mutation
containing the South African 2 pattern. COMMAND.COM isnot infected. Every filerun on aFriday 13th will be deleted.

South African1 1E8B ECC7 4610 0001 E800 0058 2DD7 00Bl1 ; O f set 158
Sout h Afri can 2 1E8B ECC7 4610 0001 E800 0058 2D63 00B1 ; O f set 158
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Spanish Telecom - MCER: This encrypted virus contains a message by “Grupo Holokausto” demanding “lower telephone tariffs,
more services”. It proclaims to be an “Anti-CTNE” virus where CTNE is “Compania Telefonica Nacional Espana’. A messagein
English states that the virus was programmed in Barcelona, Spain.(VB Jan 91)

Spani sh_Head_1 8B1D B200 83FB 0074 18BF 5500 B2 ; Off set 034H

Spani sh_Head_2 83ED 09BE 2001 03F5 FCB6 ; Off set 024H

Spani sh_Tr oj an 8AOE ECO0 BE70 0003 F18A 4002 8A74 03C3 ; Cf f set 0B3Hin MBS
Subliminal - CR: This 1496 byte virusis probably an earlier version of the Dyslexiavirus. When active, the viruswill attempt to flash
the message “LOVE, REMEMBER” on the screen for afraction of a second, which is too short to be easily noticed.

Subl i ni nal AE26 3805 EOF9 8BD7 83C2 0306 1F2E C706 ; O f set 435
Sunday - CER: Variation of Jerusalem. Infective lengthis 1631 bytes (EXE) and 1636 (COM). Activates on Sunday and displays
message “ Today is SunDay! Why do you work so hard? All work and no play make you adull boy.”. There are unconfirmed reports of
FAT damageoninfected systems.

Sunday FCB4 FFCD 2180 FCFF 7315 80FC 0472 10B4 ; Of f set 095
Suomi - CN: A 1008 byte virusfrom Finland, which uses self-modifying encryption, like the Stealth virus. The virus seemsto disinfect
aready infected files under certain conditions, but COMMAND.COM seemsto remain permanently infected. No harmful side-effects
have been reported, but the virusis awaiting disassembly. No search pattern is possible.

Suriv 1.01, April 1st COM - CR: A precursor to Jerusalem infecting only COM fileswith the virus positioned at the beginning of the
file. Infectivelength is 897 bytes. If the dateis 1st April, the viruswill display “APRIL 1ST HA HA HA YOU HAVE A VIRUS’ and
the machine will lock. If the date is after 1st April 1988, the virus produces the message“Y OU HAVE A VIRUS !!!” but the machine
will not lock. Thevirusis memory resident and will not infect COMMAND.COM .(VB Aug 89)

Suriv 1. 01 OEL1F B42A CD21 81F9 C407 721B 81FA 0104 ; O f set 304, 897 bytes
Suriv 2.01, April 1st EXE - ER: A precursor to Jerusalem infectingEXE fileswith the virus positioned at the beginning of thefile.
Infective length is 1488 bytes. If the dateis 1st April, the viruswill display “APRIL 1ST HA HA HA YOU HAVE A VIRUS". If the
year is 1980 (DOS default) or the day is Wednesday after 1st April 1988, the machine locksone hour after infection. (VB Aug 89)

Suriv2.01 81F9 C407 7228 81FA 0104 7222 3C03 751E; O f set O5E, 1488 bytes
Suriv 3.00, Israeli - CER: An earlier version of Jerusalem infecting COM and EXE files and displaying the side-effects 30 seconds after
infection instead of 30 minutes. Infective lengthis 1813 bytes (COM) and 1808 bytes (EXE). Program delete does not work.
(VB Aug 89)

Suriv 3.00 03F7 2E8B 8D15 00CD 218C C805 1000 8EDD ; O f set 0BO, 1813 COM 1808 EXE
SVC - CER: A Russian, 1689 byte virus, containing the following message “(c) 1990 by SVC,Vers. 4.0". The virus attemptsto avoid
detection by the use of “stealth” methods, so any increasein file length is not visible while the virusis active in memory.

SVe 7416 80FC 1174 OE80 FC12 7409 9D2E FF2E; Of fset 142
Sverdlov- CER: A Russian, 1962 bytevirus, using asimple X OR-encryption.

Sverdl ov 2D00 03FE 2E30 0547 E2FA E800 005E 83EE ; O f set 019
Svir - EN: A simple 512 byte virus with no side-effects. Svir means “music” in Bulgarian.

Svir 33F6 4626 8BOC E302 EBF8 8BD6 83C2 04E8 ; O f set 049
Swap - DR: Does not infect until ten minutes after boot. One bad cluster on track 39, sectors 6 & 7 (head unspecified). Uses 2K of
RAM. Infectsfloppy disksonly. Does not store the original boot sector anywhere. Virus creates adisplay similar to Cascade, but is
transmitted viaboot sector.

Snap 31C0 CD13 B802 02B9 0627 BAOO 01BB 0020 ; Cff set ?
Sylvia- CN: The virus displays messages including “ This program isinfected by aHARMLESS Text-VirusV2.1”, “Y ou might get an
ANTIVIRUS program.....” when an infected program is executed, but if the above text istampered with, the (encrypted) messages
“FUCK YOU LAMER !!!I” “system halted....$” will be displayed. The victim istold to send a‘funny postcard’ to a genuine address
of aDutch woman called Sylvia. When an infected program isrun, the viruswill look for five COM files on drive C and the current
drive. COMMAND.COM, IBMBIO.COM and IBMDOS.COM are not infected. Thevirusadds 1301 bytesto the beginning of the
infected files and 31 bytes at the end.

Sylvia CD21 EBFE C3A1 7002 A378 0233 QOA3 9E02 ; Off set 229
Syslock - CEN: Thisencrypted virus attachesitself to the end of aCOM or an EXE file. Infective length is 3551 bytes. It infectsa
program onein four timeswhen executed. Will not infect if the environment contains SY SLOCK=@.

Sysl ock 8AE1 8ACL1 3306 1400 3104 4646 E2F2 5E59 ; O fset 0, 3551 bytes
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Taiwan - CN: Thevirus activates on the 8th day of every month and overwritesthe FAT and theroot directory of drivesC and D. Two
versions are known with different infection lengths: 708 and 743 bytes.
Tai wan 07E4 210C 02E6 21FB B980 0033 F6BB 8000 ; O f set 0AQ
Tai wan ( 2) 07E4 210C 02E6 21FB B980 00BE 0000 BB80 ; O f set 065
Tenbyte, Valert - CER: Thisviruswas by accident posted to the V-ALERT electronic mail list recently. Adds 1554 bytesto infected
files. Activates on 1st September corrupting datawritten to disk.(VB April 90)
Tenbyt e 1EOE 1F8D 36F7 04BF 0001 B920 00F3 A42E ; Offset 0
Terror - CER: ThisBulgarian virus has not been analysed yet, asit failed to replicate under test conditions.
Terror 2ESC 1E41 0550 B359 ECCD 213B E875 3EOE ; Of f set 046H
Tiny - CN: A mutation of the Kennedy virusonly 163 byteslong. It has no side-effects other than replication (VB Sept 90)
Ti ny 408D 94AB 01B9 0200 CD21 B43E CD21 FFE5 ; OFf set 088
Tiny Family - CR: Thisisafamily of at least 10 Bulgarian viruses, which includes the shortest viruses now known. The viruses are not
related to the Danish ‘ Tiny’ virus, but just likeit, they do nothing but replicate. The lengths of mutations range from 133 to 198 bytes.
Tiny Fami |y (1) CD32 B43E CD32 071F 5F5A 595B 582E FF2E ; OF f set vari abl e
Tiny Fami |y (2) 2687 85E0 FEAB E3F7 931E 07C3 3D00 4B75 ; Off set vari abl e

TPworm - PN: A ‘companion’ viruswritten by the author of the Vacsinaand Y ankee Doodle viruses. The virus has been distributed in
theform of ‘C’ source code. Theinfective length and hexadecimal patterns, hence, depend on the‘C’ compiler used.

Traceback, Spanish - CER: Thisvirus attaches itself to the end of aCOM or an EXE file. Infective length is 3066 bytes. It becomes
memory-resident when the first infected program isrun and will infect any program run. If the dateis 5th December or later, the virus
will look for and infect one COM or EXE file either in the current directory or the first one found starting with the root directory. If the
date is 28th December 1988 or later, the virus produces adisplay similar to Cascade one hour after infection. If nothing istyped, the
screen restores itself after one minute. Display will repeat every hour. Spanish isan earlier version with areported infective length of
2930 or 3031 bytes. (VB Sept 89)

Tr aceback B419 CD21 89B4 5101 8184 5101 8408 8C8C; O fset 104, 3066 byt es
Spani sh E829 06E8 E005 B419 CD21 8884 E300 E8CE ; Cf f set ?
Trackswap - DR: A small Bulgarian Master Boot Sector virus, which isawaiting analysis.
Tr ackswap FBA1 1304 48A3 1304 B106 D3EO 8ECO 06BD; O f set 00E
TUQ, RPVS-CN: A simplevirusfrom West Germany without side-effects. Infective length is 453 bytes.
g1ve) 5653 8CC8 8EDB BEOL 012E 8B04 0503 0157 ; Of f set 05E

Turbo 448- CR: A 448 byte Hungarian viruswhich will infect COM files when they are opened, for example by avirus scanner, but
not when they are executed. The virus contains the text “ Udv minden nagytudasunak! Turbo @”

Tur bo 448 890E 0201 8CD8 8ECD 5958 BB0OO 01FF E3AL
Turbo Kukac- CR: A 512 byte virus, which resemblesthe Turbo 448 virus, but is somewhat longer, 512 bytes. COMMAND.COM
will crash, if infected with thisvirus.

Tur bo Kukac FFE3 8CD8 488E DBAL 0300 2D41 00A3 0300
Typo, Typo COM, Fumble - CR: Infectsall COM filesinthe subdirectory on odd days of every month. If typing fast, substituteskeys
with the ones adjacent on the keyboard. Infective length is 867 bytes.(VB April 90)

Typo 5351 521E 0656 OE1F E800 005E 83EE 24FF ; Of f set 01D, 867 bytes
V-1- DCR: Thisviruswas one of thefirst to infect both the boot sector and programs. It is 1253 byteslong and destructive: when
activated, it overwritesthe disk with garbage.

V1 8ECD 26A1 1304 4848 503D 0001 7203 208E; O f set 02B
V2P2 - CN; Thisvirus, written by Mark Washburn of the United States, is closely related to the 1260 virus, but is more complicated. It
will for example add arandom number of “garbage” bytesto the programsit infects, to make identification more difficult As with
Washburn’s other viruses, no search pattern is possible.

V2P6 - CN: Thisvirusiswritten by the same author as 1260 and VV2P2, but islonger and more complicated. It uses several different
encryption methods, which makesit impossibleto provide asignature string for the virus.

Vacsina- CER: Infective length 1206 to 1221 bytes (COM),1338 to 1353 bytes (EXE). After asuccessful infection of aCOM file, a
bell rings. Infectsany fileloaded viaINT 21 function 4B (load and execute), i.e. COM, EXE, OVL and APP (GEM) files. Checks
version number of itself (current is 5) and replaces with newer code. A member of the “Bulgarian 50" (see Y ankee) (VB June 90)

Vacsi na (1) 8CC8 8ED8 8ECD 8EDO 83C4 02B8 0000 502E; O fset vari abl e
Vacsi na (2) E800 005B 2E89 47FB B800 008E 0026 A1C5 ; Of f set vari abl e
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Vcomm - ER: Thisvirusfirst increases the length of infected programs so that it becomes a multiple of 512 bytes. Then it adds 637
bytesto the end of thefile. The resident part will intercept any disk write and change it into a disk read.

Vconm 80FC 0375 04B4 02EB 0780 FCOB 7502 B40A; O f set 261
VFSI - CN: A simple 437 byte Bulgarian virus.
VFS 100E 1FB8 001A BA81 00CD 21BE 0001 FFE6 ; O f set 1A3

Victor - CEN: A 2442 bytevirusfrom the USSR which isawaiting disassembly. The only known damaging effect isthe corruption of
the FAT.
M ctor 80C8 8BD8 B104 D3EE 0306 50B8 D800 50CB ; O f set 0C8

Vienna, Austrian, Unesco, DOS62, Lisbon - CN: Thevirusinfectsthe end of COM files. Infective length is 648 bytes. It looksthrough
the current directory and the directoriesin the PATH for an uninfected COM file. Onefilein eight becomes overwritten. Seconds stamp
of aninfected fileis set to 62. A number of mutations, shorter than the original, but functionally equivalent, have been reported in
Bulgaria. (VB July 90)

Vi enna (1) 8BF2 8306 0A90 BFO0 01B9 ; O f set 005, 648 byt es
Vi enna (2) FC8B F281 C50A 00BF 0001 B903 00F3 A48B; OF f set 004, 648 bytes
Vi enna (3) FC89 D683 C60A 90BF 0001 B903 00F3 A489 ; OF f set 004
Vi enna (4) FC8B F283 C50A BFOO 01B9 0300 F3A4 8BF2 ; O f set 004, 623 bytes
Vi enna (5) CD21 OE1F B41A BA80 00CD 2158 C3AC3C3B; O fset variable
Vi enna ( 6) 8E1E 2000 AC3C 3B74 093C 0074 03AAEBF4 ; O fset variable
Vienna-644- CN: A 644 byte version of the Viennavirus, which does not infect programs every timeitisrun.
M enna- 644 BFOO 01FC ASA5 A58B F252 B42C CD21 5A80

Violator - CN: Thisisan unsually long mutation of the Viennavirus. It is 1055 byteslong and it activates on 15th August. Thevirusis
awaitinganalysis.

\i ol at or BFO0 01F3 A48B F2B4 30CD 213C 0075 03E9 ; O f set O0E
Virdem - CN: Thisviruswas published in the R. Burger book Computer Viruses - A High Tech Disease Originally intended asa
demonstration virus, but now also found inthewild. Infective length is 1336 bytes. Two versions are known to exist with textsin
English and German. (VB July 90)

Vi rdem BE8O 008D 3EBF 03B9 2000 F3A4 B800 0026 ; O fset 011
Vi rdem 1 BE8O 008D 3ED7 03B9 2000 F3A4 B800 0026 ; O fset 011
Vi rdem Gen 434B 7409 B44F CD21 72AC4B75 F7B4 2FCD; O f set 098

Virus-90- CN: The author of thisvirusisPatrick A. Toulme. He uploaded the virus to anumber of Bulletin Boards, stating that the
source was available for $20. When an infected program is run it will display the message “Infected”, infect a COM filein drive A and
display the message “Done”. Infective length is 857 bytes.

M rus- 90 558B 2E01 0181 C503 0133 CD33 DBBY 0900 ; O f set O1E
Virus-101- CN: Thisvirus waswritten by the same author as Virus-90. Thevirusis encrypted and self-modifying. Aninfected file has
the secondsfield set to 62. Will not infect if thefirst instructioninthefileisnot a‘'IMP NEAR'. Infective length is 2560 bytes, but
COMMAND.COM length doesnot change. Awaiting disassembly.

Virus-B - CN: ‘Test virus' which was available as arestricted access file from thel nterpath CorporationBBSinthe USA. Itisa
mutation of the South African, with the destructive code of the original disabled. The identification pattern isthe same asfor the South
Africanvirus.

Voronezh - CER: A Russian, 1600 byte virus, which overwrites thefirst 1600 bytes of the host, and movesthe original codeto the end,
where it iswritten in encrypted form.

\or onezh 3E89 078E COBF 0001 BEOO 015B 5301 DEOE
VP - CN: Contains avariable number (1 to 15) of NOPs at the beginning followed by 909 bytes of virus code. When an infected
program isrun, the virus may attempt to locate, infect and execute another program.

\ 0001 FCBF 0001 B910 00F2 A4B8 0001 FFEQ ; O fset vari abl e
W 13- CN: A primitive group of viruses from Poland, based on the Viennavirus. They have no known side-effects and there aretwo
versions, 534 and 507 byteslong. The version with 507 bytes has some bugs corrected.

W3 8BD7 2BF9 83C7 0205 0301 03C1 8905 B440 ; Offset variabl e
Westwood - CER: A 1824 byte mutation of the Jerusalem virus.

\ést wood 4DOF CD21 8CC8 0510 008E DOBC 1007 50B8
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Whale- CER: Theinfective length of thisvirusis 9216 bytes. The virus slows the system down by afactor of up to 50% and uses
dynamic decryption of parts of its code. Much of the codeis dedicated to disabling DEBUG to impede disassembly. The virus adopts
one of thirty identities. Does not run on 8086-based computers.(VVB Nov 90)

Wisconsin, Death to Pascal - CR: Thisvirusadds 815 bytes to the beginning of infected programs, and 10 bytesto their end. Infected
programs may display the message “Death to Pascal” and attempt to delete all .PASfilesin the current directory.
Wsconsi n 8BOE 0601 BEO8 018A 0434 FF88 0446 E2F7 ; O fset 2F4

XA1-CN: The XAlvirusoverwritesthefirst 1539 bytes of infected COM fileswith acopy of itself and storesthe original code at the
end of thefile. On 1st April the boot sector will be overwritten, causing the computer to ‘hang’ on the next boot. The viruswill also
activate on 21st December and stay active until the end of the year. It will then display a Christmas tree and the text:

Und er | ebt doch noch: Der Tannenbauni
Fr ohe Wi hnacht en

XAl (1) B02C 8846 FF8B 7E00 884E FESA 4EFF 000D; O fset O1lE
XAl (2) OEE8 0000 FA8B EC58 32Q0 8946 0281 4600 ; Of f set 009

Yale, Alameda, Merritt - DR: Thisvirus consists of aboot sector and infectsfloppiesin drive A only. It becomes memory-resident and
occupies 1K of RAM. The original boot sector isheld in track 39 head 0 sector 8. The machine will hang if the virusis run on an 80286
or 80386 machine. If awarm boot is performed after the machine hangs, an uninfected disk will still become infected. It has not been
assembled using MA SM and contains code to format track 39 head 0, but thisis not accessed. Survives awarm boot.

Yal e BB40 008E DBAL 1300 F7E3 2DEO 078E COOE ; Of f set 009

Yankee- CER: Thisisamember of the “Bulgarian 50" group of viruses, which consists of some 50 related versions, all written by the
same person. Vacsinaviruses belong to the same group. All the virusesin the group will remove infections by older versions, and the
size varies from 1200 to 3500 bytes. The Y ankee viruses will play the tune “Y ankee Doodle Dandy”, either at 5:00 p.m. or when Ctrl-
Alt-Del ispressed.

Yankee 0000 7402 B603 520E 5143 CFE8 0000 5B81 ; O'f set vari abl e

Zero Bug, Palette - CR: Infective length is 1536 bytes and the virus attaches itself to the beginning of COM files. The virus modifies
the number of secondsto 62 (like Vienna). If thevirusis active in memory and the DIR command isissued, the displayed length of
infected fileswill be identical to that before the infection. When the virus activates, a“smiley” (IBM ASCII character 1) may appear
on the screen, and “eat” all zeros found.

Zer o Bug 81C9 1F00 CD21 B43E CDR1 5ALF 59B4 43B0 ; Of f set 100

REPORTEDVIRUSES

382 - CN: Simpleoverwriting virusfrom Taiwan which overwrites part of the program.

1605 - CER: Thisvirusisreported to be related to the Jerusalem virus, and to cause a slowdown of the system.

1702 - CR: A new mutation of the Cascade virus. Some doubt whether it exists.

Advent - CEN: Reported to berelated to Macho and Syslock.

AirCop - DR: Virus may display the message “ Red State, Germ Offensive. AIRCOP” or crash the system. Originated in Taiwan.
Arema- DR: Reported mutation of Den Zuk from Indonesia

Century A - CER: As Jerusalem-C, but activation dateis 1st January 2000. Destroys FAT.

Century B - CER: As Jerusalem-C, but produces await during the execution of BACKUP.COM.

Chaos- DR: A new and changed mutation of Brain.

Freddy-CR?: InfectsIBMBIO.COM

Hacker - DR: Thisvirusfrom Indonesiais probably identical to Ohio.

Invader - DCER: Taiwanese virus reported to be related to the Plastique virus. It will play amelody 30 minutes after activation.
Jerusalem-A - CER: does not display black-holein the screen.

Jerusalem-B - CER: EXE re-infection bug removed.

Jerusalem-C - CER: no slow-down effect.

Jerusalem-D - CER: destroys FAT in 1990.

Jerusalem-E - CER: destroys FAT in 1992.
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Kitty - ?: Thisisnot avirus, just aharmless modified boot sector, which will display the same message over and over if it isloaded.
Kitty  FABB D07 8ED3 BC7A 020E E800 005E 1F83  ; OFf set 080

Mardi Bros- DR: A French virus which changes the Volume label to “Mardi Bros'.

Mirror - ER: A 927 bytevirus, which occasionally changesthe video display, to produce amirror image of what wasthere previously.

Missouri - D: some doubt whether it exists.

Nichols- D: some doubt whether it exists.

Number One- CN: An old, primitive virus, which waswritten three years ago and published in abook by Ralf Burger.

Novell - CER: A mutation of Jerusalem, reported to attackNovell networks. (VB Dec 90)

Ontario- CER: A 512 byte encrypted virusfrom Canada.

Park ESS: A new mutation of Jerusalem.

PC-club - DR: Reported in Indonesia. Said to display amessage every 30 minutes.

PC-monster - DR: Closely related to Den Zuk.

Poem - ?

Polish 529 - CR; A 529 byte virus, which attaches itself to the beginning of infected programs. Thisvirus may beidentical to the 529
byte Anti-Pascal mutation, but asample has not yet been made available.

Robert/Narvin- DR: An Indonesian viruswhich displays graphicson the screen.

Screen - CR: Infectsall COM filesin current directory, including any already infected, before becoming memory resident. Every few
minutesit transposes two digitsin any block of four on the screen.

Semloheand K eongz- DR: An Indonesian virus based on Den Zuk, but producing sound effects.

Spyer - CER: A 1181 bytevirusfrom Taiwan. Easily detected, asthe computer will always hang after executing an infected program.
Supernova- DR: A harmful virus from Indonesiawhich will format the hard disk when the printer is used.

Taiwan 4- CER: A 2576 bytevirus, which appearsto berelated to the Plastique/AntiCAD viruses.

TCC - CER: A 4909 byte virusfrom France. Side-effects are unknown.

Terror - CER: ThisBulgarian virus has not been analysed yet, asit failed to replicate under testing conditions.

Wolfman - CER: A 2064 bytevirusfrom Taiwan.

TROJANHORSES

AlIDSInformation Diskette Widely distributed disk which isan extortion attempt. Installs multiple hidden directories and files, as
well asAIDS.EXE in themain directory and REM$.EXE in ahidden subdirectory ($isthe non-printing character FF Hexadecimal).
(VB Jan 90)

REMS. EXE 4D5A 0001 1E01 0515 6005 0D03 FFFF 3021 ; Off set O
A DS BEXE 4D65A 1200 5201 411B E006 780C FFFF 992F ; Offset 0

TwelveTricks A Trojan replacing the DOS Boot Sector with adummy version. Damageincludes corruption of the FAT and twelve
effectswhich may be mistaken for hardwarefailure.

Twel ve Tri cks BAB8 DBBE 6402 3194 4201 D1C2 4E79 F733 ; O fset 033
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VIRUS ANALYSIS

Jim Bates

Spanish Telecom

Another virus attempting to make apolitical (?) point has
recently cometo hand from Spain. (The viruswasidentified at
two separate academic sites - Oxford University and City
University, London, UK, in December 1990, although no
further reports of ‘real world' infections have yet been
received. Ed.) The virus has been called “ Spanish Telecom”
for reasons which will become apparent asthisanalysis
progresses.

Multi-PartiteStructure

Thisvirusisatrue multi-partite virusin that it functions both
asaparasitic virusinfecting COM files, and as aboot sector
viruswhich infectsthe Master Boot Sector of the first fixed
disk drive aswell asthe boot sector of any type of floppy disk.
The code contains a particularly vicioustrigger routine
which will overwrite all data on both the first and second
fixed disk drives. Thetrigger routineisinvoked from the boot
code section of the virus after the 400th infected boot cycle.
The parasitic code is encrypted and contains plain text at the
end of the code which reads:

Virus Anti - CT.N E. (c) 1990 G upo Hol okaust o.
Kanmpanya Ant i - Tel ef oni ca. Menostarifasy mas

servi ci os. Programed i n Bar cel ona ( Spai n). 23- 8- 90.
- 666-

Thefinal “666” may be areference to the 666 (Number of the
Beast) virus since certain techniques first noticed there have
been used here! The phrase translates roughly as*“Lower
tariffs, more service.” Another message which is separately
encrypted isdisplayed during the overwriting activity of the
triggerroutine:

Canpana Ant i - TELEFCN CA ( Bar cel ona)

Analysisof thiscodeisbest undertaken by considering the
parasitic and boot sections separately.

ParasiticAnalysis

Thisisundoubtedly the most untidy codewhich | have
examined. There are many repetitions and several bugswhich
will reveal the presence of the viruslong before the trigger
routineisinvoked.

The virus code is attached at the end of COM files between
128 and 60999 bytesin length (inclusive). COMMAND.COM
isspecifically excluded from infection asisany file beginning
with the letters “IBM” (the IBM system files). The initial four

bytes of the host file are saved within the virus code and
overwritten with an appropriate jump instruction to pass
processing to the virus code.

Theinfective length of the parasitic codeis 3,700 bytes (this
includes the boot code). The virus code begins with an 85 byte
section which contains “armoured” code to detect debugging
software and several randomised instructionswhich are
presumably intended to prevent the extraction of areliable
search string. There aretwo different versions of this 85 byte
“header” routine, only one of which is actually positioned for
use during thefileinfection process. There are, therefore,two
distinct search strings for the parasitic code although each
confirmsthe existence of the samevirus.

Both “header” code routines perform the same functions:
check for debug presence, locate the position of the virus code
within the host segment and decrypt the remaining code.

Processing then checks to see whether the virusis memory-
resident . Thisisdone by collecting the byte at offset 1BCH of
low memory and XORing it with 13H, theresult isthen
checked against the next byte at offset 1IBDH. If they arethe
same then the virusisresident and processing returnsto the
host program. The values of these two bytes are changed
regularly by the virus during itsintercept operations but by
simply X ORing them together, regardless of their values, the
result will be 13H if the virusisresident in memory.

If thevirusisnot resident, the current INT 21H vector is
collected and stored in memory viadirect accessto page zero
of memory wheretheinterrupt vectors are stored. The virus
codeistheninstalled in high memory and 3984 bytes are
removed from system memory to accommodateit.

The next set of instructions collects a pseudo-random number
from the system clock and usesit to index into atable of word
addresses. The selected word is then inserted as the offset
portion of the INT 21H vector inlow memory, the segment
portion being set to thevirus' own segment in high memory.
Thisrandom process of selection ensuresthat the actual offset
stored in theinterrupt tablewill vary frominfection to
infection. Each address, though different, pointsto ajump
instruction which takes processing to asingle INT 21H handler
within the virus code. There are 14 entriesin the address table
although only 7 of them are used and this, together with other
sections of the code, suggests that other techniques may have
been tried (or are being prepared). Once the interrupt handler
has been installed, a special call ismadeto it which completes
theinstallation process. Thiscall consists of putting 4B21H
into AX andissuing an INT 21H request.

The special call isrouted by the virus' handler to aninstalla-
tion routine which usesthe single step INT 01H capability in
the same way as the Flip virus (VB, Sept 90) to “strip” out
any extraneous handlers from the targeted interrupt chain.
Interruptstreated in thisway are 13H, 21H and 40H and the
stripped vectors aretemporarily installed during fileinfection
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and repaired when the process has completed. Thusany TSR
monitoring softwar e which usesinstalled handlerswill
need to contain reliable self-testing routinesto guard
against thistype of subversion

Interrupt Handling

Thevirusinterrupt handler intercepts six different function
requestswithinthe DOS servicesinterrupt: function 4B21H
has already been mentioned and there is another special call
using avalue of 4B20H which does nothing. Thisgivesriseto
speculation that further developments may be planned. The
SEEK function (42H) isintercepted when accompanied by
subfunction 02 (to End of File). This checksto see whether the
file has been infected and if so, modifiesthe pointer to subtract
the length of the virus code before returning the End of File
position. The two alternative sets of Find First and Find Next
functions (11H - 12H and 4EH - 4FH) are similarly intercepted
to return amodified file size on infected files. The main
intercept however, isthat applied to the Load and Execute
function (4B0O0H). Thisis used to select and infect fileswith a
COM extension (subject to the name and size exceptions
mentioned earlier). Once a suitable file has been identified, the
INT 13H and INT 40H vectors are temporarily replaced with
their stripped equivalents and a simple handler for the critical
error interrupt (24H) isinstalled.

The usual process of fileinfection isthen invoked whereby the
target file date, time and attributes are collected and stored,
and thefile is opened for Read/Write access (attributes are
modified if necessary). The correct initial jumpiscalculated
and thefirst four bytes of the target file copied and stored
before being overwritten by ajump to the virus code. Certain
sections of the virus code are then modified by the addition of
random datavalues generated from a system clock reading.

The next stage involves using one of these datavalues asthe

“The code contains a particularly
vicioustrigger routine which will
overwrite all data on both thefirst
and second fixed disk drives.”

new encryption key into one of thetwo 85 bytesdecryption
headers (chosen at random). The header iswritten (unen-
crypted) to the end of the host file. All the virus codeisthen
encrypted and written to the end of the host file one byte at a
time - each byteis collected, encrypted and written on an
individual basis. Thisremovesthe need for aspecial buffer or
adecrypt/recryptcycle.

Thefinal stageisto close the file and reset the date, time and
attributes to their original settings. Asamarker to indicate that
thefileisinfected, the date setting is modified in asimilar way
tothe 4K (or FRODO) virus by adding 100 to the year field.
Modified interrupt vectors arereset to their previousvalues
before processing returnsto the calling routine.

During the installation of the handlers, a check is made to see
whether the Master Boot Sector of thefirst hard driveis
infected with the virus' boot code. If the disk isnot infected
then the boot section of the virus codeisinstalled in Sector 1,
Head O, Track 0. The second sector of virus codeisstoredin
sector 6 of the sametrack and the original boot sector is stored
in sector 7. Thiswill cause problems of access on some
machines which use these sectors for other purposes.

Boot Sector Analysis

Theboot section of thisvirusfunctions completely independ-
ently of the parasitic portion and both sectionswill almost
certainly bein memory simultaneously. Thismay explain the
almost obsessive concern with revectoring interrupts during the
parasitic file infection. However, while the parasitic code
contains all the virus routines, the boot sectionislimited to
two sectors of self-contained code. Thusa machineinfected
with only the boot code will not infect files, only other

disks.

The only itemsworthy of notein the boot code are the trigger
routine, the floppy infection routine and theinterrupt redirec-
tion. Theinterrupt redirection interceptsrequeststo INT 13H
for both floppy and hard drives. A Read or Write request to
either thefirst or second floppy drive will result in the disk
being checked for infection and infected if possible. The
routineisunusual in that it will only complete the check and
infection if the motors of both the first two floppy drivesare
not running.

INT 13H requeststo thefirst hard drive areintercepted and
tested to see whether they are Read or Write. A Write request
to the Master Boot Sector of thefirst hard driveis changed into
aVerify call so that the sector will not be overwritten if the
virusisresident. Read requests are tested to see which sector
(onHead 0, Track 0) iswanted and re-routed accordingly.
Requestsfor sector 1 are given sector 7 (where the original
boot sector is stored) and requests for either sector 6 or 7 are
given sector 5. In asimilar way to the Brain virus, Spanish
Telecom, when resident, will attempt to prevent inspection
of thetrueboot sector by ordinary utilities.

Floppy I nfection

If an uninfected floppy is accessed, the viruswill attempt to
infect it and the storage sectors used for the second sector of
codewill vary according to atable maintained within the virus
code. Remember that both first and second (A: and B:)
drives are affected.
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Floppy disk infection indicating the head and sector location of
the virus code on diskettesis shown inFigure 1.

Floppy Type Virus Location
Head Sector

160K - 5.25" 0 6

180K - 5.25" 0 8

320K - 5.25" 1 1

360K - 5.25" 1 2

720K - 5.25" or 3.5" 1 4

1.2M - 5.25" 1 ODH (decimal 13)
1.44M - 3.5" 1 OEH (decimal 14)
Figure 1. Spanish Telecom disketteinfection locations

In Figure 1it will be seen that infected disks may become
unreadable as virus code overwrites sections of the FAT or root
directory. To completethisinformation you should notethat
the virus code occupies sectors 1 and 6 of a hard disk, with
acopy of theoriginal boot sector being stored in sector 7
(all on head 0, track 0). (Thisisthefirst virus known toVB
which will infect all diskettes regardless of density - the table
above is agraphic reminder of the need to write-protect
floppies, even those dedicated to pure datatransfer. Ed.)

Trigger Routine

When a PC isbooted from an infected hard disk, a counter
within the boot code isincremented and tested to see whether
it has passed 400 (190H). If it hasn't, the code is rewritten
back to the boot sector and processing continuesnormally.
However, when the counter does reach this number, processing
immediately passesto thetrigger routine. Thisis one of the
nastiest, most destructivetriggersl have seen; it overwritesall
sectors of both thefirst and (if thereis one present) the
second hard drivewith random infor mation from boot-time
low memory. The overwriting routine will be completed a
number of times (for each drive) depending upon the number
of heads on the drive. On each pass, the encrypted message
reproduced on page 22 will be displayed.

Detection

It has been necessary to extract adifferent recognition string
for each version of the parasitic code and these are asfollows:

Header 1 - 8B1D B200 83FB 0074 18BF 5500 B2 ;
G fset 034H

Header 2 - 83ED 09BE 2001 03F5 FCB6 ; O f set 024H

It should be noted that the presence of either of these strings at
the appropriate offset (into the virus code) is an indication of
infection. Infective length of the parasiteis 3700 bytes
(appended on LOAD and EXECUTE).

Recognition of the boot virus codeis simpler but note should
be taken of theinterrupt redirection discussed above. The code
isnot encrypted and the recognition string isasfollows:

8AOE EQO0 BE70 0003 F18A 4002 8A74 03C3 ; O f set
0B3H

TheSabotageM entality

The Spanish Telecom virusisdemonstrative of a
prevailing sabotage mentality. For example, preliminary
analysis of the Plastique virus (its name is areference to
plastic explosive) hasrevealed atrigger routine which
simulates an explosion through the PC’ s speaker and
simultaneously overwritesall dataon any hard disk found
to be present. Equally insidious are the viruses which
randomly scramble data stored on FATssuch as
NOMENKLATURA (VB, Dec 90) and those, like Disk
Killer, which encrypt the hard disk.

Thefollowing annotations were added to an assembly

(i.e. source code) listing of the Casper virus written by
Mark Washburn of the United States. The final comments
provide achilling insight into the mind of the author. The
code instructionsare not reproduced here.

UTI LI TY. ASM- Mani pul ati on Task For Casper The
M rus.

USACE: I sautonaticallyincludedintheassenbly
of casper.asm

DETAI LS. Date Acti vat ed Har d D sk Dest royer.
DATE: 1st April

DAVAGE: Format s Cyl i nder O of HD.

[thedestructionroutine]

db "H! |"mCasper The Virus, And On
April The 1st |'n¥

db " CGonna Fuck Up Your Hard D sk REAL
RAD "

db "InFact It Mght Just Be | npossi bl e
To Recover!"

db "How s That Grab Ya! <GRI N>"

Whether this destruction routine wasincluded by
Washburn, or by someone elseisdifficult to ascertain.
Washburn isaprolific viruswriter - 1260, V2P2 and

V 2P6 are among his other creations. At the beginning of
the assembly listing (whichiscopyrighted) enquiriesare
directed to: Mark Washburn, 4656 Polk Street NE,
Columbia Heights, MN 55421, USA.
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PRODUCT REVIEW

Dr. Keith Jackson

Norton AntiVirus

The Norton AntiVirus program has recently been the subject of
much publicity, having been launched, withdrawn, and then
relaunched, in fairly quick succession (VB, Oct 90, p. 2). This
review usesthe latest version of Norton AntiViruswhich has
files dated aslate as 12th December 1990. The master disk
displaysthe serial number 1.0.0, so presumably thisisthefirst
official release of the Norton AntiVirus.

Documentation

The manual provided withNorton AntiVirusisclearly written
asfar asit goes, but is pitched at afairly low level. Thisisfine
forinitial learning, but the style soon growsirksome. M ost of
the more interesting information is contained in an 855 line
README file contained on the master disk. Given that the
manual contains mainly bland descriptions of how to use
Norton AntiVirus, the sheer size of the README fileis
daunting to say the least. The README file contains details of
circumstancesin whichNorton AntiVirusisincompatible with
other software, so beware.

Astonishingly, the only place that theNorton AntiViruserror
messages are documented isin the README file. | find it
inexplicablethat anyone could write a user manual without
documenting the error messages; reading an explanation of an
error message is about the only reason | ever use amanual.
Perhaps the time has already arrived for the documentation to
be updated. Certainly the manual would benefit from some
proof reading: | particularly like the phrase ‘ becuaseitis
disable by default’.

Installation

The Norton AntiVirus program is supplied on both 5.25 inch
and 3.5 inch floppy disks. Both floppy disks are permanently
write-protected; asound practice which many other software
housesshouldemploy.

Theinstall program provided withNorton AntiVirusisvery
easy to use. It offersclear straightforward choices. During the
actual installation process, a horizontal bar graph shows how
far installation has proceeded. However, ontheversion
evaluated, when thisbar graph indicated compl etion, many
files had yet to be copied across to the hard disk, and installa-
tion still proceeded for somewhile. It appears that the installa-
tion program was written before various fileswere added to
Norton AntiVirus. Thislooksincongruous, and marsan
otherwise excellent installation program.

Operation

Thetwo main components of Norton AntiVirusareVirus
Clinicand Virus|Intercept. Virus Clinic is astand-alone
program that can scan for the presence of viruses. Virus
Intercept isamemory-resident program that detectsthe
copying and/or execution of avirusinfectedfile.

VirusClinic

VirusClinic offersaWindows-like interface, indeed PIF files
are provided for use with Windows, but unfortunately the
manual does not mention Windowsin the table of contents or
intheindex. Y ou need to search the README file for help on
this subject. Choi ces can be made from drop-down menus
either by using amouse, or by using the Alt key and the first
letter of the menu option. All very standard stuff, and given
somefamiliarity with Windows style programs, very easy to
use. One highly irritating feature is that after amenu has been
displayed, and a choice made, the Esc key cancels an operation
back to a clear screen, rather than just reverting back to the
previous menu. There are also hidden (undocumented) shortcut
keys; e.g. pressing the F10 key exitsimmediately to DOS
whether or not this action was intended.

The manual insists on using the word ‘ definition’ when
referring to a pattern of bytesfrom aviruswhich areto be
searched for within afile, as opposed to the almost universally
used term ‘signature’. | can think of no reason for muddying
the waters by introducing another new term when there are
aready at least two (pattern, signature) in existence. A string
of datadefines nothing, so why usetheword ‘ definition’ ?

The patterns searched for by Virus Clinic can be extended by
the user, and purchase of Norton AntiVirusincludes access to
Virus Newsling ahot-line telephone that can provide immedi-
ate access to new virus signatures. The version of Norton
AntiVirus provided for test knew about 115 uniquely named
viruses, with variantsincreasing thistotal to 142.

While scanning for viruses, Virus Clinic displays ahorizontal
bar to indicate how much progress has been made. This had
only reached about 40 percent of itsfull range when the
softwarerealised that it had completed execution and immedi-
ately zoomed up to 100 percent. There seemsto belittle point
inaprogressindicator which isincorrect.

Speed and Detection Rate

Programsthat detect viruses by scanning for known patterns
arejudgedby two criteria: how fast they can scan, and how well
they can detect viruses.

| tested the scanning speed of Norton AntiVirusby searching
thewhole of my hard disk. It took 2 minutes 27 secondsto
report that it had searched 1601 files, using its Basic mode of
scanning which searchesall filesfor known viruses.
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For comparison purposes, version 4.5B66 of SCAN from
McAfee Associatestook 4 minutes 56 secondsto search the
same disk, and version 2.13 of SWEEP from Sophostook 4
minutes and 30 seconds.

Advanced Scan

Norton AntiViruscan use an ‘ Advanced Scan’ mode which
creates achecksum file (ahidden file) associated with each
executablefile, thefirst time that a particular file is tested.
However this suffersfrom the problem that asingle small file
iscreated for each and every checksum. The README file
(not the manual) notes that although thisfileisat most 77
byteslong, depending on the version of DOSin use, it will
occupy somewhere between 2 Kbytes and 8 K bytes of disks
space. On my hard disk, Norton AntiVirus searched 1601 files,
S0 even using the smallest estimate of granularity, ‘ Advanced
Scan’ would consume 3.2 M bytes of disk space. Using the
figure of 8 Kbytes of actual disk spacefor eachfile, this
becomes12.8 Mbytes.

Thisisnot very practical and | would venture to suggest that
the Advanced Scan feature be re-submitted to the drawing
board. Nobody will waste precious disk space on this scale, or
clutter up their hard disk with hundreds of unnecessary files.

Worse (and acknowledged in the README file) isthat each of
thesefilesisahidden file, with the consequence that most
programs that remove fragmentation from a hard disk (such as
Norton’s Speed Disk) will refuse to move such files; the hard
disk becomesfull of filesthat cannot be moved.

| tested the accuracy with whichNorton AntiVirus could detect
viruses by using the standard VB set of viruses (see Technical
Details below), and it detected avirus on every single occasion
except one variant of the Y ankee virus. | encountered the usual
differencesin nomenclature, but disregarding thisminor
quibble, Norton AntiViruscorrectly detected 100 out of the 101
virustest samples- avery impressive achievement.

Viruslnter cept

Virus|ntercept isamemory-resident program, which detects
copying and/or execution of virusinfected programs. This
seemed to be as good at detecting viruses asthe Virus Clinic
program. Given that they use the same information about
viruses, thisis perhaps unsurprising.

However, itisinevitabl e that such monitoring introduces some
detrimental effect on the speed at which files are copied.

Toremoveany effectsintroduced by filesresiding at differing
placeson aphysical disk, | measured the overhead introduced
by copying afile from one part of aRAM disk to another(a
RAM disk isaportion of computer memory assigned as adisk
drive).

Thetimesto copy files of varying sizesare shownin the
accompanying table. All figures are the average of at least
three measurements.

FileSize  Original Time Norton Anti-Virus
(bytes) (seconds) (seconds)

39515 0.67 1.96

53632 0.77 1.00

67769 0.91 1.39

I’ve reported these figures in some detail asthe smallest of the
threefilestested (actually an executable copy of Borland’'s
Sdekick), showsthelargest increasein copying time.

| can only speculate that the excellent speed of searching
provided by Norton AntiVirusisachieved by using aquick
search method as afirst scan, and amore detailed search if the
possibility of abyte pattern pertaining to avirussignatureis
detected. Inevitably somefileswill haveto be searched in
detail to ensure that viruses are not present. The above results
show that Virus I ntercept increases the time taken to copy a
fileby at least 25 percent, and possibly increases the copying
time to 300 percent of the original. TheNorton AntiVirus
documentation should at | east mention the overhead imposed
by VirusIntercept.

AsNorton AntiVirusisamemory-resident program, itislikely
(probable?) that other memory-resident programswill not
operate properly alongside Virus Intercept. The manual is
silent about such problems, and the README filejust
mentionsalist of programswith which Norton AntiVirusis
knownto beincompatible: ‘ Double-DOS, Referee, and other
multitaskers/TSR managers' . Thelast category coversarange
of possibilities. If you do encounter problemsdon’t expect the
documentation to provide helpful solutions. Itwon’t.

Minor Points

| did not test the Repair facility provided withNorton An-
tiVirus, as| don’t think that such an approach is a sensible way
to deal with avirusinfection. Secure deletion and reinstalla-
tion from an original source are safer remedies.

In common with nearly all other virus scanning programs,
Norton AntiVirushasno knowledge of compressed programs
of any kind. Thisincludesall compressed archivefiles (ARC,
LZH, PAK, ZIPor ZOO files). The README file, not the
manual, statesthat ‘ Virus I ntercept cannot detect infectionsin
thesefiles until they have been expanded. It will, however,
prevent the viruses from being loaded into memory’. Thisis
untrue for programsthat have been compressed with a utility
such as LZEXE (seeVB, June 90, p.12) for later dynamic
decompression. They will not be detected, will load normally,
and can execute.
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Conclusions

The Virus Clinic part of Norton AntiVirusscansfor filesvery
quickly and isextremely efficient at detecting viruses: avery
worthwhile combination. Virus Intercept isjust as efficient at
detecting viruses, but introduces a permanent overhead on
program loading andfilecopying.

The myriad faultsin the documentation are mentioned at
length in the above article. The package as awhole would
benefit enormously by theinclusion of completely rewritten
manual. In other respects, theNorton AntiViruswill prove a
valuable addition to an anti-virus armoury - the speed and
accuracy of the Virus Clinic component makesit aparticularly
valuablediagnostictool.

Technical Details

Product: Norton AntiVirus

Vendor: Symantec (UK) Ltd., MKA House, 36 King Street,
Maidenhead, Berkshire SL6 1EF, UK, Tel: (+44) 628 776343.

Developer: Symantec Corporation, 10201 TorreAvenue,
Cupertino, CA 95014, USA.

Availability: IBM PC, PS/2, or 100 percent compatiblewitheither
a5.25inch 360K floppy disk drive, a3.5inch 720K (or larger)
floppy disk drive, or ahard disk. Atleast 384K of RAM isrequired,
andM S-DOSv2.0or above. Mouseusageisoptional .

Version Evaluated: 1.0.0
Serial number: 100N00090
Price: £149 poundssterling

Har dware: An Amstrad PPC640withaV 30 processor, and two
3.5inch (720K floppy disk drives, runningunder M S-DOSv3.30.
AlsoaToshiba3100SX battery powered |aptopwithal6Mhz
80386SX processor, one3.5inch (1.44M) floppy disk drive, anda
40M byteharddisk, runningM S-DOSv4.01.

VirusesTest Set: Thisset of 49 uniqueviruses (according tothe
virusnaming conventionemployed by VB), spread across101
individual virussamples, isthestandard VB test set. |t comprises
twoboot viruses(Brainand Italian), and 99 parasitic viruses. There
ismorethan oneexampleof many of theviruses, ranging upto 10
different variantsinthecaseof the Cascadeand Viennaviruses. The
actual virusesused for testing arelisted below. Wheremorethan
onevariant of avirusisavailable, thenumber of examplesof each
virusisshowninbrackets. For acompleteexplanation of eachvirus,
andthenomenclatureused, pleaserefer tothelist of PCviruses
publishedregularly inVB:

1260, 405(2), 4K (2), AIDS, Alabama, Amstrad (2), Anarkia,
Brain, Cascade(10), Dark Avenger (2), Datacrime(3), dBASE,
December 24th, DevilsDance, Eddie(2), FuManchu (3),
GhostBalls, Hallochen, Icelandic (2), Italian, Jerusalem (6),
Kennedy, L ehigh, Macho-Soft, M1X1(2), Number of the Beast,
Oropax, Perfume, Prudents, PSQR, South African (2), Suriv (8),
Sylvia, Syslock (2), Taiwan, Traceback (4), Typo, Vacsina, Valert,
Vcomm, Vienna(10), Virdem, Virus-90, Virus-B (2), VP, W13(2),
XA-1,Y ankee(5), ZeroBug,

VB POLICY

Product Evaluations

Thevirustest set used in product reviewsis currently being
expanded to encompass the newer generation of computer
viruses. The new test set will include representative samples
of: multi-partiteinfectors (which currently attack COM and
EXE filesand boot sectors); encrypting viruses (including
thosewhich empl oy arandom decryption key);companion
viruses (which shadow existing COM filesby creating
identical but infected EXE files); armoured viruses (which
contain anti-disassembly code); and stealth viruseswhich
appear ‘invisible’ inan infected operating environment.
Details of the new test set will appear next month.

Sear ch Patternsand Copyright

VB occasionally receivesenquiriesfromindividualsand
software devel operswishing toincorporate the hexadecimal
search patterns which we publish in scanning or diagnostic
software.

Some misunderstandings have arisen in the past about the
copyright notice which appears at the foot of each page of the
bulletin; doesthis notification apply equally to hexadecimal
search patterns? The answer, of course, isan emphaticNO -
sear ch patternsarenot intellectual property or original
material and are beyond copyright There have been
incidentsin the United States of software developersthreaten-
ing lawsuits against other software devel opers on the basis that
search patterns have been ‘stolen’.

The VB Table of Known IBM PC Virusesis designed to be
actively used; the patterns are supplied to help systems
engineerswith diagnosis but may also be used in the devel op-
ment of comprehensive scanning software. Use of these
patternsispositively to be encouraged - commercial software
and shareware which incorporates these patterns has performed
well in tests.

However, aword of warning iswarranted: the published
patterns should not beregarded asthe basic intelligence
with which to build scanning softwar e - they servemore as
supplementary information to enhance detection rates One
of the dangers associated with search patternsisthat a hacker
can render avirus undetectabl e by altering that portion of its
code which has been published or made available.

Of greater significance, the latest viruses present no opportu-
nity for apublished pattern - detection being possible only by
careful analysis of each program’ sstructure. M oreover, the
developers of disinfection softwarewill, in nearly all cases,
need accessto thelive virus before a suitable removal routine
can be ascertained.
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END-NOTES & NEWS

Correction

Inthe December 1990 edition of VB (p. 4), it was stated that aCERT advisory was posted on July 12th 1990 warning of areportedNovell virus. Kenvan Wyk
of the Computer Emer gency Response Teamhasasked usto point out that thiswarning wasnot an official CERT Advisory but anindependent posting from
Dr. JonDavid.

TheVirusBulletin Confer enceon Combating Computer Viruses, September 12-13th 1991, Hotel deFrance, St. Helier, Jersey. Thefull programmewill be
availablein February. SpeakersincludeFridrik Skulason, Jim Bates, V esselinBontchev, David Ferbrache, RossGreenberg, Jan Hruska, John Norstad, Yisrael
Radai, KenvanWyk and Gene Spafford. Specialist presentationson DOS, disassembly, forensics, anti-virustools, recovery, Macs, DECNet/VM S, Unix,
mainframesand networks, probabl edevel opments, maliciousprogramming and corrupt work practices. Del egatesareadvised to book early dueto demand.
Informationfrom PetraDuffield, VirusBulletin Conference, UK. Tel 0235531889.

TheThunder Byte PC mmunizeris(according to the brochure) “ capable of detecting and preventing ALL virusactivity in EVERY PC, running undeM S/PC-
DOS’. ThunderByteisan add on card which occupies 1 Kb of RAM and monitors unauthorised program activity. The developersNovix International B.V. of The
Netherlands, also market TB Scan, asoftware virus-scanner. Tel Novix I nternational (Holland) +31 8894 18957, BBS +31 85 212395.

Eliminator from PC Security Ltd followsVACCINE fromSophosLtd asthe second UK anti-virus software product to gainCESG certification. Theproductis
certified tolevel UKL 1 following evaluation underCESG’ s CL EF scheme. (SeeVB, October 1990, p. 2.) Information fromPC Security, UK. Tel 0628 890390.

Successiveseminar son Computer Virusesand Computer Securitywill be presented Dr. Frederick B. Cohen, London, UK, 11th and 12th March 1990. Detailsfrom
IBC Technical Services, UK. Tel 071 236 4080.

Cohen has also authored A Short Course on Computer Viruses. The book costs US $48.00 including postage and packing. Available fromASP Press, PO Box 81270,
Pittsburgh, PA 15217, USA.

A hirepackagetoclean viruscontaminated diskettehasbeen announced by Softwar ebuilder sand Dr. Alan Solomon. A special version of Solomon’sAnti-Virus
Toolkit runson aportable PC linked to a M ountain Desktop A utol oader Softwar ebuil der sclaim that 300 diskettes per hour can be processed on an 80286 PC. The
product can be hired for £225 per day. Thedevice presumably derivesfrom Dr. Solomon’searlier contraption‘D-MS-DOS'. Information fron$& S(UK). Tel 0494
724201.

4th Annual Computer Virus& Security Confer encel14-15th March 1991, New Y ork, USA.Computer Society of the|EEE, USA. Tel 202 371 1013.
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