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EDITORIAL

A Corporate Strategy Emerges

Last month, Shell UK and the Trustees Savings Bank (TSB)
made public their respective policiesregarding computer
viruses. At theBritish Computer Society’ s annual security
conferencein Solihull, representatives of these companies
outlined the procedures which they have adopted to minimise
the virusthreat.

Both organisations have emphasi sededucation, training and
awar eness asthe key componentsto successfully controlling the
threat posed by malicious software. Disciplinary measures have
also been included reflecting Shell and TSB’ s philosophy that
ignoranceisno excusefor sloppy security. Employeesat both
organisationsrisk their pay risesand promotion prospectsif
they load unapproved software onto company computers.

The TSB has been hit by a spate of virus attacks in the last six
monthswhich prompted the formul ation of amandatory code of
conduct. The bank announced that employees had |oaded the
AIDSInformation Disketteonto company computersin
December of last year which prompted security officialsto
devisecompany-wideanti-virusinstructions. A further virus
outbreak in March of thisyear by the WDEF virus on the

bank’ s Apple M acs convinced management that a code of
conduct should be drafted and distributed to the bank’ s 2,000
PC users.

All softwarefor use on TSB computers must now be acquired
by the bank’ s personal computing support team. The use of
public domain software has been forbidden, experimentation
and development of software by users has been outlawed and
the use of external databases, whether online or by tape/disk
transfer, will be controlled by the personal computing support
team.

For some monthsVB, in accordance with security specialists
familiar with the corporate sector, has recommendedtraining
and awar eness as the single most vital component to limiting
the computer virus problem. The informed user isalwaysthe
first line of defence. Vigilance and caution provide higher
protection than even the best anti-virus software. VB has also
urged theimplementation of softwar e validation and software
guality assurance sectionsto screen incoming software and
oversee program development and installation. It isencouraging
that many businesses are adopting exactly these measuresto
combat computer viruses and other rogue software.

Shell and TSB are to be congratul ated, both for their honesty in
discussing the virus problem and for adopting the correct
measures best suited to solving it. A number of large organisa-
tionsare now taking this straightforward approach in tackling
the problems associated with malicious software.

At arecent IBC conferencein London, Mr. Charles Brookson of
British Telecom’ s General Directorate of Security and Mr.
David Evans, acomputer security specialist with thelnland
Revenue spoke openly about computer virus outbreaksin their
respective organisations and the proven methodsto combat the
threat. Both organisations have adopted similar strategies,
which again emphasi seeducation, training, awareness and
softwarevalidation.

The shared conclusions of computer security specialistsin the
corporate sector consistently stressthe importance of these
four factors above any purely technical solution. At last, acost-
effective corporate strategy isemerging. Glasnost has prevailed
and a problem which seemed insolubleis becoming manage-
able.

WORLDWIDE

NIST Anti-Viruslnitiative

The USNational Institue of Sandards & Technology is
planning ajoint effort with industry to develop comprehensive
anti-virusprotection for computer systems. Dennis Steinauer of
NIST described the proposed venture as being a central
clearing-housefor computer virusinformationwhichwould
collate all existing research. The consortium would also
develop technology and techniquesto combat thethreat.
Negotiationsbetween NIST and ADAPSO, thecomputer
software and servicesindustry association are currently taking
place. IBM, Microsoft and Lotus Development Corporation
have been reported as interested in the venture.

Information: NIST, Computer Security Division, A-216, Gaith-
ersburg, MD 20899, USA. Tel (301) 975 3359.

JapaneseVirusSurvey

The Kyodo news service has reported the results of acomputer
virus survey undertaken by theJapanese | nformation Technol-
ogy Promoation Agency. 13.2 percent of 379 respondents
described virus infections as causing “ serious damage”. The
survey was directed at 500 business, academic and research
organisations. Apple Macintosh viruseswere most preval ent
with 46 cases reported.

Australian Research Centre

The Queensland University of Technology isto receive
government sponsorship to undertake computer virusresearch,
software evaluation and to collate information from around the
world about the virusthreat for distribution to Australian
government departmentsand commercial businesses.

Information: Professor W Caelli, Director ISRC, Queensland
University of Technology, PO Box 2434, 2 George Street, Brisbane,
Queensland 4001, Australia.
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STOP-PRESS

Apocalypse Now? The PC Today Incident

At 7:47 pm on July 24th an alert appeared on the UK CIX
virus/general conference. Thereport stated that the UK
magazine PC Today (Vol. 4, No 4) contained afloppy disk
infected by the (Ogre) Disk Killer boot sector virus. The
situation appeared grave as a total of 40,000 such diskswere
reported as being distributed.

VB commenced ‘in-house’ testing of two suspect disks
purchased from local newsagents on the morning of July 25th.
Jim Bates of the Virus Information Service also obtained two
disksfor analysiswhich werelater supplemented by two
further disksobtained directly from the publisher -Database
Publications, Europa House, Adlington Park, Adlington,
Macclesfield SK105NP, UK.

VB contacted Database Publications and spoke to David Hirst,
the company’s Commercial Director. A total of 56,500 disks
had been duplicated and distributed to subscribers and
newsagents. The findings at two test sites showed the virus
code, which was present on the four initial disks examined,
wasinactive. A VB fax warning was deemed unnecessary.

At 2:42 pm VB received afax message from lan Sharpe,
Features Editor of PC Today, confirming thesefindings.

Technical Analysis

Disk label: PC Today, Volume 3, August 1990 Disc Library.
Power Menu v5.3 The easy way to harness the hidden power of
MSdos. Supplied on asingle 5.25 inch floppy disk with the UK
magazine PC Today.

Virus code (Disk Killer) was present on all 5.25 inch disks
examined. Three bad clusters were indicated in both copies of
the FAT as 288, 289 and 290. They contained no executable
code, and the character F6H (Format Filler) wasfound
throughout. Thefileson the disksdid not all occupy contiguous
clusters, some of which were not sequential. Threefileswere
fragmented intwo sections- MENU.ECT, PCTODAY .EXE
and EXTRAS.COM - thelast of these straddled the bad
sectors.

TheBugthat Averted Disaster

Thefollowing (previously unnoticed) buginthe Disk Killer
prevented the disaster in this case. If acompletely blank floppy
disk isinfected with the virus, an uninitialised counter in the
routine which searchesthrough the FAT for free clusterswill
cause thewrong 3 clustersto be labelled asbad. The Disk
Killer will storetherest of its code in clusters|abelled asfree
and availableto DOS. If sufficient dataisthen copied onto the
disk, thevirus coderesiding in free clusters will be overwritten

by the data. The only working part of the viruswhich will stay
on the disk will be the code in the boot sector. The examina-
tion of the bad sectorswill reveal that they arefilled with hex
F6, which isthere asthe result of the original FORMAT.

This must have been the sequence of events which led to the
infection of the master prepared by the magazine. A PC
infected by the Disk Killer was used to FORMAT thefloppy.
Thevirusinfected the disk at that stage. Therest of the
programswere then transferred onto the disk, overwriting the
non-boot part of thevirus.

TheActual Effects

The actual PC Today disk isunlikely to be dangerousand is
certainly not infectious. Minor problemswill ariseif an
attempt is made to boot from it but it is unlikely that damage
will be sustained. The stored sector record within the virus
code did not match the position of the bad sectors on the disks
examined. Thisrecord in Disk killer is aword located at offset
42 (hex) pointing to cluster 32 which is part of afile
DISKMAN.OVL containing no viruscode. Thefirst byte of
thisfileisanillegal op-code and cannot be executed. Such op-
codes usually generate an error and either halt processing or
return through an error trapping routine. The error will occur
before most error traps are loaded. This caused test machines
booted from thePC Today disk to ‘hang’.

Conclusions

PC Today’' s Features Editor lan Sharpe described thisincident
asa‘nightmare’ in aninterview published inThe Guardian
newspaper on the 25th July. Database Publications Ltd. have
now implemented proceduresto screen all softwarewhichis
distributed with the company’ s publications. It wasironic that
PC Today’s July edition contained an anti-virus program
which, inthis case, was either unused or ineffectual .

The company should conduct an enquiry to find out:

1. How did virus code enter the disk preparation system and
remainundetected?

2. How could virus code be passed for duplication without
detection?

3. Why was the code not identified by security controls at the
duplicationstage?

Analysisconfirmed that theincident wasfar from apocalyptic.
However, afutureincident involving the duplication of
thousands of disks containing adestructiveand functioning
virus (particularly aparasitic virus) would prove an unmiti-
gated disaster. I n thelight of thisincident, theclosest toa
catastrophe so far, PC magazine publisher smust act
responsibly and impose proper controlson the development
and distribution of software. (Seeitem 1, End-Notes, p. 24).
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FOR MANAGEMENT

The Enemy Within

In 1985 Donald Burleson, a 35 year old programmer of Fort
Worth, Texas, USA, added aroutineto hiscompany’ s payroll
processing program which checked for the existence of hisown
payroll number. Burleson was|ater dismissed from the
insurance company, theUSPA & IRA Co., (United Services
Planning Association, Inc. and The Independent Research
Agency for Life Insurance, Inc. Texas) an insurance brokerage
firm. The subsequent removal of hisnumber from payroll
calculationstriggered numerous ‘logic bombs’ on 21 Septem-
ber, 1985. In thismanner Burleson erased 168,000 client
records.

The case amply demonstrates the devastation that the ‘insider’
- an attacker with intimate knowledge of asite’scomputer
systems - can unleash. In the catalogue of malicious programs,
computer viruses are relative newcommers. Thisarticle
outlines some other forms of programmed attack.

TimeBomb

A simpletrigger routine added to an existing program or
contained within virus code which monitorsthe operating
systemsinternal clock. Time bombs are asub-set of logic
bombs (see below). Dueto their simplicity and compact coding,
‘site-specific’ time bombsare easily concealed withinthe

CR @ NAL PROGRAM
PROGRAMMIDI FI ED TOCONTAI NTI ME BOVB
MZDI Fl EJPR@R’AMEXEQJTED

TI ME BO\JB CHECKS DATE >= 12 OCTCBER
NO YES

DCES VACH NE HAVE A HARD DI SK?
NO YES

1SI1T>='13 OCTOBER <= 31 DECEMBER?
NO E\AYES
LOWVL L FORVAT HARD DI SK

PROGRAMFUNCTI CNS NCRVALLY

Figure.1 Simpletimebomb similar to that foundinthe
Datacrimevirus

hundreds of thousand of lines of machine code contained in
business mainframe or network systems.

LogicBomb

A logic bomb is asection of code embedded in an existing
program which checkswhether pre-specified conditionsexist.
The programmer dictates both the set of conditionsto be met
and the effects which take place after the logic bomb triggers.

L ogic bombs are the traditional weapon of the crooked systems
analyst or programmer, providing ameansfor extortion or
blackmail. They areincorporated in aspecific system making
each logic bomb uniqueinits structure and location.

CHECK PAYRCLL NUMBER
IFFJJ\D, CONTI NUE NCRVAL PROCESSI NG

| F ABSENT, DELETEALL FI LES
ALL D RECTCR ES

Figure.2 Classiclogicbomb

Thecodingisusually compact and extremely difficult to
detect. A classic logic bomb will search for the programmer’s
payroll 1D number and trigger should that number fail to
appear intwo consecutive payroll calculations.

L ogic bombs can be configured in any way that the program-
mer so wishes. Conditionsthat might trigger alogic bomb are
limitless - the absence or presence of files, specific keyboard
entry sequences, memory capacity, aparticular nodein useat a
specified time and so on.

L ogic bombswhich aretriggered by input datausually trigger
after aspecific input transaction is submitted. In other cases,
the extortionist will provide an input routine todefuse abomb
program once the victim organisation submitsto his/her
demands. Another devioustactic isto introduce acombined
time/logic element whereby, for instance, the payroll ID
number is absent for a period of six months before the program
triggers. This provides a sufficient time lapse for the attacker
to avert suspicion.

Bomb programsare nearly alwaysimplanted by software
developersor other ‘insiders’ with legitimate accessto the
computer system. Logic bombsare primarily ahazardin
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mainframe/minicomputer environmentsand arenot yet
regarded as a PC problem. Thisis because most mainframe
and mid-range computer softwareisdeveloped internally
whereas microcomputer softwareisdeliveredin compiled
form.

Security efforts should be aimed at preventing theinstallation
of bomb programs. Theinsidious, virtually undetectable nature
of these programs and their capacity to cause crippling side
effects makes them (al ong with site-specific Trojan hor ses, see
below) aparticular concern.

Control islost once skilled programmers gain accessto a
system (even if they are granted restricted systems
privileges).Theneed for vigorous vetting prior to the employ-
ment of computer staff (particularly analysts, programmersand
systemsmanagers) cannot be over-emphasised.

TrojanHor ses

In traditional computer security, aTrojan horseisaprogram
containing illicit functions designed to increase the attacker’s
systemsprivileges or divulgeinformation labelled at a higher
level of confidentiality than the attacker’ srights permitted.

These programs were named by Dan Edwards of the US
National Security Agency in 1972. Their nameisderived from
thewooden horsein Greek mythology within which hid aparty
of Greek soldiers. The story isrelated in Homer’ slliad. The
citizens of Troy wheeled the horseinto their besieged city
believing it to be an offering of surrender. At night the Greek
soldiers crept out of the horse to open the city gates and
welcomed aninvasion force - aclassical example of compro-
mised security by illicit means.

However, the definition of aTrojan horse as atool to assist
information disclosure has been expanded to encompassall
programswhich perform services beyond those stated in their
specifications. Trojan horsesare usually modified programs
containing conceal ed, often destructive, functions. Themost
sophisticated Trojanscomprisefunctioning programsspecifi-
cally written to contain such code.

PC TrojanHorses

Trojan horses are common as jokes and malicious pranks
within avariety of programming environments, not least in
MS-DOSand PC-DOS computers. Notification of many
malicious PCs programsis made by means of the‘ The Dirty
Dozen'. Thisisacomprehensive, updated list of Trojanised
and ‘hacked’ programs describing their effects. ‘ The Dirty
Dozen’ wasoriginally compiledto assist Bulletin Board
SysOps screen malicious code from their systems.

One of the principal means for Trojan horsedistributionisvia
bulletin boards. Most Trojans appear as useful and, in most
cases, fully-functioning gamesor utilities. Thisincreasesthe

likelihood that they will be downloaded, copied and executed
thereby maximising the number of victims. Unfortunately, it
easy to rename a Trojanised program thus providing it with a
new lease of life after itsinitial discovery which undermines
attempts at notification. It isalsorelatively easy to insert
destructive codeinto legitimate programs.

ARC513. EXE Thi s hacked versi on of SEA's
ARC. EXE appear s nor mal . However ,
it wites over track 0 of your

[ hard] di sk upon usage,
destroyingthe di sk’ s boot

sector.

BACKTALK Thi s once beneficial utility
w |l wite/destroy sectorson
your [hard] diskdrive. Usethis
withcautionif youacquireit,
becauseit isnorethanlikely
that you got a bad copy.
Q0K ES. EXE Thisfile, whichpurportsto
expl ai nthe secret of Ms.
Fi el d s cookies, really
scranbl es FAT t abl es.
DANCERS. BAS Thi s t roj an shows sone ani nat ed
dancersincolor, andthen
proceeds t o wi pe out your [ hard]
disk’s FATtabl e. Thereis
anot her perfectly good copy of
DANCERS. BASONBBS' s around t he
country; apparently the aut hor
alteredal egitimate programto
do hisdirty work.

EGABTR BEWARE! Descri pti on says
sorret hing | i ke "i nprove your
EGAdi spl ay", but whenrunit
del et es everyt hinginsi ght and
prints"Arf! Arf! Cot you!"
SECRET. BAS BEWARE! ! Thi s nay be posted wi th
anotesayingit doesn't work,
and woul d soneone pl easetryit.
If youdotryit, however, it
w || format your di sks.

Figure 3. A selection of PC Trojansfrom ‘ The Dirty
Dozen'. Thisisacomprehensive updated listing of
Trojan horses, ‘hacked’ and pirated programsto help
BBS SysOps screen uploaded files.

It isavailable on many BBSs or asa$10.00 mailing list
from The Dirty Dozen List, c/o Eric Newhouse, 40
Whitney Tavern Rd, Weston, MA 02193, USA.
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Trojan Horsesand Confidentiality

Theoriginal definition of aTrojan horse was of a program that
‘leaked’ confidential information, e.g. creating a‘blind copy’
of asensitivefilefor the creator. A Trojan horse direct release
isaprogram which causes classified datato be released to a
user with alesser security classification. The Trojan re-labels
datawith alower security classification and thus |eaksthis
information to the attacker. This can be done by:

- changing the security label
- placing datain afield or record with lower
classification

- failing to update a security classification asthe
sensitivity of dataincreases

The Trojan horseroute of penetration isfundamentally
impossibleto prevent on nearly all computer systems.

Four essential stepsareinvolved inaTrojan horse direct
release program.

1. Create/ modify program to performiillicit act. Do not
arouse user suspicion. Makethe program enticing.

2. Make the program accessible by installing it, or getting a
user toinstall it in asystem library.

3. Thevictim must run the program, either accidentally (the
Trojan replaces an existing program) or intentionally (itis
invoked).

4. The attacker reaps the benefits of theillicit action. Private
information is copied into arepository which the attacker later
accesses.

USER#1 EXEQUTES PROGRAM TRQJAN

TRQJANM V\J CS SYSTEMS COMVAND PROCESSCR AND
S| MULATES A LOGCUT ON SCREEN

USER #2 LClEI N

TROJANTRAlN_S USER#2’ s | D AND PASSWORD AND
STCRES THEMI NATTACKER S ACOOUNT

PROGRAM REITlR\lS USER #2 TOCOMVAND
PROCESSCR

Figure4. A host emulation Trojan horse program.

Conclusions

Maliciousor fraudulent programs developed ‘in house' by
computer staff who haveintimate knowledge of the computer
systems are 1) extremely difficult to prevent 2) extremely
difficult to detect 3) extremely pernicious.

Programs of this sort are usually implanted in complex
processing environments and are designed to defraud or inflict
damage. Preventing these programsis dependent upon
preventing apotential attacker from gaining accessto your
computer systems. Extensiveand comprehensive pre-employ-
ment vetting, including character references and past employ-
ment records, will help to screen applicants for sensitive
computing posts. Contractorsand short term employeesare
particularly dangerous. No vetting of such transient staff is
usually undertaken. Audit and security software (RAC-F, ACF-
2 etc.) are powerful weapons, but a determined and devious
insider will find away to circumvent such controls.

Systems controls can be enforced by restricting ‘in-house’
programming. Eliminating user programming involvesgetting
rid of compilers, assemblers, interpreters and similar applica-
tions. However, eliminating the ability to write any type of
program imposes severe limitations. Remember al so, that the
people most likely to devise abomb or Trojan program will be
programmers or analystswho by definition must have accessto
the system. Moreover, networked systemsare vulnerable
(regardlessof programming restrictions) to Trojan programs
installed on uncontrolled nodes and spread over the network.

‘In-house’ software devel opment should be subject totight
controlsincluding source codeverification and extensive
testing. Equally, change control should bevigorousduring
system and software enhancement.

Users should be taught to recognise and report irregularitiesin
program librariesor directories. Under no circumstances
should unfamiliar ‘foreign’ programs be executed. Remember,
also, that awell conceived Trojan will disguiseitself, often
appearing under alegitimate name and emulating alegitimate
program.

Software from external sources can be screened for obvious
defectsor virus code by standard software validation. How-
ever, searching for malign code (as opposed to virus code) is
neither aviable or practical proposition in abusiness environ-
ment. Thislevel of security appliesto sensitive military or
government systemswhere software and upgrades are supplied
from the devel oper as source code which isanalysed and then
compiledinternally.

In next month’sissue David Ferbrache, Information Systems
Integrity & Security Ltd., explains the compromise of classi-
fied data in high security systemsthrough the use of Trojan
hor se programswhich exploit covert channels.
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KNOWN IBM PC VIRUSES

Thisisalist of the known viruses affecting IBM PCsand compatibles, including XTs, ATsand PS/2s. Thefirst part of thelist givesaliasesand
brief descriptions of viruseswhich have been seen, whilethe second part lists viruses which have been reported. Each entry consistsof thevirus
group name, its aliases and the virustype (See“ Type codes’ table). Thisisfollowed by ashort description (if available) and a10to 16 byte
hexadecimal pattern which can be used to detect the presence of the virus by the “ search” routine of disk utility programs such as The Norton
Utilities or your favouritedisk scanning program. Offset (in hexadecimal) normally meansthe number of bytesfrom the virusentry point. For
parasitic viruses, theinfectivelength (the amount by which thelength of aninfected file hasincreased) isalso given.

Typecodes:

C =InfectsCOM files E =InfectsEXE files D = Infects partition boot sector
(Logical sector 0 on disk)

M = Infects disk boot sector (Track 0, head 0, sector 1 on disk) N =Not memory-resident after infection

R =Memory-resident after infection

SEENVIRUSES

8 Tunes- CER: Thevirusprobably originatesin Germany and infects COM and EXE files. Thelength of theviruscodeis 1971 bytes. When
triggered, it will play oneout of 8 different tunes. The virus attemptsto deactivate two anti-virus programs: Bombsguad and Flushot+.

8 Tunes 33F6 BODA 03F3 A550 BB23 0353 CBBE DOBC; O fset vari abl e

405 - CN: Infectsone COM file (on adifferent disk) each time an infected program isrun by overwriting the first 405 bytes. If the length of thefile
islessthan 405 bytes, it will beincreased to 405. Thevirusonly infectsthe current directory and does not recognise afile already infected.

405 26A2 4902 26A2 4B02 26A2 8B02 50B4 19CD; O fset 00A

800 - CR: Infective length is800 bytes. The virus codeiswritten into random location of theinfected file. Like Number of the Beast, it usesan
undocumented DOS function to obtain theoriginal INT 13H address, and instead of intercepting INT 21H, it interceptsINT 2A, function 82. The
virusisencrypted. (VB June 90)

800 B981 0151 AD33 DOE2 FB59 3115 4747 E2FA; O f set OOE

5120- CEN: Thisisone of thelargest viruses known, 5120 byteslong. When an infected programisrun, it will search recursively for EXE and
COM filestoinfect. Infected programswill terminate with an “ Access denied” message after 1st June 1992. Parts of the virus seem to have been
writtenincompiled BASIC.

5120 40B1 0403 E88C DB03 C305 1000 8ED8 8C06 ; COf f set 026

4K, 4096, Frodo, IDF, Israeli Defence Forces- CER: Infectivelength is4096 bytes. Thevirusmay occasionally cause damagetofiles, asit
mani pul atesthe number of available clusters, which resultsin filesbecoming crosslinked. If thevirusisresident in memory, it disguisesitself from
detection by pattern-searching or checksumming programs. Infected systems hang on 22nd September. (VB May 90)

4K E808 OBES DOOA E89A OAES F60A E8B4 0A53 ; Of f set 239

Agiplan - CR: Infectivelengthis 1536. The virus attachesitsel f to the beginning of COM files. Agiplan has only occurred on one siteand may be
extinct.

Agi pl an E9CC 0390 9090 9090 9C50 31C0 2E38 26DA; Ofset 0 (?)

AIDS- CN: Not to be confused with the AIDS Trojan, thisvirus overwrites COM filesand isabout 12K long. When aninfected programis
executed, thevirusdisplays“Y our computer now has AIDS” and halts the system.

A DS 0600 AE42 6EAC 7203 4600 0004 00A0 1000 ; O f set 2C7F
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Alabama- ER: Infectivelengthis 1560 bytes. May cause execution of wrong filesand FAT corruption.

Al abanma 8CDD 33DB 8EDB 8B07 0B47 0274 7489 1F89 ; O fset 109
Ambulance- CN: The major effect of thisvirusisto display an ambulance on the screen. Thevirusis 796 byteslong.

Anbul ance 0001 8A07 8805 8B47 0189 4501 FFE7 C3E8 ; O f set 016
Amoeba- CER: Virusadds 1392 bytesto thelength of theinfected files. It does not have any known side-effects.

Anoeba CF9C502E A107 0140 2EA3 0701 3D00 1072 ; Off set OD1

Amstrad - CN: Adds 847 bytesto thefront of any COM filein the current directory. Therest contains an advertisment for Amstrad computers. (VB
June 90). Cancer isa 740 bytelong mutation, which infectsthe samefilesrepeatedly.

Anstrad C706 OEO1 0000 2E8C 0610 012E FF2EOEO1 ; Off set 114

Armagedon - CR: A 1079 bytevirusfrom Greece, whichinterfereswith theserial port. It will produce control stringsfor Hayes-compatible
modems, dialling number 081-141 (speaking clock in Crete). Virusnameisspelt withasingle‘d’.

Ar nagedon 018C CBEA 0000 0000 8BC8 8EDB BEOO 01BF ; Of f set 3F0

Brain, Ashar, Shoe - DR: Consists of abootstrap sector and 3 clusters (6 sectors) marked asbad inthe FAT. Thefirst of these containsthe original
boot sector. Initsoriginal versionit only infects 360K floppy disksand occupies 7K of RAM. It createsalabel “(c) Brain” on an infected disk.
Thereisavariation which creates alabel “(c) ashar”.

Brai n A006 7CA2 097C 8BOE 077C 890E OA7CE857 ; Of f set 158

Cascade, Fall, Russian, Hailstorm - CR: Thisencrypted virus attachesitself to the end of COM files, increasing their length by 1701 or 1704 bytes.
Theencryptionkey includesthelength of theinfected program, soinfected filesof different lengthswill look different. After infection it becomes
memory-resident and infectsevery COM fileexecuted, including COMMAND.COM. Theoriginal versionwill producea*falling characters’
display if the system dateis between 1st October and 31st December 1988. The formatting version will format the hard disk on any day between
1st October and 31st December of any year except 1993. Both activations occur arandom time after infection with amaximum of 5 minutes. (VB

Sept 89)

Cascade (1) 01 OF8D B74D01BC 8206 3134 3124 464C75F8 ; O f set 012, 1701 bytes, Falli ng characters
Cascade (1) 04 OF8D B74D 01BC 8506 3134 3124 464C75F8 ; O f set 012, 1704 bytes, Fal li ng characters
Cascade (1) Y4 FA8B CDE8 0000 5B81 EB31 012E F687 2A01 ; O f set 000, 1704 bytes, Fallingcharacters
Cascade f or mat OF8D B74D 01BC 8506 3134 3124 464C77F8 ; O fset 012, 1704 byt es, Formats hard di sk

Dark Avenger - CER: Thevirusinfectswhen afileisopened and closed aswell aswhen it isexecuted. Thismeansthat avirus-scanning program
will causeit toinfect every program scanned. Infective length is 1800 bytes. It only infectsif programisat least 1775 byteslong and it may
overwrite data sectors with garbage. There is a mutation which extends the file by 2000 bytes. (VB Feb 90)

Dar k Avenger AAA5 8B26 0600 33DB 53FF 64F5 E800 005E ; O f set vari abl e

Datacrime- CN: Thevirusattachesitself to theend of aCOM file, increasing itslength by 1168 or 1280 bytes. On execution of an infected
program, thevirus searchesthrough thefull directory structure of drivesC, D, A and B for an uninfected COM filewhich will beinfected. Files
with 7th letter D will beignored (including COMMAND.COM). If the dateison or after 13th October of any year, thefirst 9 tracks of the hard
disk will beformatted. Theformat islow level after displaying the message:

DATACR MEVI RUS
RELEASED: 1 MARCH 1989

Thismessageisstored in an encrypted formin thevirus. (VB Aug 89)

Dat acri e (1) 3601 0183 EE03 8BC6 3D00 0075 03E9 0201 ; O f set 002, 1168 bytes
Dat acri e (2) 3601 0183 EE03 8BC6 3D00 0075 03E9 FEOO ; O f set 002, 1280 bytes

Datacrimell - CEN: Thisencrypted virusattachesitself to the end of aCOM or EXE file, increasing their length by 1514 bytes. Thevirus
searchesthrough the full directory structure of drives C, A and B for an uninfected COM or EXE file. Itignoresany fileif the second letter isB. If
the dateison or after 13th October of any year, but not aMonday, alow level format of the first 9 tracks will be done on the hard disk after
displayingthemessage'‘DATACRIMEII VIRUS'’ whichisstoredinencryptedform. Datacrimel B displaysthemessage'‘* DATACRIME*"".
(VB Aug 90)

Datacrinel| 2E8A 072E C605 2232 C2D0 CA2E 8807 432E; O f set 022, 1514 bytes

Datacrinel B 2BCB 2E8A 0732 C2D0 CA2E 8807 43E2 F3BD; O fset 01B

dBASE - CR: Transposesbytesin dBASE (DBF) files. Createsthe hidden file BUGS.DAT intheroot directory of drive C and generateserrorsif
the absol ute difference between the month of creation of BUGS.DAT and the current month isgreater or equal to 3. Infectivelength is 1864 bytes.
Thedestroy version destroysdrives D to Z when the trigger point isreached. (VB Dec 89)

dBASE 50B8 OAFB CD21 3DFB 0A74 02EB 8A56 E800 ; O f set 636, 1864 bytes
dBASE dest r oy B900 01BA 0000 8EDA 33DB 50CD 2658 403C; Off set 735, 1864 byt es

VIRUSBULLETIN ©1990 VirusBulletin Ltd, 21 The Quadrant, Abingdon Science Park, Oxon, OX14 3Y S, England. Tel (+44) 235 555139.
/90/$0.00+2.50 Thisbulletinisavailableonly toqualified subscribers. No part of thispublication may bereproduced, storedinaretrieval system, or transmitted
by any form or by any means, el ectronic, magnetic, optical or photocopying, without theprior written permission of thepublishers.



August1990 VIRUSBULLETIN Page 9

December 24th - ER: A mutation of the Icelandic (3) virus. It will infect one out of every 10 EXE filesrun, which grow by 848-863 bytes. If an
infected fileisrun on December 24th, it will stop any other program from running and display the message “ Gledileg jol” (Merry Christmasin
Icelandic).

Decenber 24t h G606 7E03 FEB4 5290 CD21 2E8C 0645 0326 ; Of f set 044

Den Zuk, Search - DR: Themajority of thevirusisstored in aspecially formatted track 40, head 0, sectors 33to 41. When Ctrl-Alt-Del ispressed,
thevirusinterceptsit and displays“DEN ZUK” dliding in from the sides of the screen. Thisdoes not happen if KEYBUK or KEYB isinstalled.
Den Zuk will remove Brain and Ohio and replace them with copies of itself.

Den Zuk FA8C C88E D88E DOBC 00F0 FBB8 787C50C3 ; (ffset 0
Devil’sDance- CR: A simpleviruswhichinfects COM files, adding 951 bytesat the end of infected files. Thevirusisbelieved to have originated
in Spain or Mexico. It monitorsthe keyboard and will destroy the FAT after 5000 keystrokes.

Devi | ' s Dance B800 0150 8CC8 8EDB 8EQD C306 B821 35CD; O f set 011

Disk Killer, Ogre- DR: Thevirusinfectsfloppy and hard disksand if the computer isleft on for morethan 48 hours, it will encrypt the contents of
the bootable disk partition. Theinfection of adisk occursby intercepting adisk read - INT 13H function 2. When the virustriggers, it displaysthe
message“ Disk Killer — Version 1.00 by Ogre Software, 04/01/1989. Warning !! Don’t turn off the power or removethediskettewhile Disk Killer
isProcessing!”. (VB Jan 90)

DskKiller 2EA1 1304 2D08 002E A313 04B1 0603 EO8E ; O f set 0C3
Do-nothing- CR: A badly-written virusfrom Israel that assumesa 640K system.
Do not hi ng 8CCA 8EDA BAOO 988E C2F3 A41E B800 008E ; O f set 020

Durban, Saturday 14th - CER: Adds 669 bytesto the end of infected files. On any Saturday 14th thefirst 100 logical sectors of drivesC, then B
andthen A are overwritten.

Dur ban B911 00A4 E2FD B4ADE CD21 80FC DF74 47C6 ; O f set 02F
Dyslexia, Solano - CR: Virusadds 1991 bytesin front of theinfected file and 9 bytes at the end. Occasionally transposes two adjacent characters
onthe screen.

Dysl exi a B4C0 CD21 3D34 1275 OE2E 8BOE 0301 1E07
Eddie-2, 651 - CER: A non-destructivevirusfrom Bulgaria. It marksinfected fileswith avalue of 62 in the secondsfield of thetimestamp, which
makes them immune from infection by Viennaor Zero Bug. Infected filesgrow by 651 bytes, but thiswill not be seenif aDIR command isused -
thevirusinterceptsthe find-first and find-next functions, returning the correct (uninfected) length. (VB June 90)

Eddi e- 2 D3E8 408C D103 C18C D949 8ECL BF02 00BA ; O f set 02D, 651 bytes
E.D.V.-DR: E.D.V. marksinfected diskswith “EV” at the end of the boot sector and storesthe original boot sector codein thelast sector of the
last track on 360K disks, just likethe Y alevirus. Program crashes and dataloss have been reported on infected systems.

EDV. 0001 5083 EC04 B800 01CF B601 B908 2751 ; O f set 0C1
Fellowship - ER: This1019 bytevirusattachesitself to the end of EXE files, damaging them by overwriting thelast 10 bytes or so. Other effects
arebeing analysed.

Fel | owshi p 33DB 8EDB FF36 0000 FF36 0200 C706 0000 ; O fset 039
Fish 6- CER: A partial mutation of 4K having an infective length of 3584 bytes. The virusisencrypted and the decryption routineis so short that it
isimpossibleto extract ahex pattern longer than 14 bytes. The virus seemsto activatein 1991, but the exact effects are yet unknown.

Fish6 E800 005B 81EB A90D B958 OD2E 8037 ; (ffset O

Flip - CER: The primary effect of this2343 bytevirusisto “flip” the screen by rotating it through 90 degrees. The virusisencrypted and self-
modifying. No sear ch patternispossible.

Form - BR: A boot sector virusfrom Switzerland infecting hard disksand floppy disks. On the 24th day of every month the virus producesasmall
delay when keysare pressed.

Form B106 D3EO 8ECD 33FF BIFF 00FC F3A5 06B8 ; O f set 074

Fu Manchu - CER: Thevirusattachesitself to the beginning of aCOM fileor to the end of an EXE file. Infective length is 2086 bytes (COM) and
2080 (EXE). It isarewritten version of the Jerusalem virus, but the marker is“rEMHOr” and the preceding “sU” is“sAX” (Sax Rohmer, creator
of FuManchu). After installing itself asmemory-resident, it will infectany COM or EXEfile, except COMMAND.COM. EXEfilesareinfected
only once, unlikethe original Jerusalem. Onein sixteentimeson infection atimer isinstalled, which will trigger adisplay “Theworld will hear
from meagain” after arandom number of half-hours (max. 7.5 hours). The machine then reboots. The same messageisalso displayed on pressing
Ctrl-Alt-Del, but the virus does not survive thereboot. If the dateis after 1st August 1989, the virus monitorsthe keyboard buffer and adds
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derogatory commentsto the names of politicians (Thatcher, Reagan, Bothaand Waldheim), overstrikestwo four-letter words, and displays*“ virus
3/10/88 - latest in the new fun line!” if “Fu Manchu” istyped. All messages are encrypted. (VB July 89)
Fu Manchu FCB4 E1CD 2180 FCE1 7316 80FC 0472 11B4 ; O f set 1EE, 2086 bytes COM 2080 byt es EXE

GhostBalls- CN: A strain of Viennavirus. Secondsfield changed to 62, asin Vienna. Infectivelength is 2351 bytes and the virus attachesiitself to
theend of thefile. When run, it will infect other COM filesand try to place amodified copy of the Italian virusinto boot sector of drive A. This
copy of the Italian runs on 286 machines but isnon-infective. Virus containstext “ GhostBalls, Product of Iceland”.

ChostBal | s AE75 EDE2 FASE 0789 BC16 008B FE81 C71F ; O f set 051
Hallochen - CER: A viruswhich reputedly originated in West Germany. It containstwo text strings (o in Hallochen is character code 148 decimal):

Acrivate Level 1..

Theviruswill notinfect “old” files. If the value of the month or year fieldsin thetime stamp isdifferent from the current date, the filewill not be
infected. Theviruswill only infect fileslonger than 5000 bytes, increasing their length by 2011 bytes.

Hal | ochen EB8C C903 DI8E D3BC DB08 53BB 2E00 53CB; Of f set O1E, 2011 bytes

I celandic, Saratoga- ER: Thevirusattachesitself at the end of an EXE file and after becoming memory-resident, it will infect only oneinten (one
intwo for the I celandic (2) mutation) programs executed. When aprogram isinfected, the disk isexamined and if it has more than 20 M Bytes, one
cluster ismarked as bad in thefirst copy of the FAT. Thereisamutation which does not flag clusters. Version (1) will not infect the system unless
INT 13H segment is0700H or FOOOH, thus avoiding detection by anti-virus programswhich hook into thisinterrupt. Version (3) does not flag
clustersand bypassesall interrupt-checking programs.

I cel andic (1) 2EGC6 0687 020A 9050 5351 5256 1E8B DA43 ; O f set 006, 656 byt es
I cel andi ¢ (2) 2EG6 0679 0202 9050 5351 5256 1E8B DA43 ; O f set 0B8, 642 bytes
I cel andi ¢ (3) 2EGC6 066F 020A 9050 5351 5256 1E8B DA43 ; O f set 106, 632 bytes

Italian, Pingpong, Turin, Bouncing Ball, VeraCruz - DR: The virus consists of aboot sector and one cluster (2 sectors) marked as bad in thefirst
copy of the FAT. Thefirst sector containstherest of the viruswhile the second containsthe original boot sector. It infectsall diskswhich have at
least two sectors per cluster and occupies 2K of RAM. It displaysasingle character “bouncing ball” if thereisadisk access during the one-second
interval in any multiple of 30 minutes on the system clock. The original version will hang when run on an 80286 or 80386 machine, but anew
version has been reported which runsnormally. If awarm boot is performed after the machine hangs, an uninfected disk will still becomeinfected.
(VB Nov 89)

Italian-Gen B106 D3EO 2DC0 078E COBE 007C 8BFE B900 ; O f set 030

Italian 32E4 CD1A F6C6 7F75 OAF6 C2F0 7505 52E8 ; O f set OFO
Jerusalem, PLO, Friday the 13th, Israeli - CER: Thevirus attachesitself to the beginning of aCOM file or at the end of an EXE file. When an
infectedfileisexecuted, thevirusbecomesmemory-resident and will infect any COM or EXE program run, except COMMAND.COM. COM files
areinfected only once, while EXE filesarere-infected every timethat they arerun. Infectivelengthis 1813 bytes (COM) and 1808 bytes (EXE).
Thevirusfindsthe end of EXE filesfrom theinformation in thefile header, and if thisislessthan the actual filelength, the viruswill overwrite part
of thefile. After the system has been infected for 30 minutes, row 5 column 5 to row 16 column 16 on the screen are scrolled up two lines, creating
a"“black window” . The system then slows down, dueto atime-wasting loop installed on each timer interrupt. If the system isinfected when the
dateis set to 13th of any month which isalso aFriday, every program run will be deleted. (VB July 89). Jerusalem mutations matching the search
pattern:

Anarkia: Virussignatureischangedfrom‘sURIV’ to ANARKIA'.
Anarkia-B: Minor mutation of Anarkia.
M endoza: Another minor mutation of Anarkia.

PSQR: Mutation with the signature changed to ' PSQR’. Theinfectivelengthis 1715 (COM) and 1720 bytes (EXE).

Jerusal em 03F7 2E8B 8D11 00CD 218C C805 1000 8EDO ; O f set OAC, 1813 bytes COM 1808 byt es EXE
Jer usal em USA FCB4 EOCD 2180 FCEO 7316 80FC 0372 11B4 ; O f set 095
PSCR FCB8 OFFF CD21 3D01 0174 3B06 B8F1 35CD; O f set 071
Jo-Jo- CR: Thisisanon-encrypted version of Cascade with the encryption code patched out and afew other changes made.
Jo-Jo B800 FOBE COBF 08EO 813D 434F 751B 817D ; O f set 0D2
July 13th - ER: Thisencrypted viruswill activate on 13th July, but its exact effects have not yet been determined. Itis 1201 byteslong.
July 13th 2EA0 1200 3490 BE12 00B9 B104 2E30 0446 ; O fset vari abl e
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Kennedy - CN: A simple COM infecting virus, probably originating from Sweden. When aninfected fileisrun, it will infect asingle COM filein
the current directory, expanding it by 333 bytesat the end. The virus activates on three dates: 6th June, 18th November and 22nd November and

displaysthemessage
Kennedy er dod - | ange | eve " The Dead Kennedys"

Kennedy E817 0072 04B4 4FEB F38B C505 0301 FFEQ ; O f set 035
Korea- DR: A simpleboot sector viruswith no side-effects. It may cause damage to data, asthe original boot sector isawayswritten to sector 11.
Kor ea 31C0 8ED8 8EDO BCFO FFFB BB13 048B 0748 ; O f set 008

L ehigh - CR: Thevirusonly infects COMMAND.COM. It is555 byteslong and becomes memory-resident when theinfected copy isrun. If adisk
isaccessed which containsan uninfected COMMAND.COM, the copy isinfected. A count of infection generation iskept insidethevirus, and when
it reaches 4 (or 10 in amutated version), the current disk is trashed each time adisk isinfected, provided that (a) the current disk iseither inthe A
driveor B drive, (b) thedisk just infected iseither the A drive or B drive and (c) the disk just infected is not the current one. Thetrashing is done by
overwriting thefirst 32 sectorsfollowing theboot sector. I nfection changesthe date and time of COMMAND.COM.

Lehi gh 8B54 FC3B 44FE 8ED8 B844 25CD 2106 1F33 ; Off set 1EF

Liberty - CER: A virusfrom Indonesiawith an infectivelength of 2873 bytes. No harmful effects have been reported, but thevirusisawaiting
disassembly.

Li berty 0174 031F 595B 5053 5152 1E06 1EOE 1FE8 ; Of f set 080

Macho - CEN: Swaps every string “MicroSoft” with “MachoSoft” on the hard disk. Searches 20 sectors at atime, storing the last sector searched
inIBMNETIO.SY Swhichismarked hidden and system. After searching thelast sector it startsagain. Thiswill only happen after 1st January 1985
and if theenvironment variable VIRUSisnot set to OFF. Infective length is 3550 to 3560 bytes. Random directory search for uninfected files.
InfectsCOMMAND.COM. Thisvirusisclosely related to Syslock.

Macho 5051 56BE 5900 B926 0890 D1E9 8AEl 8ACL ; Off set ?

Mistake, Typoboot, Typo - DR: Exchanges lettersfor phonetically similar ones (for example“C” and “K") while they are being output to the
printer. Reportedly writtenin Israel. A mutation of the Italian viruswith about 35 % of the code rewritten. The boot sector isalmost identical to the
[talian.

M st ake 32E4 CD1A 80FE 0376 0A90 9090 9090 52E8 ; Of f set OFO

MI1X1- ER: Thevirusinfectsonly EXE files, attaching itself to the end. When an infected program isrun, the viruswill copy itself to thetop of the
free memory. Some programs may overwrite thisarea, causing the machineto crash. Thevirustraps printer and asynch interrupts and corrupts
traffic by substituting characters. 50 minutes after infection, the virus alters Num Lock and Caps L ock keyboard settings. 60 minutes after
infection, adisplay similar to theltalian virus (bouncing ball) will be produced. Theviruswill infect every tenth program run. Infected filesalways
endin“MIX1" and theinfective length of M1X1is1618 to 1633 bytesand M1X1-2 1636 to 1651 bytes. (VB Dec 89)

M X1 B800 008E C026 803E 3003 7775 095F 5E59 ; O f set 02E
M X1-2 B800 008E COBE 7103 268B 3E84 0083 C70A; O fset 02A

Murphy - CER: Two versionsexist. One producesaclick from the loudspeaker when any DOS functionsare called whilethe other may produce
the bouncing-ball effect when the user entersROM BASIC. Theviruswill only activate between 10:00 and 11:00 am.

Mur phy B44A CD21 8000 488E DBC7 0601 0008 0O0E8 ; O f set vari abl e

New Zealand, Stoned, Marijuana- MR: Thevirus consists of aboot sector only. Itinfectsall disksand occupies 2K of RAM. On floppy disks,
sector O isinfected, while on the hard disks the physical sector O (Master boot sector) isinfected. The original boot sector isstored intrack O head 1
sector 3 on afloppy disk and track 0 head 0 sector 2 on a hard disk. The boot sector contains two character strings: “Y our PC is now Stoned!” and
“LEGALISE MARIJUANA" but only theformer oneisdisplayed, oncein eight times, and only if booted from floppy disk. Theversion (2) stores
the original boot sector at track 0 head 0 sector 7 on ahard disk. The second string is not transferred when ahard disk isinfected. One version
displaysthemessage‘* Y our PCisnow Sanded!’’. A mutation hasbeen reportedin Australiawhich also displays“LEGALISE MARIJUANA".
(VB May 90)

NewZeal and (1) 0400 B801 020E 07BB 0002 B901 0033 D29C; O fset 043

New Zeal and ( 2) 0400 B801 020E 07BB 0002 33C9 8BD1 419C; O fset 041

Number of the Beast, 666, V512 - CR: An advanced virusfrom Bulgaria, only 512 byteslong. Thelength of thefile does not appear to increase
sincethevirusoverwritesthefirst 512 bytes of the programsit infectswith itself, storing the original 512 bytesin the unused space of adisk
cluster, after thelogical end of file. A mutation has now appeared. (VB May 90, June 90)

Nunber of Beast 5A52 0EQ7 OEL1F 1EBO 5050 B43F CBCD 2172 ; O f set 0A3
No. of Beast 1 B800 3DCD 2193 5A52 OE1F 1E07 B102 B43F ; O f set vari abl e
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Ohio- DR: Boot sector virus, probably an older version of Den Zuk.

Ghio FAFA 8CC8 8ED8 8EDO BCQOO FOFB E845 0073 ; O f set 02B
Old Yankee- EN: Thisisthefirst of theviruseswhich play the*Y ankee Doodle Dandy” . It only infects EXE files, increasing their length by 1961
bytes. When an infected programisrun, it will infect anew file and then play the melody. (VB June 90)

d d Yankee 03F3 8CC0 8904 OE07 53B8 002F CD21 8BCB; O f set 009
Oropax, Musicvirus- CR: Thelength of infected filesincreases between 2756 and 2806 bytes and their length becomesdivisible by 51. 5 minutes
after theinfection, thevirusplaysthreedifferent tunesat 7-minuteintervals. Doesnotinfect COMMAND.COM.

Q opax 06B8 E033 CD21 3CFF 7423 8CCE 8EC6 8B36
Pentagon - DR: Thevirus consists of aboot sector and two files. The sample obtained does not work, but it contains the code which would survive
awarm boot (Ctrl-Alt-Del). It could only infect 360K floppy disks, and will look for and remove Brain from any disk it infects. It occupies 5K of
RAM.

Pent agon 8CC8 8EDD BCOO FO8E DBFB BD44 7C81 7606 ; O f set 037
Perfume- CR: Theinfected program will sometimes ask the user aquestion and not run unlessthe answer is4711 (name of aperfume). Thevirus
will look for COMMAND.COM andinfectit. Infectivelengthis 765 bytes.

Per f une FCBF 0000 F3A4 81EC 0004 06BF BADO 57CB; O f set 0AA

Pixel - CN: ThePixel viruses are practically identical to the Amstrad virus, although they are shorter: 345 and 299 bytes. No side-effectsare
noticeable until the 5th generation isreached, at which stage thereisa50 % chance that the following message will appear when an infected
programisexecuted:

Programsick error: Call doctor or buy Pl XEL
for curedescription

(VB June 90)
Pi xel (1) OE1F 2501 0074 4CBA D801 B409 CD21 CD20 ; Cf f set 0C8, 354 bytes
Pi xel (2) BA9E 00B8 023D CD21 8BD8 061F BA2B 01B9 ; O f set 033, 299 byt es
Pi xel (3) 0001 0001 2E8C 1E02 018B C32E FF2E 0001

Pretoria, June 16th - CN: Overwritesthefirst 879 bytes of infected fileswith acopy of itself, and storesthe original 879 bytes at the end of thefile.
When aninfected program isexecuted, the virus searchesthe entire current drivefor COM filesto infect. On 16th June the execution of an infected
filewill causeall entriesin theroot directory to be changedto‘ ZAPPED’ . Thevirusisencrypted.

Pretoria AC34 ASAA 4B75 FO9C3 A11F 0150 A11D 01A3
PrintScreen - DR: Occasionally performsaPrint Screen (PrtSc) operation.
Printscreen FA33 CO8E DOBC 00F0 1E16 1FALl 1304 2D02 ; Of f set 023

Prudents- EN: Infectivelength is 1205 bytes and the virus will destroy thelast 32 bytes of any infected file. Activates during the first four days of
May of every year, turning every write operation into averify operation, which resultsin theloss of data.

Prudent s OEO7 BE4F 04B9 2300 5651 E87E 0359 5EE8 ; O f set 055
Shake- CR: A primitive476 byteviruswhichreinfectsalready infectedfiles. | nfected programs sometimesreboot when executed. Occasionally,
infected programs display thetext “ Shake well before use!” when executed.

Shake B803 42CD 213D 3412 7503 EB48 90B4 4ABB

South African, Friday the 13th, Miami, Munich, Virus-B - CN: Infectivelengthis419 bytes, but some reports suggest mutationswith an infective
length between 415 and 544 bytes. Does not infect fileswith Read-Only flag set. Virus-B isanon-destructive mutation containing South African 2
pattern. COMMAND.COM isnot infected. Every filerun on aFriday 13th will bedeleted.

South Africanl 1E8B ECC7 4610 0001 E800 0058 2DD7 00B1 ; O f set 158

Sout h African2 1E8B ECC7 4610 0001 E800 0058 2D63 00B1 ; O f set 158
Stealth, 1260 - CN: Virusinfects COM files, adding 1260 bytesto them. Thefirst 39 bytes contain code used to decrypt the rest of thevirus. A
variable number of short (irrelevant) instructions are added between the decoding instructions at random in an attempt to prevent virus scanners
from using identification strings. No sear ch patternispossible. (VB Mar 90)

Sunday - CER: Variation of Jerusalem. Infectivelengthis 1631 bytes (EXE) and 1636 (COM). Activates on Sunday and displays message“ Today
isSunDay! Why do you work so hard? All work and no play make you adull boy.”. There are unconfirmed reports of FAT damage on infected
systems.

Sunday FCB4 FFCD 2180 FCFF 7315 80FC 0472 10B4 ; O fset 095

Suomi - CN: A 1008 bytevirusfrom Finland, which uses self-modifying encryption, likethe Stealth virus. The virus seemsto disinfect already
infected filesunder certain conditions, but COMMAND.COM seemsto remain permanently infected. No harmful side-effectshavebeenreported,
but the virusisawaiting disassembly. No sear ch patternispossible.
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Suriv 1.01, April 1st COM - CR: A precursor to Jerusalem infecting only COM fileswith thevirus positioned at the beginning of thefile. Infective
lengthis897 bytes. If thedateis 1st April, theviruswill display “APRIL 1ST HA HA HA YOU HAVE A VIRUS’ and the machinewill lock. If
the dateisafter 1st April 1988, the virus producesthe message“Y OU HAVE A VIRUS!!!” but the machinewill not lock. Thevirusismemory
resident and will notinfect COMMAND.COM. (VB Aug 89)

Suriv1.01 OEL1F B42A CD21 81F9 CA07 721B 81FA 0104 ; O'f set 304, 897 bytes

Suriv 2.01, April 1st EXE - ER: A precursor to Jerusalem infecting only EXE fileswith the virus positioned at the beginning of thefile. Infective
length is 1488 bytes. If thedateis 1st April, the viruswill display “APRIL 1ST HA HA HA YOU HAVE A VIRUS". If theyear is1980 (DOS
default) or the day is Wednesday after 1st April 1988, the machine will lock one hour after infection. (VB Aug 89)

Suriv2.01 81F9 C407 7228 81FA 0104 7222 3C03 751E; O f set O5E, 1488 bytes

Suriv 3.00, Israeli - CER: Anearlier version of Jerusaleminfecting COM and EXE filesand displaying the side-effects 30 seconds after infection
instead of 30 minutes. Infectivelength is 1813 bytes (COM) and 1808 bytes (EXE). Program delete does not work. (VB Aug 89)

Suriv 3.00 03F7 2E8B 8D15 00CD 218C C805 1000 8EDO ; O f set 0BO, 1813 COM 1808 EXE
Svir - EN: A simple 512 byte viruswith no side effects. Svir means“music” in Bulgarian.
Svir 33F6 4626 8BOC E302 EBF8 8BD6 83C2 04E8 ; O f set 049

Swap - DR: Does not infect until ten minutes after boot. One bad cluster on track 39, sectors6 & 7 (head unspecified). Uses 2K of RAM. Infects
floppy disksonly. Doesnot store the original boot sector anywhere. Virus createsadisplay similar to Cascade, but istransmitted viaboot sector.
Snap 31C0 CD13 B802 02B9 0627 BAOO 01BB 0020 ; Cff set ?

Sylvia- CN: Thevirusdisplays messagesincluding “ This program isinfected by aHARMLESS Text-VirusV2.1", “Y ou might get an
ANTIVIRUS program.....” when an infected program isexecuted, but if the above text istampered with, the (encrypted) messages“ FUCK Y OU
LAMER 11" “system halted....$" will bedisplayed. Thevictimistold to send a‘funny postcard’ to agenuine address of a Dutch woman called
Sylvia. When aninfected programisrun, theviruswill look for 5 COM fileson drive C and the current drive. COMMAND.COM, IBMBIO.COM
and IBMDOS.COM are not infected. Thevirusadds 1301 bytesto the beginning of theinfected filesand 31 bytes at the end.

Sylvia CD21 EBFE C3A1 7002 A378 0233 QOA3 9E02 ; O f set 229
Syslock - CEN: Thisencrypted virus attachesitself to the end of aCOM or an EXE file. Infective length is 3551 bytes. It infectsaprogram onein
four timeswhen executed. Will not infect if theenvironment contains SY SLOCK=@.

Sysl ock 8AE1 8ACL1 3306 1400 3104 4646 E2F2 5E59 ; O fset 0, 3551 bytes
Taiwan - CN: Thevirusactivates on the 8th day of every month and overwritesthe FAT and theroot directory of drivesC and D. Two variantsare
known with different infection lengths: 708 and 743 bytes.

Tai wan 07E4 210C 02E6 21FB B980 0033 F6BB 8000 ; Of f set 0AQ
Tai wan (2) 07E4 210C 02E6 21FB B980 00BE 0000 BB80 ; Of f set 065

Tenbyte, Vaert- CER: Thisviruswas by accident posted totheV-ALERT electronic mail list recently. Adds 1554 bytesto infected files. Activates
on 1st September corrupting datawritten to disk.

Tenbyt e 1EOE 1F8D 36F7 04BF 0001 B920 00F3 A42E; Offset O
Tiny - CN: A mutation of the Kennedy virusonly 163 byteslong. It has no side effects other than replication.
Tiny 408D 94AB 01B9 0200 CD21 B43E CD21 FFE5 ; O f set 088

Traceback, Spanish - CER: Thisvirusattachesitself to theend of aCOM or an EXE file. Infective length is 3066 bytes. |t becomes memory-
resident when thefirst infected program isrun and will infect any program run. If the dateis 5th December or | ater, the viruswill ook for and
infect one COM or EXE fileeither in the current directory or thefirst one found starting with the root directory. If the date is 28th December 1988
or later, thevirus produces adisplay similar to Cascade one hour after infection. If nothing istyped, the screen restoresitself after one minute.
Display will repeat every hour. Spanishisan earlier version with areported infective length of 2930 or 3031 bytes. (VB Sept 89)

Tr aceback B419 CD21 89B4 5101 8184 5101 8408 8C8C; O fset 104, 3066 byt es
Spani sh E829 06E8 E005 B419 CD21 8884 E300 EBCE; Of f set ?

Typo, Typo COM, Fumble- CR: Infectsall COM filesin the subdirectory on odd days of every month. If typing fast, substitutes keyswith the ones
adjacent on the keyboard. Infective length is867 bytes. (VB Apr 90)

Typo 5351 521E 0656 OELF E800 O05E 83EE 24FF ; O fset 01D, 867 bytes
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Vacsina- CER: Infectivelength 1206 to 1221 bytes (COM) and 1338 to 1353 bytes (EXE). After asuccessful infection of aCOM file, abell is
sounded. Infectsany fileloaded viaINT 21 function 4B (load and execute), i.e. COM, EXE, OVL and APP (GEM) files. Checksversion number of

itself (current is 5) and replaces with newer code. A member of the “Bulgarian 50" (see Y ankee). (VB June 90)
Vacsi na (1) 8CC8 8ED8 8ECD 8EDO 83C4 02B8 0000 502E; O fset vari abl e
Vacsi na (2) E800 005B 2E89 47FB B800 008E 0026 A1C5 ; Off set vari abl e

Vcomm - ER: Thisvirusfirst increases the length of infected programs so that it becomes amultiple of 512 bytes. Then it adds 637 bytesto theend
of thefile. Theresident part will intercept any disk write and changeit into adisk read.

\Vconm 80FC 0375 04B4 02EB 0780 FCOB 7502 B40A ; O fset 261
Victor - CEN: A 2442 bytevirusfrom the USSR awaiting disassembly. The only known damaging effect isthe corruption of the FAT.
Mictor 8CC8 8BD8 B104 D3EE 03C6 50B8 DB0O0 50CB; O f set 0C8

Vienna, Austrian, Unesco, DOS62, Lisbon - CN: Thevirusinfectsthe end of COM files. Infectivelength is 648 bytes. It looksthrough the current
directory and the directoriesinthe PATH for an uninfected COM file. Onefilein eight becomes overwritten. Seconds stamp of aninfected fileis set
to 62. A number of mutations, shorter than the original, but functionally equivalent, have been reported in Bulgaria.

Vi enna (1) 8BF2 8306 0A90 BFO0 01B9 ; O f set 005, 648 byt es

Vi enna (2) FC8B F281 C60A 00BF 0001 B903 00F3 A48B; Cf f set 004, 648 byt es
Vi enna ( 3) FC89 D683 C60A 90BF 0001 B903 00F3 A489 ; O f set 004

Vi enna (4) FC8B F283 C60A BFO0 01B9 0300 F3A4 8BF2 ; Cf f set 004, 623 byt es
Vi enna (5) CD21 OE1F B41A BA80 00CD 2158 C3AC3C3B; O fset variable

Vi enna ( 6) 8E1E 2000 AC3C 3B74 093C 0074 03AAEBF4 ; O fset variable

Virdem - CN: Thisviruswas published in the R. Burger book “ Computer Viruses- A High Tech Disease”. Originally intended as ademonstration
virus, but now also found in thewild. Infective length is 1336 bytes. Two versions are known to exist with textsin English and German. (VB July
90)

Vi rdem BE8O 008D 3EBF 03B9 2000 F3A4 B800 0026 ; O fset 011
Vi rdem 1 BE8O 008D 3ED7 03B9 2000 F3A4 B800 0026 ; O fset 011
Vi rdem Gen 434B 7409 B44F CD21 72AC4B75 F7B4 2FCD; O f set 098

Virus-90- CN: Theauthor of thisvirusis Patrick A. Toulme. He uploaded the virusto anumber of Bulletin Boards, stating that the sourcewas
availablefor $20. When an infected program isrun it will display the message “Infected”, infect aCOM filein drive A and display the message
“Done”. Infective length is 857 bytes.

\i rus-90 558B 2E01 0181 C503 0133 033 DBB9 0900 ; O fset O1E
Virus-101 - CER: Thisvirushasbeen written by the same author asVirus-90. Thevirusisencrypted. Awaiting disassembly.

Virus-B - CN: ‘Test virus' which was available as arestricted accessfile from the Interpath Corporation BBSinthe USA. It isamutation of the
South African, with the destructive code of the original disabled. Theidentification patternisthe sameasfor the South African virus.

VP - CN: Containsavariable number (1 to 15) of NOPs at the beginning followed by 909 bytes of virus code. When an infected program isrun,
thevirus may attempt to locate, infect and execute another program.

\ 0001 FCBF 0001 B910 00F2 A4B8 0001 FFEO ; O f set vari abl e

W13- CN: A primitive group of virusesfrom Poland, based on the Viennavirus. They have no known side-effects and there aretwo versions, 534
and 507 byteslong. Theversion with 507 bytes has some bugs corrected.

W3 8BD7 2BF9 83C7 0205 0301 03Cl 8905 B440 ; O fset variabl e
XA1-CN: TheXA1lvirusoverwritesthefirst 1539 bytes of infected COM fileswith acopy of itself and storesthe original code at the end of the
file. On 1st April the boot sector will be overwritten, causing the computer to “ hang’ on the next boot. Theviruswill also activate on 21st December
and stay active until the end of theyear. It will then display a Christmastree and the text:

Und er | ebt doch noch: Der Tannenbaum
Fr ohe Wi hnacht en
XAL B02C 8846 FF8B 7E00 884E FE8BA 4EFF 000D ; O f set O1E
Y ale, Alameda, Merritt - DR: Thisvirus consists of aboot sector and infectsfloppiesindrive A only. It becomes memory-resident and occupies 1K
of RAM. Theoriginal boot sector isheld in track 39 head O sector 8. The machinewill hang if the virusisrun on an 80286 or 80386 machine. If a
warm boot is performed after the machine hangs, an uninfected disk will still becomeinfected. It has not been assembled using MASM and
contains code to format track 39 head O, but thisis not accessed. Survives awarm boot.

Yal e BB40 008E DBA1 1300 F7E3 2DEO 078E COOE ; O f set 009
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Y ankee- CER: Thisisamember of the“Bulgarian 50" group of viruses, which consists of some 50 related versions, all written by the same
person. V acsinaviruses bel ong to the same group. All the virusesin the group will removeinfectionsby older versions, and the sizevariesfrom
1200 to 3500 bytes. The Y ankee viruseswill play the tune“Y ankee Doodle Dandy”, either at 5:00 p.m. or when Ctrl-Alt-Del ispressed.

Yankee 0000 7402 B603 520E 5143 CFE8 0000 5B81 ; O fset vari abl e

ZeroBug, Palette- CR: Infectivelength is 1536 bytes and the virus attachesitself to the beginning of COM files. The virus modifiesthe number of
secondsto 62 (likeVienna). If thevirusisactivein memory and the DIR command isissued, thedisplayed length of infected fileswill beidentical
to that before the infection. When the virus activates, a“smiley” (IBM ASCII character 1) may appear on the screen, and “ eat” all zerosfound.

Zer o Bug 81C9 1F00 CD21 B43E CD21 5A1F 59B4 43B0 ; Off set 100

REPORTEDVIRUSES

1702 - CR: A new mutation of the Cascade virus. Some doubtsif it exists.

Advent - CEN: Reported to berelated to Macho and Syslock.

Century A - CER: AsJerusalem-C, but activation dateis 1st January 2000. DestroysFAT.
Century B - CER: AsJerusalem-C, but producesawait during the execution of BACKUP.COM.
Chaos- DR: A new and changed mutation of Brain.

Itavir - EN: A 3880 bytevirusfrom Italy. Reported to activate when the computer has been running for more than 24 hours, and corrupt the boot
sector. It also displays amessagein Italian and outputs random datato 1/0 ports.

Jerusalem-A - CER: Doesnot display black-holeinthe screen.
Jerusalem-B - CER: EX E re-infection bugremoved.
Jerusalem-C - CER: Noslow-downeffect.

Jerusalem-D - CER: DestroysFAT in 1990.

Jerusalem-E - CER: DestroysFAT in 1992.

Missouri - D: Somedoubt if it exists.

Nichols- D: Somedoubt if it exists.

Novell - CER: A variant of Jerusalem, reported to attack Novell networks. According to somereports, it isidentical to Jerusalem, but avirus,
reported to be Netware specific, iscurrently under examinationinthe USA.

Poem - ?

Screen - CR: Infectsall COM filesin current directory, including any already infected, before becoming memory resident. Every few minutesit
transposes two digitsin any block of four on the screen.

Slow - CER: A 1701 bytevirusreported to slow down the system.

Sublimal - CR: Adds 1496 bytesto COM files. Flashes“LOVE, REMEMBER?" for afraction of asecond on the screen. Reported to be an early
versionof theDyslexiavirus.

TROJANHORSES
AIDS Information Diskette: Widely distributed disk which isan extortion attempt. Installsmultiple hidden directoriesand files, aswell as
AIDS.EXE inthemain directory and REM$.EXE in ahidden subdirectory ($isthe non-printing character FF Hexadecimal). (VB Jan 90)

REMG. EXE 4D5A 0001 1E01 0515 6005 0D03 FFFF 3021 ; Off set O
A DS EXE 4D5A 1200 5201 411B E006 780C FFFF 992F ; Off set 0

VIRUSBULLETIN ©1990 VirusBulletin Ltd, 21 The Quadrant, Abingdon Science Park, Oxon, OX14 3Y S, England. Tel (+44) 235 555139.
/90/$0.00+2.50 Thisbulletinisavailableonly to qualified subscribers. No part of thispublicationmay bereproduced, storedinaretrieval system, or transmitted
by any form or by any means, el ectronic, magnetic, optical or photocopying, without the prior written permission of thepublishers.



Page 16

VIRUSBULLETIN

August 1990

FOR PROGRAMMERS

Fridrik Skulason

The Structure of VirusInfections- Part |1:
EXE Files

Inthefirst part of thisseriesof articles, the structure of
virus-infected COM fileswasanalysed. Thisarticlewill deal
withanother typeof executablefiles, generally called EXE
files.

COM VersuseXE

COM filesjust contain binary code- ready to beloaded
directly into memory and executed without modifications,
but EXE filesare more complex. They start with aheader
containing variousinformationabout thefile.

Thisinformationincludes:

1) Thelength of thefileto beloaded, whichisnormally
equal to thelength of thefile. If itislessthan thetrue
length, only apart of thefileisloaded into memory, when
itisexecuted. If itisgreater, DOS producesthe message
“Error in EXEfile” if an attempt is made to execute the
file.

2) Theinitial execution address. Asthevalueof the CS
register dependsonwherein memory thefileisloaded, the
header only storesavaluewhich locatesthe starting segment
of thefileinmemory. Theinitial value of thelPisalso
stored.

3) Thevalueto begivento the stack pointer (SS:SPregis-
ters). Thisisstored in the same form asthe CS:|P combina-
tion.

4) A 16-bit checksum. DOSignoresthisnumber anditis
just set to 0 by many compilers.

5) Thenumber of addressesneeding relocation (see below).

Following the header isarelocation table. It containsalist of
locationswithinthefilewhich need rel ocation after loading.
Unlike COM files, an EXE filemay containinstructionslike
“MOV AX, SEG DATA”, wherethe value of SEG DATA
dependsonwherethefileisloaded into memory. The
relocation processinvolvesadding thestarting memory
addressto all thelocationslisted in therelocation table.

Thefinal part of the EXE fileistheload module, containing
the code and data of the program. Execution may begin

anywherewithin theload module, not only at offset O asin
the case of COM files.

Structureof I nfections

Infected COM filescould bedividedinto several groups,
depending ontheir structure, but almost all infectionsof
EXE filesare caused by asimilar method. Theviruscodeis
appended to thefile, and the EXE file header modified, so
theviruswill gain control when the program isexecuted.
Theoriginal CS:IPinformationisthen stored somewhere
withinthevirus.

Therearesomeminor, yet significant differencesbetween
thevariousviruses, but beforethey are described, thetwo
viruseswhich do not follow the general method must be
mentioned.

SURIV 2.01

Thisvirus, also known as“April 1st - EXE”, isunique
because it does not append the viruscodeto thefilesit
infects. Instead, theviruscodeisinserted into thefile,
between therel ocation tableand theload module.

Thisintroducessomeunnecessary complications, asthethe
virusmust update all the addressesin therelocation table, as
theload modul e hasbeen moved.

Thisviruswasthefirst EXE infecting viruswritten, and the
author seemsto haverealised that theinfection processcould
besimplified considerably. Atleast, the Jerusalemvirus,
which was probably written by the same author, usesthe
“standard” method. It isunlikely that any future viruswill
usethismethod.

Disinfecting afileinfected with the April 1st virusisathree
step process. First theoriginal header isrestored and written
toafile. Thentherelocation tableisread and the length of
thefile(1488) issubtracted from each entry. After skipping
over theviruscode, therest of thefileiswritten to the output
file.

Vacsina

TheVacsinavirusisactually not abletoinfect EXE files
directly. Instead, thefirst timeit attemptstoinfectan EXE
file, thefileischanged intoaCOM-structuredfile, by
overwriting thefirst byteswith aJMPto the end of thefile,
whereasmall relocation programislocated. Thisprogramis
clearly derived fromtheprogram usedin FORMAT.COM
and other programsin someversionsof DOS. AnEXEfile
changed by Vacsinainthisway isnot infected by avirus,
but the next timethevirus encountersit, the programlooks
like astandard COM fileand isinfected as such. It must be
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noted that thismethod limitstheinfectiontofileslessthan
64K insize.

TheStandard M ethod

Therest of theknown EXE infecting virusesarestructurally
similar, but there are some minor differences.

Storage of the Original Header

Somevirusesstoretheentireoriginal header somewhere
within theviruscode. Inthose casesdisinfectionissimply a
matter of locating the header and writing it back to the
beginning of thefile. Theviruscodethen becomesinactive,
and may beremoved by shortening thefile. Theviruses
using thismethod are:

Traceback/Spanish
Hallochen

Y ankee(all variants)
4K

Fish6

July 13th
Datacrimell

Some extracomplicationsarisein the case of thelast two, as
theviruscode, including the original header isencrypted and
beforeit can berestored, it must be decrypted.

Theother virusesonly storevariouspiecesof information
fromtheheader. They must all storetheoriginal execution
address, in order to be ableto transfer control back to the
original program. Thefollowing virusesstoreno additional
information:

Icelandic (all variants)
Alabama

Vcomm

Amoeba

Fellowship

Murphy

Virus-101

Svir

In some casesthe viruses change thelocation of the stack.
Thisisdone becausethe stack isoften located right after the
load module, and may thereforeoverwritethevirus, whichis
appended to the program, asdescribed before. Thismay
causetheinfected programto crash, when executed, which
drawsattentiontothevirus. To prevent this, thefollowing
virusesswitchto aninternal stack while executing and
restoretheoriginal stack pointer whenthey transfer control
totheoriginal program.

Jerusalem (all variants)
FuManchu
Dark Avenger
Syslock
Tenbyte
Durban
8Tunes
Prudents
Liberty

Hip

OldY ankee
Eddiell
Victor

5120

A disinfection program must be ableto locatethe original
CS:IPvauesand possibly SS:SPaswell, possibly decrypt-
ing them, writing the values back to the header and shorten-
ing thefileasnecessary.

Program L ength

Thenumber of bytesadded to afilewhenitisinfected needs
not be constant for any givenvirus. The Jerusalem virus, as
well asitsrelatives, usestheinformationinthe program
header to determinewherethevirusisto bewritten, instead
of using thetruelength of thefile. Normally this causesno
problems, but if theheader informationisincorrect, thevirus
will overwriteapart of thefile, making full recovery
impossible.

Many EXE infecting virusesfirst pad the programsthey
infect with afew bytes, so their length becomesamultiple of
16 bytes, before appending thevirus code. Thisisdoneso
thevirus code can begin at aparagraph boundary. A
disinfection program can removetheviruscode, but may not
beableto determinetheoriginal length of thefile. Theextra
1-15bytesat theend of thedisinfected file do not affect its
executioninany way.

TheChecksum

Someviruseschangethe checksum inthe header of infected
files, oftenin order to mark thefileasinfected. If the
original valueisstored withinthevirus, it can berestored by
the disinfection program, or just setto 0. Leaving it un-
changed does no harm, however, and may even makethe
program immuneto alater infection by the samevirus.

Next month: The structure of boot sector infection.
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VIRUS DISSECTION

Jim Bates

Datacrimell - Refined Hatred

Many usersregard the computer virus problem aslittlemore
than anirritation which doesnot warrant serious attention.
Theinfantilemessagesand non-fatal effectsproduced by
many viruses seem to support thisview (“Y our PC isnow
Stoned!”, “The world will hear from me again.”, bouncing
balls, falling lettersetc.). However, anincreasing number of
virusescontaindeliberately vicioustrigger routines. The
most pernicious of them all isthelatest inthe Datacrime
series.

Background

Theoriginal Datacrimeviruscaused agreat deal of concern
in continental Europe during thelatter part of 1989, particu-
larly in Holland where even thepolicedistributed anti-virus
softwarein an attempt to counter thethreat. Thefirstinthe
series(VB, August 89) attacked COM filesonly (excluding
COMMAND.COM), added 1168 bytesto infected files, was
not encrypted and displayed themessage:

DATACR MEVI RUS
RELEASED: 1 MARCH 1989

Thevirus contained several mistakesinthe coding and was
swiftly followed by aminor updatewhichwasessentially
similar but now added 1280 bytestoinfected files. Both are
referredto asthe Datacrimevirus.

Datacrimell

A substantial rewritethen madeits appearance as Datacrime
Il. Inthisversion, thevirus code was encrypted with a
variablekey, leaving only 42 bytesof recognisablecodefor
signature scanning programsto use. “ Improvements”
included wideningtheinfection capability toinclude EXE
files(and COMMAND.COM), changing thetrigger

messageto
DATACR MEI | VIRUS

and correcting still moreerrorsinthe code- theinfection
length becoming 1480 bytes.

Now we have another “update” which has been refined still
further and isdiscussed in detail below. Theselatest two
versionsarereferred to asDatacrimell and

Datacrime | I Brespectively.

Theexact origin of thisvirusisunknown but thefurorein
Holland during October/November suggest that itssource
may belocal to that area. Whatever the origin, someone,
somewhere, fuelled by puremalice, isactively engagedin
refiningthisevil pieceof code.

TheTrigger Routine

Thecommon factor acrossall four versionsisthetrigger
routine. Thishassomeerrorsintheearlier releaseswhich
prevent it operating asintended on some AT and PS/2 type
machines but these have been corrected inthelatest version.

Theintentionistolow-level format track zero (headsOto
9) of thefirst physical hard drivethusdestroyingthe
contentsof the M aster Boot Sector, thefirst copy of the
FileAllocation Tableand most of the second copy of the
FAT. Anincidental effect on many later model machinesis
to destroy the drive specific “signature” used to identify and
categorisethedrivecharacteristics.

Theeffect after triggering isthat thedriveisnolonger
recognised by themachine' sPOST (Power On Self Test)
routines and effectively “disappears’ from the machine
configurationwhenitisrebooted.Restoration of thisdrive
signatureisan involved processwhich will probably be
beyond thetechnical capabilitiesof even thebest cus-
tomer support departmentsand might even entail the
drivebeingreturned tothemanufacturer for reconfigu-
ration. Bearing in mind also that many of these machines
will haverelatively largecapacity drives, probably config-
ured into several partitions, thedestruction of theMBR will
result inthe disappearance of all the partitions of that disk.

During examination and analysisof thecodel inadvertently
ran thetrigger routineand instantly lost 44 M Bytes of disk
capacity onmy first hard disk (partitioned over two drives)
withvirtually no hopeof recovery .Restoringbackupsat
thispointisimpossiblesincethedriveisnolonger
accessible by the system! Restoring thedriveisamajor
undertaking involving searching the ROM based Disk
Parameter Tablefor theappropriate entry and then reformat-
ting it for re-writing to the correct area of the disk.

VirusAnalysis

DatacrimelIB isanon-resident, parasitic viruswith an
infectivelength of 1514 bytes. It attacks EXE and COM files
including COMMAND.COM. Fileswiththe second letter
setto ‘B’ areexempt frominfection. Asaresult
IBMBIO.COM and IBMDOS.COM remain uninfected.
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Theviruscodeisencrypted with akey that changeswith each
infectionandtheinitial unencrypted code(includingthe
decryptionroutine) is56 byteslong. Thisissufficientto
extract ausablerecognition signaturewhichisnoted at the
end of thisreport.

Sincethe codedoes not becomeresident, thevirusonly
executeswhen aninfected programisrun.

Thetrigger date remainsthe sameasin previousversions(ie:
later than 12th October of any year) but with an added check
such that if the weekday isaSunday and the machine hasno
hard disk, or if theweekday isaMonday and the machine
doeshaveahard disk - thetrigger routineisnot executed.
Thisseemssomewhat convoluted since on amachinewith no
hard disk, thetrigger routinesimply displays

* DATACRIME || *
(notethe asterisksin thisversion) and hangsthe system.

No damageisdoneto floppy diskettesand hard disk destruc-
tionislimitedtothefirst physical driveonthe system. There
haveal so been somemodificationstotheinfectionindication
mechanism.

Recognition M ethod

Withthisversion, infected filesare marked by having the
secondsfield of thefile’ sdirectory entry set equal tothe
lower three bits of the minutesfield plus5 (theplus5isthe
maodification). Thisidentification system meansthat occa-
sionally theviruswill identify atarget fileasinfected whenin
factitisnot. It also meansthat thisversion could re-infect
filesinfected by earlier versions.

Infection

Fileinfectiontakesplace by appending theencrypted codeto
theend of thetarget file and then either modifying theinitial
instructions (in the case of COM files) or changing the
relevantinformationwithinthefileheader (for EXEfiles).
Thusitistheoretically possibleto repair and disinfect
infectedfiles.

The codeal so containsachildish attempt to confuse certain
typesof disassembly/debugging routinesby theintroduction
of self-modifying codewithinthedecryption section.

Althoughthevirushasno other deliberate effects, this
version still hasan error inthe INT 24H restoration routine
whichwill produceunpredictableeffectswhenthefirst
critical I/0 error occursafter thevirushasexecuted.

VirusOperation

Thecodeisgenerally untidy with many minor errorsand
showsevidenceof unfamiliarity withassembly programming
techniques. Operation beginsby executingaself-location
sequencewhich providesaglobal index for dataand code
accessthroughout theremainder of the program. Thedata
decryptionkey isthen collected and used to decrypt thewhole
of theremainder of the code. Thisversion doesot encrypt
thevirusmessage separately but it does changethe encryp-
tion key at each pass such that the next infection will produce
asubstantially different sequenceof 1514 bytes.

Thedecrypted program codethen proceedstoinitialisefour
buffersbeyond the end of the code. It then examinesthe INT
41H vector segment addressto determinewhether the host
machine has afixed disk and setsaflag to indicate this. A
test isthen madeto seeif the host program length was zero,
whichisobviously tofacilitatetheinitial introduction of the
newly writtenviruscode.

A check isthen madeto determine whether the host isan
EXEfileor aCOM typeand although aflag isset toindicate
this, the program manipulates various sections of the stored
program header in either case.

Thesystem dateisthen examined to seeif thetrigger
date hasbeen reached, thisisthesameasin other
versions- later then 12th October in any year . A further
routineteststhe day of theweek against the hard disk
indicator flag which preventsthetrigger routinefrom
executingon Sundaysfor floppy only machinesand on
Mondaysfor hard disk machines. (Theviruswriter possibly
incorporated these ‘ non-triggering’ criteriatotest thevirus
infection routine safely. Ed.).

Thetrigger routinehasbeen extensively modified from
erroneousearlier versionsinthat after displaying themes-
sage, the code now generatesitsown format buffer and
addressfieldsbeforeissuingafunction5call toINT 13H.
Thisisthelow-level track format function and isconfig-
ured to affect thefirst physical driveonly, track zero,
heads0to 9. On driveswith lessthan 9 heads the resulting
error istrapped and theroutine simply abortsnormally to
sound the PC speaker and then goesinto an infiniteloop.
Thishangsthe PC.

Theconstruction of theformat buffer makesno attempt to
retain the original Sectorsper Track setting and thiswill
invariably requirereformatting (inadditiontotheconfigura-
tion signature problemsdiscussed above) beforethedrivecan
bereturned to normal use. If thetrigger date has not been
reached, processing branchesto the start of thefile search
routine.
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Thisbeginsby collecting and storing the current driveand
directory settingsandinstalling atemporary handler routine
for critical 1/O errorsto prevent any interruptionsif empty
floppy drivesareaccessed.

Thecodethen executesaprimitivesequencing routinewhich
handlesrouting of thefilesearchintodrivesC: and A: (in
that order). Thereisalso evidence her e of plansfor an
alternativetrigger point sinceacheck ismadeof thehard
disk flagwhich, if successful, would branch back intothe
trigger routine.However, within the present codethischeck
cannot succeed and so processing continueswith the search
for suitablefiles.

The search looksfirst for EXE and then for COM fileswithin
thecurrent directory ondrive C:. If no uninfected filesare
found, the search then continueswith asimilar sequencein
the subdirectoriesfromthat point and eventually revertstoa
similar sequenceondriveA:. Onceasuitableuninfectedfile
isfound, itisinfected and the search routine aborts. Thus
within any specific subdirectory, the EXE fileswill be
infected first and COM filesonly whenthere are no more
uninfected EXE files.It should alsobenoted that the

sear ch sequence doesnot sear ch upwardsfrom the
current sub-directory, and thefloppy driveisonly
accessed if no suitablefilesarefound on thehard drive.

Thepre-infection check routinerejectsany filewith asecond
letter of ‘B’ inthefilenameand also any filewherethe
directory entry timefieldindicatesthatitisalready infected.

Once afilepassesthischeck, the date and attribute fields are
collected and stored (and modifiedif necessary) beforethe
fileisopened for writeaccess. Thefirst 28 bytesof thefile
arethen read into memory and tested for the* MZ’ header
indicator used toidentify EXEfiles. Thusrenamedfilesare
treated correctly regardlessof their new name.

If thetarget fileisan EXE type, then the original program
entry pointisstored, beforethe header ismodifiedtoinclude
theaddition of theviruscode. COM filesare simply checked
for their length so that ajump offset can be calculated into the
viruscode.

With COM files, no attempt is made to ensure that there will
beroom for the 1514 bytes of virus code and thiswill cause
“Insufficient Memory” problemsfor COM filesgreater than
63,765 bytesinlength. Thefirst 28 bytesof theoriginal
program are stored in either casefor restoration when the
programisexecuted. Thefinal phaseof infectioninvolves
first copying aspecial section of theviruscodeto ahigher
positionin memory whenceit can beinvokedto encrypt the
virusprogram.

A part of thissection of code actually functionsasan encryp-
tion ‘toggle’ whereby it switchesthetarget codebetween
encrypted and decrypted states. Thisroutineisfirst calledto
encrypt thevirus, theencrypted codeiswritten to append to
theend of thefileand finally theroutineisinvoked again to
decrypt thevirusbefore processing returnsinto themain code
for thecompletion andtidying up routines.

Tidying up involvestheusual processof writing out the
modified header to thetarget file and restoring the date and
attributefieldsto their original valuesand thetimefield to
the'infected’ condition. Thedriveand directory defaultsare
then also restored and an attempt ismadeto de-install the
critical error handler. However, asmentioned aboveand asin
previousversions, thisroutine containsan error which means
that subsequent callstothe INT 24H vector will produce
unpredictableresults.

Finally, thevirusrestorestheoriginal program header and
passes processing to the host program.

Detection

Withthe exception of theactual trigger routine, thisvirus
makesuniversal use of DOSservicefunctionsfor fileaccess
and can thusbe easily detected by resident DOS monitor
programsof the Flushot+ type.

Theoriginal decryptionroutineissufficiently largeand
individual for theextraction of areliablehexadecimal search
pattern and thisis noted here (@lso noted in VB March 1990):

2E8A 072E 0605 2232 C2D0 CA2E 8807 432E

Thiswill befound at offset 22H of thevirus code.

Conclusions

Thereisno doubt that DatacrimelIB isjust thelatestin a
seriesof virusesemanating from asingleauthor. The
motivation behind themisnot clear, sufficeto say that these
programs are the creations of aderanged mind.

Thesingularly destructive nature of the Datacrimeseries
placesthesevirusesinauniquecategory. Recovery inthe
event of aDatacrimevirustriggering isacomplex and
involved procedurerequiring considerabl etechnical knowl-
edge.

Asamatter of urgency, anyonewhoknowstheauthor of
thesevirusesshould exposehisidentity in order that this
vandalism can becurtailed.
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PRODUCT EVALUATION

Dr. Keith Jackson

Eliminator: Virus Detection & Removal

Eliminator isa PC based software packagethat claimstd ...
not only recognise all known PC viruses, but can remove
them and even prevent infected programs fromexecuting’ .
Eliminator isprovided onboth 3.5inch and 5.25 inch floppy
disks, so most types of user are catered for.

Themanual that accompanies Eliminator isa38 page A5
booklet. It explainsvery clearly how virusnamesare
derived, and providesalist of 47 short virusdescriptions.
Each description includes such detail sasthe length of the
virus, any pseudonymsby which thevirusisknown, the
method by which the virusinfects, and adescription of how
thevirusworks. Many virusesare known to have both
different codevariants, and different names. Thesepointsare
well coveredinthemanual.

ThePrograms

Eliminator hastwo component programs,Vir usClean and
VirusMonitor. VirusCleanwill detect any infected filesor
disks, and can beinstructed to either removevirusesthat are
detected, or to deletetheinfected programs. VirusMonitor is
amemory resident (TSR) program that will test every
program that is executed to make surethat it isnot virus
infected. Eliminator isupdated quarterly asnew viruses

appear.

Speed of Execution

| tested Virus Clean by letting it scan the whole of the hard
disk on my test computer for viruses. Virus Clean reported
that it had searched through 55 directories, containing 543
files, and 131 fileshad been tested for viruses (by default
only COM and EXE filesare searched). VirusClean
completed thistest in the stunningly fast time of 42.3
seconds. Giventhat thefilesoccupy 11.6 Mbyteson thehard
disk, thiscorrespondsto asearch rate of about 4 secondsfor
every Megabyteof disk storage. Impressivefor a4.77 MHz
8088 processor.

For comparison, | scanned the same hard disk with two other
well knownvirus-specific search programs: SCAN (from
M cAfee Associatesinthe USA) which took 4 minutes 55
secondsto completethistask, and SWEEP (from Sophos

Ltd.) whichtook 7 minutesand 27 seconds. ThereforeVirus
Clean searchesfor viruses 7 timesfaster than SCAN, and 10
timesfaster than SWEEP, both of which are no slouchesin
termsof virus'‘ scanner’ typeprograms.

Thishuge speed advantage can only comefrom one source,
Virus Clean must only be checking the parts of COM and
EXE filesthat definitely can beinfected. Thisrequires
knowledgeof how every virusinfects. Suchinformationcan
only be used when avirus has a)been identified b) been
disassembled ¢) been understood, and d) the method and
location of infection has been deter mined. The amount of
work hidden behind Virus Clean’ sraw speed isprodigious.

Detection

Giventheimpressive speed offered by VirusClean, |
decided totest how well it can detect viruses. Floppy disks
were scanned containing 49 uniqueviruses, with variantson
the virusestaking the number of test samplesused up to 101.
Thespecificvirusesused for testing areexplainedinthe
Technical Detailssection below. Thistest set hasrecently
been doubledin sizefromthe previously used set of 26
viruses, and will form the basis of all futuretesting of virus-
specificproductsinVB.

Out of the 99 samplesof parasitic virusestested, Eliminator
found avirusto be present in 66 files. Both boot sector virus
sampleswerecorrectly detected. Eliminator did not spot
samplesof 18 different viruses: Amstrad, Anarkia, Decem-
ber 24th, DevilsDance, Hallochen, K ennedy, Number of the
Beast, Perfume, Prudents, PSQR, Taiwan, Valert, Vcomm,
Virdem, Virus-90, Virus-B, VP, and XA-1. Thedocumenta-
tion does not appear to mention these viruses- Eliminator
has not yet been programmed to detect them. PC Security
saysthat the programiscurrently being upgraded.

By comparison, SCAN detected 86 filescontaining viruses,
and from the set of virusesfor testing used it had no knowl-
edgeof only theEddie-2, L ehigh (curiousgiventhelongevity
of thisvirus), Virdem, VP and W13 viruses. SCAN also had
no knowledge of some of themany variantsof theVienna
virus.

Not surprisingly, SWEEPwhichincorporatesvirusBulletin
search patterns, located all the viruses used for testing, and
found 114 matchesin only 99files. This super-abundance of
virusesdetectedisaccounted for by SWEEP sometimes
finding the patterns of two individual virusesin onefile, and
finding the pattern for aparticular virus morethan oncein
other files. SWEEP’' ssearch patternsare not specific
enough; the Devils Dancetest pattern wasfound no lessthan
four timeswithin onetest file.
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Eliminator’ slack of knowledge about 18 out of 49 viruses
(over onethird of thetest sample) wasdisappointing. Virus
Clean also reported that it had found a‘ new’ virus (or new
variant of an existing virus) for six of the 99 parasitic viruses
(and variants) tested. Virus Clean checksums such suspected
virusvariantsto ascertain their trueidentity. If unknown, an
on-screen message statesthat thevirus cannot beremoved,
and requeststhat acopy of thevirusiskept for futureanalysis
by the author of VirusClean.

VirusSpecifity

We can argue about virusvariants, and naming convention
problems, asan explanation of thislack of knowledge. Itis
also possiblethat Eliminator searchesfor somevirusesnot
contained in theVB test suite. However, the plain fact isthat
theamount of effort required from the author of Eliminator to
beableto obtain theextremely fast scanning speed offered by
Virus Clean requiresthat each virusisthoroughly disas-
sembled, anditssalient pointsof infection found.

Eventhough | admirethe Herculean effort that hasgoneinto
the development of Virus Clean, thefact remainsthat it had
no knowledge of over onethird of the parasitic virusesused
for testing. It isnot acoincidencethat out of these 18 viruses,
11 have been added to thelist of known viruses sincethelast
timethat the completelist of PC viruseswas published inthe
Marchissue of VB. They are of recent origin, and samples
haveonly reachedvirusresearchersrelatively recently.

Thisneatly illustratesthe major weakness of Virus Clean: it
isvirus-specificintheextreme- it needsintimate knowledge
of how each virus operates. Inthelong run, such virus-
specific measuresare doomed. Asthe number of viruses
proliferatesit will becomemoreand moredifficultto keep
pace. Indeed | would contend that by only being ableto detect
about two thirds of thetest virusesused, VirusCleanis
demonstrating thispoint quitesuccinctly.

Asatool to scan disksfor outbreaks of avirusknownto be
detectable by the Virus Clean softwareit far surpasses
anything onthemarket. For virusresearchers, and for
diagnostic purposes, it should proveinvaluable. For generic
anti-virususe, it posesthevery real problem:how do you
know that the next virus attack will be one of those that
Virus Clean knows about?

A nail inthe coffin for anti-virus programsthat just search for
search patterns, isthe recent developmentsof virusessuch as
Stealth (formerly 1260), Suomi and Flip which encrypt the
body of theviruswith arandom encryption key, and vary the
small amount of codethat isleft unencrypted with each virus

replication. Itisnoticeablethat thetest sample of the Stealth
viruswasnot detected by VirusClean.* Mutating viruses
will surely follow to drivethispoint homefurther: general
anti-virus measuresmust not bevirus specific. Such methods
areinadequate protectionin theface of new and more
sophisticated maliciousprograms. (Therearenowthree
computer viruseswhich use self-modifying encryption
routines, all of which require scannerstoincorporatea
virusidentity, as opposed to searching for a hexadecimal
recognition pattern. A fourth sample, Virus-101 iscurrently
being analysed. See VB Table of Known Viruses, pp 9 - 16,
Ed.)

VirusMonitor and M emory Residence

Thedocumentation provided with Eliminator statesthat the
memory resident program known asVirus M onitor should be
thefirstlineof the AUTOEXEC.BAT file(abatchfilethatis
alwaysexecuted whenaPC commencesoperation). Beyond
requiring 3.5 Kbytesof availablememory, no other detailsare
givenof how VirusM onitor operates.

Thisisunsatisfactory. If | am expected to have aprogram
residing in memory whilel use my computer, then | wishto
know what other TSR softwareiscompatiblewiththe
program and which memory resident programsconflict with
VirusMonitor.

Two examplesillustratethisquitegraphically. If itisrequired
that VirusMonitor isinstalled by being present asthefirst
lineof AUTOEXEC.BAT (seeabove), thenitisabsolutely
required that the executable VirusMonitor fileVM.COM is
present intheroot directory of the disk from whichthe system
isbooted. Nothinginthe documentation mentionsthisfact, it
merely says(very imprecisely): ‘ copy VM.COM ontoyour
hard disk’. For the more naive users, an explanation of what
AUTOEXEC.BAT actualy is, wheretofindit, and how to
modify it, would not go amiss.

Frommy owntesting Virus M onitor appearsto captureM S-
DOSinterrupts 8, 13, and 21 (in hex notation), but nothingin
themanual tellsmethiseven though thismakes Virus

M onitor vulnerableto contentionfrom other memory resident
programswhich takethetimer tick (interrupt 8H) for their
OWN PUrpOSES.

Not providingany detail sabout how VirusM onitor operates
isaserious omission which should berectified. Until thisis
the case, | would not recommend the use of Virus M onitor.
Memory resident softwareisthegreatest single source of
incompatibility amongst PC programs.
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Conclusion

Leaving VirusMonitor aside, | found the Virus Clean part of
Eliminator to bethefastest program that | have ever tested for
searching for known viruses, by someappreciablemargin.
However, it reliesuponintimatevirusknowledgefor its
blistering speed. Itisprobably the best tool that | have come
acrossfor virusinvestigators, butitsextremely virus-specific
nature makesit (like Scan and Sweep and all search pro-
grams) quiteunsuitablefor genericvirusdefence. The
documentationomissioniseminently rectifiable, thevirus-
specific nature of thelightning fast search speedisinherent.

Technical Details

Product: Eliminator

Vendor: PC Security Ltd., TheOld Court House, Trinity Road,
Marlow, Bucks. SL7 3AN, Tel: 0628 890390, Fax: 0628 890116.

Developer (and Copyright holder): JoeHirst, Brighton, Sussex,
UK.

Availability: IBM PC/XT/AT, PS/2, or compatiblerunningM S-
DOS, compatibleoperating systemversionsarenot statedinthe
Eliminator documentation.

Version Evaluated: 1.156-A
Serial Number: Nonevisible
Price: £79.00 per release. Anupgradeserviceisavailable.

HardwareUsed: ITT XTRA (aPC compatible) witha4.77MHz
8088 processor, one3.5inch (720K) drive, two 5.25 inch (360K)
drives, anda30 MbyteWestern Digital Hardcard, running under
MS-DOSv3.30.

Virusesused for testing purposes.Thislist of viruseshasrecently
been expanded, and asuiteof 49 uniqueviruses(accordingtothe
virusnaming convention employed by VB), spread across101
individual virussamplesisnow thestandardVBtest set. This
comprisestwo boot viruses(Brainand I talian) and 99 parasitic
viruses. Thereismorethan oneexampleof many of theviruses,
ranging up to 10 different variantsin the case of the Cascadeand
Viennaviruses. Theactual virusesusedfor testing arelisted below.
Where morethan onevariant of avirusisavailable, thenumber of
examplesof eachvirusisshowninbrackets.

Stealth, 405(2), 4K (2), AIDS, Alabama, Amstrad (2), Anarkia,
Brain, Cascade(10), Dark Avenger (2), Datacrime(3), dBASE,
December 24th, DevilsDance, Eddie(2), FuManchu (3),
GhostBalls, Hallochen, |celandic (2), Italian, Jerusalem (6),
Kennedy, L ehigh, Macho-Soft, MI1X1(2), Number of the Beast,
Oropax, Perfume, Prudents, PSQR, South African (2), Suriv (8),
Sylvia, Syslock (2), Taiwan, Traceback (4), Typo, Vacsina, Valert,
Vcomm, Vienna(10), Virdem, Virus-90, Virus-B (2), VP, W13(2),
XA-1,Y ankee(5), ZeroBug.

* Editor’snote: Sealthis, according to the product vendor,
detectable by Eliminator as Vienna 5. Our test version of
Sealth was not detected.

EDITORIAL POLICY

TheDreaded Table

The VB Table of Known IBM PC Viruses appearsin this
month’s edition initsentirity. The current table occupies nine
full pages despite attemptsto diminish its sprawl through the
use of small point sizes and decreased |eading.

VB, having just entered its second volume, has reported a
thirteen-fold increase in the number of such viruses since the
first edition appeared fourteen months ago. We started publish-
ing the table with every intention of its appearing in each and
every edition. However, the proliferation of virussampleshas
caused achange of policy.

Monthly updates to the table will be published while the full
table will be maintained and updated as a database. Additional
information is continually added as samples are analysed and
reveal their characteristics. The table will be published in full
threetimes ayear. Where possible, hexadecimal search patterns
will be published. However, the appearance of viruseswhich
render the extraction of such patternsimpossible will be
analysed and ashort ‘identity’ or series of characteristics
exclusive to each such sample will appear.

Theexplosion inthe numbers of viruses appearing must
inevitably bear on the anti-virus software industry. The demise
of traditional virus-specific detection methods (asopposed to
integrity checking methods) asaroutineway of preventing
viruses can already be perceived. No such package can ever
claim to be comprehensive - afact consistently highlightedin
technical evaluationswhichVB has conducted of thistype of
software. Quite simply these search programs cannot guaran-
tee protection against all viruses. Search programs consists of
an engine and a series of patterns and/or identitiesto look for.
Asthe number of virusesincreases so will the time taken to
scan disksfor their presence - problemswill eventually be
encountered with scanning ‘run-times’ . Such programs also
areinherently limited by the number of patternswhich can be
incorporated and searched for efficiently.

A hexadecimal search pattern can be extracted and incorporate
to asearch library in amatter of minutes. However, the work
involved in disassembling and understanding encrypting self-
modifying virusesin order to devise areliablevirus‘identity’ is
very time consuming. The number of samples attempting to
evade detection by self-modifying encryptionis is increasing
and thistrend looks set to continue.

Scanning programswill continue as ameans of diagnosis-
checking disksin environmentsinfected byknown viruses,
screening software for common viruses and so on. However, the
belief that such methods can provide generic defenceisillogical
and hasbeen disproven conclusively.
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END-NOTES & NEWS

In March of thisyear VB examined adisk called ‘ Ten of the Best’ which was distributed by Database Publications, also the publisher of PC
Today (see Stop Press, page 2). The disk was sent out asa‘freebie’ with Personal Computing (Vol. 3 No. 1). The examined disk contained a
hacked but fully functioning version of the New Zealand virus which contained the message“Y our PC isnow Sanded!” . lan Sharpe of Database
Publications wasmade aware of thisincident following theinvestigation. (Thetitles PC Today and Personal Computing refer only to magazines
published by Database PublicationsLtd, EuropaHouse, Adlington Park, Adlington, Macclesfield SK 10 5NP, UK).

A Macintosh Trojan horse which vandalises PostScript RIPS and printers by resetting their passwordsto an unknown value has been reported
acrossthe USA. Information from DesktopTo Press, USA. Tel 617 527 1899.

A Cascade (1704) contaminated demonstration disk containing CA S software (Concurrent Authoring System) has been received by anumber of
UK companies. Infected disk was sent out by ICL Interactive Learning Systems, Beaumont, Old Windsor, Berkshire SL4 2JP. It would appear
that thedisk becameinfected prior to duplication.

A Cascade (1701) infected file called WAITKEY .COM was uploaded by accident to the UK CIX Computer Information Exchange. Thefile
was contained in acompressed archive REALITY .ZIP. Warnings have been posted and userswho downloaded thefileinformed of theincident.

Productsand Events

RG Software Systems, USA, hasrel eased the Spanish ver sion of Vi-Spy (VB, May 1990). The I nstituto Interamericano parala Transferencia de
Tecnologia, San Jose, CostaRicahasbeen appointed soledistributor of Vi-Spy in South America. Theinstitute, which runscoursesinvirusprevention and
detection, hasundertaken softwareand document transl ation.

S& Sinternational will runaData Recovery Seminar (October 4-5th) and aVirusThreat Seminar (November 8th - 9th). Both eventswill beheld at Great
Missenden, Bucks, UK. Tel 0490 791900.

Sophos, UK, continueaseriesof computer viruswor kshops.Thenext availabledatesare 11/12th September at the Rembrandt Hotel, L ondon. M anagement
andtechnical streamsareavailable. Tel 0235559933.

Microleaseplc, UK, haveannounced aguaranteed virus-free PC rental service. All machinesarethoroughly inspectedfor virusinfection prior todelivery to
hirecustomers. Tel 081427 8822.
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